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09-11-2016 to 09-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
41.250. 186. 118 Mor occo 147.237.77. 216 dover.idf.il |DOS- HTTP-t or shanmer forward 406
41. 250. 186. 118 Mor occo 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 340
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i forward 70
208. 94. 63. 194 Lhited Sates 147, 237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 32
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 29
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 28
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 28
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 28
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 28
131.247. 2. 241 Lhited Sates 147, 237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 27
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 26
195. 113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 24
130. 206. 158. 138 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 24
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 23
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 23
128.223.8. 114 Lhited Sates 147, 237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 22
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 22
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 21
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 21
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 21
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 20
128.223. 8. 112 Lhited Sates 147, 237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 20
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 20
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 18
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 16
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 16
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 16
195. 113. 161. 84 Czech Republi c 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 16
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 15
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 15
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 15
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 15
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 14
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 14
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 12
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 12
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 12
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 11
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 11
176. 13. 247. 219 | srael 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn drop 10
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 10
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 10
46.19. 86. 209 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 8
2.53.28.183 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 7
212.179. 1. 82 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 7
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
87.71. 246. 93 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 7
79.181. 238. 164 | srael 147.237. 76. 42 refuah.idf.il|B ack List drop 6
2.53.24.23 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 6
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5




09-11-2016 to 09-12-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry Target Address |[Site Sgnature
149. 202. 49.56  |France 147.237.77.216|dover.idf .i|l |Cl000074: HTTP. najestic bot Per nit 214
106. 38. 241. 105 |Chi na 147.237.77. 216 |dover. i df . i | C1000071: HTTP: User Agent Sogou-+web+spi der Per it 61
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per it 34
138. 201. 125. 143|Ger nany 147.237.76. 200 |ei t an. aka. i df . i{C1000074: HITP. naj estic bot Per nit 21
199.87.254. 195 |[Wiited Sates  |147.237.77.74 |lawidf.il ?iﬁilé;itlgﬁa%)gmfg)i cation wth Destination Fbst is Admnistratively g . 17
195. 74. 38. 15 Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
37.228.93.70 :3::;’} on 147.237.76.42 |refuah.idf.il (6134 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
75. 56. 235. 20 Lited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77.233|atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 12
209. 15. 196. 170 |Canada 147.237.0.34 |ti kshuv.idf.il |6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
97.74.215.165 |United Sates 147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77.233|atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
184.168.46.74 |lhited Sates 147.237.0.34 |ti kshuv.idf.il |6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
54.197.163.83 |United Sates 147.237.77.74 |lawidf.il 24910: HTTP. Python urllib User-Agent Header B ock 10
54.174.104. 157 [lLnited Sates 147.237.77.74 [lawidf.il 24910: HITP. Python urllib User-Agent Header B ock 10
106. 38. 241. 105 |Chi na 147.237.77. 176 |nat pash. i df . i | |CL000071: HTTP: User Agent Sogou+web+spi der Per mt 8
199. 58. 86. 209 |[lhited Sates 147.237.77.216|dover.idf.i| |CLO00074: HTTP. majestic bot Per nit 8
50.63.197.208 [lnited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
173.198.251.2 |lhited Sates 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) Bl ock 6
37.228.93.70 :Zj;”ion 147.237.76. 42 |refuah.idf.il |[5670. HITP. SQ Injection (SELECT) B ock 6
77.67.47.7 France 147.237.72. 166 |aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 6
184.172. 106. 100|Uhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
91.219.122. 2 Pol and 147.237.77.74 |lawidf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
216. 119. 125. 159|thited Sates 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 [lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.208.230.195 |[lLhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
192. 169. 249. 95 |thited Sates 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variable Declaration Evasion B ock 6
50. 63.197.208 |Lnited Sates 147.237.77.74 |lawidf.il 6134 HITP. SQ Injection Variable Declaration Evasion B ock 6
178.18.194. 186 |Turkey 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SELECT) B ock 6
158. 69. 119. 162 |thited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 6
77.67.47.7 France 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
195.76.149.15 |Sain 147.237.77.216|dover.idf.i| |5670: HITP. SQ Injection (SELECT) B ock 6
94. 73. 145. 50 Tur key 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
217.37.125.121 |Wnited Kingdom [147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
83.168.250.50 [Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70.51 Lhited Sates 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 6
192. 169. 249. 95 |lhited Sates 147.237.76.42 |refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
209. 15. 196. 170 |Canada 147.237.0.34 |tikshuv.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
81.177.24. 40 :3:::30” 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 6
87.106. 184. 160 |Ger many 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
192. 169. 249. 95 |Uhited Sates 147.237.76.42 |refuah.idf.il (6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 6
184.168.46.74 |Uhited Sates 147.237.0.34 [ti kshuv.idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 6
41.185.12.173 [South Africa 147.237.77.233|atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
158. 69. 119. 162 |Lhited Sates 147.237.77.233|atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
81.177.24. 40 2;2::3 on 147.237.77.74 [lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 6
166. 62. 42. 29 Lhited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
37.228.93.70 :32::1”' on 147.237.76.42 |refuah.idf.il (3808 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 6
87.242.112.35 |ssian 147.237.77.74 |lawidf.il 5670: HITP. QL Injection (SELECT) B ock 6
Feder at i on
209.222.4.188 |wnited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock
91.219.122.2 Pol and 147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SELECT) B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

deni al of service attenpt

Gountry
66.249.69. 198 |147.237.76.42 |Whited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 114
75. 56. 235. 20 147.237.77. 233 |lhited Sates atal .idf.il SQ Injection - Select Fom 108
37.228.93.70  |147.237.76.42 23:::;'}0” refuah.idf.il SQ Injection - Select From 72
66. 249. 64. 14 147.237.77.74 |Whited Sates  [lawidf.il ET SCAN NVAP -sA (2) 35
79.181.97.193 [147.237.76.86 |lIsrael navy.idf.il ET SCAN NVAP -sA (2) 33
192. 169. 249. 95 |147.237.76.42 |Lnited Sates  |[refuah.idf.il S Injection - Select From 25
50.63.197.208 |147.237.77.74 |Wited Sates  |lawidf.il S Injection - Select From 20
209. 15. 196. 170 |147.237.0.34 |Canada tikshuv.idf.il S Injection - Select Fom 20
158. 69. 119. 162 |147.237.77.233|lnited Sates  |atal .idf.il S Injection - Select From 20
184.168. 46.74 |147.237.0.34 |wnited Sates  |tikshuv.idf.il SQ Injection - Select From 20
184.172. 106. 100|147. 237. 77. 74 |United Sates  |[lawidf.il S Injection - Select Fom 18
41.185.12.173  [147.237.77.233|South Arica atal.idf.il S Injection - Select From 18
195.76.149. 15 |147.237.77. 216 |Sain dover.idf.il QA Injection - Select From 18
216.119. 125. 159|147, 237. 72. 166 |Whited Sates  |akaidf.il S Injection - Select Fom 18
87.106. 184. 160 |[147.237.77.74 |Ger many lawidf.il S Injection - Select From 18
97.74.215.165 |147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 16
81.177.24.40  |147.237.77.74 ?éj:i;’}m lawidf.il SQ Injection - Select From 14
87.242.112.35 |147.237.77.74 gZSia”. lawidf.il S Injection - Select Fom 14
lerat i on

195. 74. 38. 15 147.237.77.74 |Sweden lawidf.il S Injection - Select Fom 14
91.219.122.2 147.237.77. 74 |Pol and lawidf.il S Injection - Select From 14
79.178.194. 130 |[147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 11
178.18.194. 186 [147.237.72. 166 |Tur key aka.idf.il S Injection - Select Fom 8
173.198.251.2 |147.237.72.166|lnited Sates  |aka idf.il S Injection - Select From 8
166. 62. 42. 29 147.237.77. 233 |lhited Sates atal.idf.il S Injection - Select From 8
77.67.47.7 147.237.77. 74 |France lawidf.il S Injection - Select Fom 8
209.222.4.188 |147.237.77.74 |Wited Sates  |lawidf.il S Injection - Select From 8
158. 85. 253. 245 [147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 8
217.37.125.121 |147.237.77.74 |United Kingdom [l awidf.il S Injection - Select Fom 8
83. 168.250.50 [147.237.77.74 |Sweden lawidf.il S Injection - Select From 8
94. 73. 145. 50 147.237.77. 74 |Turkey lawidf.il QA Injection - Select From 8
77.67.47.7 147. 237. 72. 166 |France aka.idf.il S Injection - Select Fom 8
81.177.24.40  |147.237.77. 233 Eég:::t”im atal idf.il SQ Injection - Select From 8
74.208.230.195 |147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select Fom 8
41.185. 30. 48 147.237.77. 233 |South Arica atal.idf.il S Injection - Select Fom 8
23.91.70.51 147.237.72. 166 |Lhited Sates aka.idf.il SQ Injection - Select From 8
69. 10. 156. 44 147.237.77. 74 |Canada lawidf.il SQ Injection - Select Fom 8
67.199. 10. 25 147.237.77.74 |Uhited Sates lawidf.il S Injection - Select Fom 7
105. 98. 69. 228  |147.237.77.170|A geria naarachot.idf.il |Tehi |l a defacenent attenpt (-Hacked By- sent to Véb Server) 6
105. 98. 69. 228  [147.237.76.42 |Ageria refuah.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Vb Server) 6
79.177.190. 1 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 6
37.26.146.194 |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
45.79.71.122 147.237.77. 216 |Lhited Sates dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 4
45.79.71.122 147.237.77.74 |lhited Sates lawidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 4
45.79.71. 122 147.237.0.34 |United Sates  |tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 4
91.224. 160. 106 |[147.237.76.30 |Netherl ands hi nush. i of .i | ET SCAN Potential SSH Scan 4
45.79.71. 122 147.237.72. 167 |Lhited Sates  [ishurimaka idf.il [WEB- M SC Chunked- Encodi ng transfer attenpt 4
91.224.160. 106 |147.237.72. 217 |Net her | ands e.idf.il ET SCAN Potential SSH Scan 3
50. 63.197. 204  |147.237.76.42 |Wited Sates  |refuah.idf.il SQ Injection - Select Fom 3
91.224.160. 106 |147.237.8.27 |Netherlands e.madimatal .idf.i|ET SCAN Potential SSH Scan 3
66.249. 66. 240 |147.237.72.166 |Wiited Sates  [aka idf.il SERVER APACE Apache nod_ssl non- SSL. connection to SSL port 3




09-11-2016 to 09-12-2016

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess Signatu re Acti on ‘Count
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack monitor  |5915
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 3813
79.181.238.164 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrsa:;”lt wehdfferent Joonitor 1828
5.9.44.154 Cer many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 911
31.170.160.95 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 682
41. 250. 186. 118 [Morocco 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 458
46.23.72.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 189
80. 246.130.99 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdroitvrsac'znlt wehdifferent | onitor  |186
8. 37.225.189 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 176
5.9.44.190 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 164
85.64.64.128  [Israel 147. 237. 76. 200 |ei tan. aka.i df .| 3 ream ng Engi ne: TCP Invalid segnent retransmssion. | 152
Inval i d Retransnission Packet dr opped.
71.248.191. 30 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 150
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 145
62. 0. 203. 129 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 129
62.0.197. 85 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 96
5.9.44.190 Ger many 147.237.76.86 |navy.idf.il SYN At t ack monitor |94
98. 126. 23. 45 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 84
107. 167. 103. 136|Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 83
192.223.26.181 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 80
87.70. 4. 123 I'srael 147. 237.76. 200 |ei tan. aka. i df . | Streamng Engi ne: TCP Invalid segnent retransmssion. | 78
I nval i d Retransmssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 77
103. 220. 215. 88 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 74
212.199. 154. 194|l srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SN drop 72
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 67
100. 16.108. 137 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 62
198. 50. 167. 175 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 61
147.236. 238.85 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |61
147. 236. 238. 85 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 57
23.109. 36.154 |lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 53
212.143.91. 229 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
103. 220. 215. 107 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 52
46. 253. 89. 32 ?erfis:;‘;f‘”acupied 147.237.77. 176 |nat pash. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |52
84.95.208.20  |israel 147. 237. 76. 200 |ei tan. aka. i of . | Streaning Engine: TP Invalid segnent retransmssion. | 51
Inval i d Retransnission Packet dr opped.
46.23.72.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack noni t or 50
67.8.45.41 Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 49
212.117. 140. 170|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
100. 16. 106. 96 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor (46
69. 126. 129. 217 |lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 46
198. 50. 167. 175 |Canada 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 45
24.187.233. 90 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 45
198. 50. 167. 175 |Canada 147.237.77.235|sviva i df.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 44
198. 50. 167. 175 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 44
198. 50. 167. 175 |Canada 147.237.77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 43
46.19. 85. 85 I srael 147.237.77. 243 |nobil e. i df . Streamng Engi ne: TP Invalid segnent retransmssion. | 42
Inval i d Retransm ssi on Packet dr opped.
198. 50. 167. 175 |Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 41
160. 62. 4. 101 Sni t zer| and 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 41
198. 50. 167. 175 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 40
198. 50. 167. 175 |Canada 147.237.77. 226 " chanatz. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |40
198. 50. 167. 175 |Canada 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 40
198. 50. 167. 175 |Canada 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout [nonitor 39
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|Top Attackers In V\AF|

Attacker Address ‘At tacker Qountry |Tar get Address Devi ce Action | Count ‘
46. 19. 86. 191 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 309
46.19.85.9 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 224
109. 253. 244. 113 |lIsrael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 217
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 203
109. 253. 158. 231 |l srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 178
46. 19. 86. 209 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 178
109. 253. 216. 117 |l srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 169
46.19. 85. 90 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 166
2.53. 146. 38 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 165
109. 253. 200. 206 || srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 165
2.53.44.8 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 162
109. 67. 184. 251  |lIsrael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 161
2.53.54. 37 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 141
176. 13. 228. 40 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 140
84. 95. 208. 20 I srael 147.237.72.166 |aka.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 135
185.32.179.169 |l srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 125
109. 253. 217. 12 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 114
176.13.230.112  |Israel 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 112
176.13.243.5 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 108
46. 19. 86. 132 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 104
109. 253.132. 42  |lIsrael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 97
2. 53. 140. 99 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 93
84. 95. 208. 20 I srael 147.237.76.200 |eitan. aka.idf.il |Mitiple Unauthorized LR Access from 84.95. 208. 20 B ock 90
46. 19. 86. 59 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 88
176. 13. 248. 26 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 87
2.53.133. 124 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 83
2.53.162. 24 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 82
46. 19. 85. 184 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 79
176.13.19. 27 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 71
80. 246.136.155 [l srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 66
46. 19. 85. 181 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 62
2.53.59.98 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 59
80.246.139.215 |[Israel 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 57
37.26.148. 251 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 56
37.26. 146. 138 I srael 147.237.0.19 nadi matal .idf.il [DOstributed Suspicious Response Code B ock 44
46.19. 86. 47 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 44
37.26. 147. 205 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 44
2.55.49. 210 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 41
46.19. 85. 148 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 41
2.53.181. 96 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 39
37.26. 146. 220 I srael 147.237.0.19 nadi matal .idf.il [DOstributed Suspicious Response Code B ock 39
2.55.173.35 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 38
2.53.55. 24 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 36
109. 253. 206. 69 I srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 35
185.32.179.115  |lIsrael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 32
77.127.22.57 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 30
185. 32. 179. 54 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 29
80.246.137.156 [l srael 147.237.0.19 nadi matal .idf.il [Distributed Suspicious Response Code B ock 29
109. 253. 211. 105 |l srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 29
176. 13. 246. 143 I srael 147.237.0.19 nmadi matal .idf.il [Distributed Suspicious Response Code B ock 26
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