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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )
66. 249. 93. 160 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 3014
220. 181. 108. 85 hi na 147. 237. 76. 86 navy. i df il Ig: Zi‘/ﬂdShake violation, first packet . 675
66. 249. 78. 146 I srael 147.237.72.166  |akaidf.il :Stj Zi?]dShake vioation, first packet g 456
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 396
46.19. 85. 227 I srael 147.237.77.216  |dover.idf.il E Zifldsmke vioation, first packet g 256
220.181.108.163  |China 147.237.76.42  |refuah.idf.il IOO: :";rr‘]dShake vioation, first packet g 179
79.178. 169. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 161
176. 106. 227. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 153
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 144
77.125.0.138 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 107
176. 12. 146. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 93
82.166. 23. 110 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 80
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 77
84.108. 102. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 77
213.151. 38. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 75
2.54.16.142 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 49
188. 120. 148. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 37
2.54.180. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 33
2.54.16.142 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 32
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 30
79. 180. 96. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 20
2.52.51. 38 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 20
185. 32. 179. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 19
46.19. 85. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
46. 19. 85. 41 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
109. 67. 132. 195 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 18
66. 249. 64. 173 I srael 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake vioation, first packet g 17
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - r eset 16
176. 106. 226. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 16
193. 43. 244. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 14
46. 19. 85. 39 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 13
37.142.145.21 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 12
37.26.149. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
87.69.171.7 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
2.54.1. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
176. 12. 143. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 12
46.19. 86. 221 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
194. 90. 225. 101 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 11
82. 145. 219. 150 Eur ope 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 11
82.80. 17. 247 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 10
46. 31. 103. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 10
2.54.170. 158 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 10
81. 218. 182. 85 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 8
109. 253. 135. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 8
199. 203. 53. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 8
192. 168. 40. 53 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 8
82. 166. 23. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7
176. 13. 22. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7
89. 138. 84. 183 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-A i dest - r eset 7
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

Fagrout e

176. 106. 226. 161 | srael 147. 237. 72. 156 |anan. i df . | ;rlgg;olf Segrent Qverlap Wth Offerent Data, e.g., Per nirt 16

176. 106. 226. 161 I srael 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap Wth Different Data, e.g., o 4 12
Fagrout e

166. 197. 155. 255 |Uhi ted Sates 147.237. 72. 166 |aka.i df .11 ;rligro;f Segrent Qverlap Wth Different Data, e.g., o o 11

79.179.164.96 [l srael 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap Wth Different Data, e.g., o 4 11
Fagrout e

93.173.232.34 |israel 147.237. 72. 166 |aka. i df .i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., Per nirt 9
Fagrout e

31.154.86. 155 [l srael 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap With Dfferent Data, e.g., o 4 9
Fagrout e

83.139.133.17 |Russi an Federation 147.237.77. 216 |dover.idf.il C1000107: DDOS- Spoof ed HTTP Packet s Bl ock 8

176.106.226.2 [ srael 147. 237.72. 166 |aka i df .i | Zrlzgrojnf Segrent Qverlap Wth Offerent Data, e.g.,  |o o 8

212.150. 215. 8 | srael 147.237.77. 170 |naarachot . i df . i | C1000004: HTTP: options nethod (M crosoft) Bl ock 7

46.19. 85. 85 I srael 147.237.77. 216 |dover . i f . i1 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., | o 7
Fragrout e

84.229. 31. 54 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 7

176. 106. 227. 88 |Israel 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap With Different Data, e.g., o 4 6
Fagrout e

213.8.41.250 | srael 147.237.76.42 |refuah.idf. il 7120. TP Segrent Qverlap Wth Different Data, e.g., o o 6
Fagrout e

131.107.80.31 |wnited Sates 147.237.72. 166 |aka.i df . i éligrolf Segnent Qverlap Wth Dfferent Data, e.g., o 6

46.116.162.11 |Israel 147. 237. 77. 216 |dover. i df .il 7120. TCP: Segrent Qverlap Wth Different Data, e.g., Per it 5
Fagrout e

46. 19. 85. 69 I srael 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap With Different Data, e.g., o 4 5
Fagrout e

46.19.85.157  |Israel 147. 237. 77. 216 |dover. i df .il 7120 TP Segrent Qverlap Wih Different Data, e.g., Per it 5
Fagrout e

84.111.20.117 [ srael 147.237.77. 233 |atal .idf .l 7120 TP Segent Qverlap With Different Data, e.g., o 4 5
Fagrout e

46.19. 85. 95 I'sr ael 147. 237. 77. 226 | chanat z. aka. i df . | ;rligro;f Segrent Qverlap Wth Different Data, e.g., o 4

85. 64. 107. 224 | srael 147.237.76. 31 |[nakchal .idf.il CL000004: HTTP: options nethod (M crosoft) Bl ock 4

176. 106. 227. 1311 sr ael 147. 237.72. 166 |aka. i of . | gggmlf Segnent Qverlap Wth Dfferent Data, e.g., o 4

121.146. 93. 228 |Korea, Republic of 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 4

79.180.210.68 [l srael 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap With Different Data, e.g., o b 3
Fagrout e

80.178.136.94 |l srael 147.237.72. 166 |aka. i of . i | 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., | oy 3
Fragrout e

46.121.97.32  |Israel 147. 237.72. 156 |anan. i df . | 7120 TP Segent Qverlap Wth Different Data, e.g., o b 3
Fagrout e

31.168.25.215 | srael 147.237.72. 166 |aka. i of . i | 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., | oy 3
Fragrout e

109. 66. 182. 167 |Israel 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap Wth Different Data, e.g., o b 3
Fagrout e

109. 64. 155. 209 |Israel 147.237.77. 233 |atal i of i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., | oy 3
Fragrout e

46.19. 85. 84 | st ael 147.237.76. 42 |refuah.idf.il 7120 TP Segent Qverlap Wth Different Data, e.g., o b 3
Fagrout e

149.88.80. 227 |United Sates 147.237.72. 166 |aka. i of . i | ;fgro;f Segnent Qverlap Wth Different Dta, e.g., o 4 3

176.106.227.7 |israel 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap Wth Different Data, e.g., o b 3
Fagrout e

79.178.49.165 |l srael 147.237.72. 166 |aka. i of . i | ;fgro;f Segment Qverlap Wth Different Dta, e.g., o 4 3

62. 90. 255. 56 | srael 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 2

37.26.149.234 [Israel 147.237.72. 166 |aka.i df .i | 7120 TP Segent Qverlap With Dfferent Data, e.g., o 4 2
Fagrout e

176. 106. 226. 210|1 srael 147.237.72. 166 |aka. i df .i | 7120 TP Segrent Qverlap Wih Different Data, e.g., Per it 2
Fagrout e

109. 65. 102. 224 |Israel 147.237.72. 166 |aka.i df .i 7120 TP Segent Qverlap With Dfferent Data, e.g., o 4 2
Fagrout e

87.69.40.139  |Israel 147. 237. 77. 216 |dover. i df .il 7120 TP Segrent Qverlap Wih Different Data, e.g., Per it 2
Fagrout e

77.127.179.80 | srael 147. 237.72. 156 |anan. i df . | 7120 TP Segent Qverlap With Dfferent Data, e.g., o 4 2
Fagrout e

46.19.85.140  [Israel 147. 237. 77. 216 |dover. i df .il 7120 TP Segrent Qverlap Wih Different Data, e.g., Per it 2
Fagrout e

37.26.149.249 | srael 147. 237. 77. 216 |dover . i df . i 7120 TP Segent Qverlap Wth Different Data, e.g., o 4 2
Fagrout e

79.181.172. 126 |Israel 147.237.72. 166 |aka. i df .i | 7120 TP Segrent Qverlap Wih Different Data, e.g., Per it 2
Fagrout e

46.19.85.227  |Israel 147.237.77.74 |lawidf.il 7120 TP Segent Qverlap Wth Different Data, e.g., o 4 2
Fagrout e

85. 250. 185. 164 |l srael 147.237.76.42 |refuah.idf.il ;rlgg;olf Segrent Qverlap Wth Offerent Data, e.g., Per it 2

109. 65. 164. 174 |l srael 147.237.77. 216 |dover.idf.il CL000004: HTTP: options nethod (M crosoft) Bl ock 2

46. 210. 235. 116 I srael 147.237.72. 166 |aka. i of . | 7120 TCP: Segrent Qverlap Wth Dfferent Data, e.g., o 2
Fagroute

46.19. 85. 28 I'srael 147.237.76.31 |nakchal .idf.il 7120. TCP Segrent Qverlap Wth Different Data, e.g., o 2
Fagrout e

176. 106. 46. 74 Palest_l nian Territory, 147. 237. 77. 216 |dover i df .i1 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., Pernit 2
Qcecupi ed Fragroute

209. 206. 230. 67 |Wnited Sates 147. 237.77. 216 |dover. i df . ;rlzgmlf Segrent Qverlap Wth Offerent Data, e.g.,  |o o 2

79.178. 169. 243 I srael 147.237.72. 166 |aka. i of . | 7120 TCP: Segrent Qverlap Wth Dfferent Data, e.g., o 2
Fagroute

2.54.6.128 I'srael 147.237.76.31 |nakchal .idf.il 7120. TCP Segrent Qverlap Wth Different Data, e.g., o 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
2.54.140. 248 | srael 147.237.72. 166 |aka.idf .il PCLI Cy- OTHER TCP packet with urgent flag attenpt 114
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 70
104. 207. 147. 244 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 16
213.204.103. 36 |Lebanon 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sA (2) 5
46. 19. 85. 199 — 147 237.76.30 |himush.idf il aE;I't;lCZkS Large anount of TCP ZeroWndow - Possible Niller2 DDos 4
213.204.103. 36 |Lebanon 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 4
106. 137. 118. 149|Japan 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 3
82.166. 23. 79 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
66. 249. 64. 247 |lLhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
93.174.93. 100 |Net her| ands 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 2
94.102.49. 102  |Net her| ands 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2
208.109. 97.62 |lhited Sates 147.237.77. 216 |dover.idf.il portscan: TCP DO stributed Portscan 2
183. 60. 175. 149 |Chi na 147.237.0.200 [mdu.idf.il ET SCAN NVAP -sS w ndow 2048 2
37.142. 68. 25 | srael 147.237.72. 166 |aka.idf .il portscan: TCP D stributed Portscan 2
106. 137. 118. 149|Japan 147.237.76.196|e.sviva.idf.il ET SCAN Potential SSH Scan 2
208. 68. 36. 51 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
183. 60. 175. 149 |Chi na 147.237.0.200 |[rdu.idf.il ET SCAN NVAP -f -sS 2
85. 113. 113. 105 g‘ilcisgi':('ja” Territory, 147. 237.77. 176 |nat pash. i df .| ET SCAN NVAP - sA (2) 2
106. 137. 118. 149|Japan 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 2
91. 143. 18. 32 Russi an Federation 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 2
213. 106. 240. 194|Uni t ed Ki ngdom 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
93.174.93. 100  |Net her| ands 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 2
91. 143. 18. 32 Russi an Federation 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 2
66. 249. 79. 206 Lhited Sates 147.237.77.176 [nat pash.idf .i| ET SCAN NVAP -sA (2) 2
106. 137. 118. 149|Japan 147.237.72. 167 |i shuri maka. i df .il ET SCAN Potential SSH Scan 2
106. 137. 118. 149|Japan 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
66. 249. 69. 92 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
106. 137. 118. 149|Japan 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
31.184.242.17 |Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
106. 137. 118. 149|Japan 147.237.76.201|e.ata .idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 143 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
31.154.180. 77 | srael 147.237.72.166 |aka.idf.il portscan: TCP D stributed Portscan 2
93. 174. 93. 100 Net her | ands 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
106. 137. 118. 149|Japan 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
207.232.27.5 | srael 147.237.72. 166 |aka.idf .il portscan: TCP D stributed Portscan 2
91.143.18. 32 Russi an Federation 147.237.76. 197 |e. hinush. i df .i | ET SCAN Potential SSH Scan 2
128. 199. 140. 140|9 ngapor e 147.237.77.74 |lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
91.143.18. 32 Russi an Federation 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN Potential SSH Scan 2
176.12. 143. 159 |1 srael 147. 237.76.30 |himush.idf. il al:‘tl'tgks Large amount of TCP ZeroWndow - Possible Niller2 DDos 5
212.76.168.42 |Russi an Federation 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
66. 249.84. 137 |lLhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
94. 102. 49. 102 Net her | ands 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN Potential SSH Scan 2
93. 174. 93. 100 Net her | ands 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
213.192. 33.191 |Czech Republic 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 2
212.76. 168. 42 Russi an Federation 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
66. 249. 75. 240 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
93.174.93.100 |Net herl ands 147.237.76.202|e.halag.idf.il ET SCAN Potential SSH Scan 2
66. 249. 67. 70 Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 2
106. 137. 118. 149|Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address ‘Attacker Qountry |Target Address |Ste

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6926
82. 145. 221. 152 |Eur ope 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 6725
208.109. 97.62 |lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 1693
46.19. 85. 251 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1567
192.114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1388
212. 25.102. 63 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 943
208.109.97.62 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 895
94, 252. 170. 155 erlugﬂ ﬁrab 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 861
87.68. 31.219 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 812
82. 145. 223. 148 |Eur ope 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 709
66.249. 64. 168 |Uited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransnssi on. Streaning Engi ne: TQP Inval i d drop 708
Packet dropped. Ret r ansni ssi on
66.249. 64.173 |Liited Sates 147. 237.77. 216 |dover. i df .i | Invalid segment retransmssi on. Streaning Engi ne: TGP I nval i d drop 700
Packet dropped. Ret r ansn ssi on
66.249.64.178 |Uited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransnssi on. Streaning Engi ne: TCP Inval i d drop 677
Packet dropped. Ret r ansni ssi on
13.21.125.9 Uni ted Ki ngdom 147.237.0.15 |kosher-kravi.idf.il|FH rst packet isn't SN dr op drop 468
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 468
2.52.30. 84 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 463
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 461
192. 115. 177. 203l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 459
132.66.22.36  |Israel 147.237.76. 200 |ei tan aka icf .i| |V 1d segment retransmssion. Streaning Engi ne: TGP I nval i d drop 453
Packet dropped. Ret r ansn ssi on
52.16.5. 197 Lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 437
37.228.105.249 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 412
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 408
165. 189. 255. 34 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 401
13.21.125.9 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 365
66.249.93.168 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 363
66. 249. 93. 164 Lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 359
66.249.93.160 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 352
68.180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 345
212.243. 165. 114|Sn t zer| and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 315
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 313
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 282
104. 240. 22. 111 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 272
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 267
91. 133.217. 127 ::;;Ebl :il ;mlc 147.237.77. 216 |dover.idf.il Invalid ACK nurber Bad TCP sequence noni t or 266
Iran, Islamc . . .
91.133. 217. 127 Republ i ¢ of 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 266
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 265
66.87.129.242 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 251
206. 132.225.54 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 245
176.18.68.150 |Saudi Arabia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 232
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 231
37.26.149.208 |Israel 147.237.76. 200 |ei tan. aka idf .i| |/ MV@1d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 228
Packet dropped. Ret r ansni ssi on
167.91. 0. 225 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 221
2.54.57. 67 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 218
2.54.184. 16 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 218
13.21.125.9 Uni ted Ki ngdom 147.237.0.34 |tikshuv.idf.il Frst packet isn't SYN drop drop 212
194. 157. 243.82 |H nland 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 210
109. 110. 112. 90 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 201
5. 255. 253. 19 Russi an Federation [147.237.77.216 |dover.idf.il Frst packet isn't SN dr op drop 195
113.197.14.2 Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 191
79.179. 60. 206 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 183
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Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
213.57.167.5 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 5242
176.13.8. 19 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 3909
82.166. 145. 137 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 2413
I . . . JToo Many of the Same Response Code (404) in Session from
109. 253. 142. 202|I srael 147.237.0. 19 nadi matal .idf.i 109. 25; 142202 P ( ) Bl ock 2136
176. 12. 139. 34 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 1979
37.26. 149. 250 | srael 147.237.0.19 [nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 1845
46.19.86.155  |Israel 147.237.0.19  |maci matal .icf.if 100 MY Of the Same Response Cbde (404) in Session from B ock 1424
46. 19. 86. 155
46.19. 86. 72 I srael 147.237.0.19 |nadimatal .idf.i Igolzh'g% °7fzthe Same Response (ode (404) in Session from B ock 1266
109. 253. 149. 31 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 1169
176.13.15.112  |Israel 147.237.0.19 |madi matal .idf.i| 00 MY of the Same Response Code (404) in Session from Bl ock 1096
176.13. 15. 112
46.19. 85. 73 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 1008
176. 13. 2. 205 | srael 147.237.0.19 [nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 966
176.13.22.125 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 516
176. 12. 137. 195 |Israel 147.237.0.19 |madi matal .idf.i| 00 MY Of the Same Response Code (404) in Session from B ock 492
176.12.137. 195
176.13.17.56  |Israel 147.237.0.19 |nadi matal .idf.i| 00 MY Of the Same Response Code (404) in Session from B ock 426
176.13. 17. 56
66. 249. 78. 216 | srael 147.237.77. 243 |nobile.idf.il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 336
66. 249. 78. 223 | srael 147.237.77. 243 |nobile.idf.il Lhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 306
66. 249. 78. 230 | srael 147.237.77. 243 |nobile.idf . il Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 300
109. 253. 142. 106l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 271
109. 253. 138. 222|l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 258
176. 106. 46. 74 gl’;lcis;ilg(ljan Territory, 147.237.76. 200 |eitan. aka. i df.il I(;Z_ '\ﬁ)r:sy jé ;Ze Sare Response Code (404) in Session from B ock 246
149.78.135.42 |Wnited Sates 147. 237. 72. 166 |aka. i df . Distributed Paraneter Read Qnly Mol ation None 240
wan aka. i df . i |/ mai n/ sachar/ popups/ mar ki vsachar . aspx par anet er
109. 253. 129. 178l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 228
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 168 B ock 216
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka.idf.il Lhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 198
66. 249. 78. 62 | srael 147.237.72. 166 |aka.i df . il Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 192
132.66.22.36  |Israel 147. 237.76. 200 |ei tan. aka.i o . 1| 10° MY of the Same Response Code (404) in Session from B ock 186
132. 66. 22. 36
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 178 B ock 180
176. 12. 139. 66 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 168
66. 249. 67. 44 I srael 147.237.72. 166 |aka.i df . il Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 162
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 66. 249. 64. 173 B ock 156
66. 249. 93. 174 I srael 147.237.72. 166 |aka. i df.il Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 156
66. 249. 78. 254 | srael 147.237.72. 166 |aka.idf .il Lhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 150
66. 249. 93. 170 | srael 147.237.72. 166 |aka.idf.il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 150
66. 249, 78. 141 I srael 147.237.72. 156 |anan.i df . il Lhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 144
68. 180. 229. 173 |Lhited Sates 147.237.72. 166 |aka. i df . il Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 138
46.120. 100. 171 |l srael 147.237.72. 156 |anan. i df .i | Lhtraceabl e S3. Sessi ons: Lhknown Server Gertificate None 132
66. 249. 67. 30 I srael 147.237.72. 166 |aka. i df.il Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 132
66. 249. 67. 37 | srael 147.237.72. 166 |aka.idf .il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 132
66. 249. 78.9 | srael 147.237.72. 166 |aka.idf.il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 132
66. 249. 78. 69 | srael 147.237.72. 166 |aka.idf.il Lhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 132
66. 249. 78. 134 I srael 147.237.72. 156 |anan.i df .i | Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 132
66. 249. 78. 148 I srael 147.237.72. 156 |anan. i df .i | Lhtraceabl e S3. Sessi ons: Lhknown Server Gertificate None 132
84. 228. 33. 225 I srael 147.237.72. 156 |anan. i df .i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 132
66. 249. 78. 2 | srael 147.237.72. 166 |aka.idf .il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 120
66. 249. 78. 76 | srael 147.237.72. 166 |aka.idf.il Lhtraceabl e S3_ Sessi ons: Lhknown Server Certificate None 114
66. 249. 93. 166 | srael 147.237.72. 166 |aka.idf.il Lhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 114
157. 55. 39. 191 Lhited Sates 147.237.72. 166 |[aka. i df . il Lht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 108
85. 250. 68. 24 I srael 147.237.72. 156 |anan. i df .i | Lhtraceabl e S3. Sessi ons: Lhknown Server Gertificate None 102
91.144.82.226 |Hungary 147. 237.72. 166 |aka i of i Distributed Paraneter Read Qnly Mol ation None 102

wan aka. i df . i |/ mai n/ sachar/ popups/ nar ki vsachar . aspx par anet er
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