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08-29-2016 to 08-30-2016

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address Signature

Attacker Country ‘

41.104. 118. 210 Ageria 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 1027
168. 235. 197. 59 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 39
46. 239. 13. 233 Bosni a and 147.237.77. 216 dover i df il Frk_Under Attack Con Htp drop 25
Her zegovi na
46.239. 13. 233 Bosni a and 147. 237.77. 216 dover.idf.il TQP handshake viol ation, first packet mot . ) 21
Her zegovi na syn

46.121. 96. 252 I'sral 147.237.77.216  |dover.idf.il l;]; handshake violation, first packet mot |, 14
85. 64. 202. 24 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
82.80. 78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 10
141.226.217.124  |israel 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not |, ., 8
185. 89. 217. 233 Net her | ands 147. 237.77. 216 dover.idf.il :}?: handshake violation, first packet mot |, 8
109. 253. 206. 38 I'srael 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not |, ., 8
109. 253. 138. 202 I srael 147. 237.77. 216 dover.idf.il :}?: handshake violation, first packet mot |, 7
185. 89. 217. 234 Nt her | ands 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not |, ., 7
217.132. 111. 177 I srael 147.237.77.216  |dover.idf.il :}?: handshake violation, first packet mot |, 6
8. 37. 225. 196 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 6
82.80.78. 2 | srael 147.237.77.216 dover.idf.il B ack List dr op 6
185. 3. 147. 218 I srael 147.237.77. 216 dover i df il I;]; handshake viol ation, first packet mot . ) 6
192. 115. 177. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
168. 235. 197. 59 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 6
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List dr op 6
176. 13. 251. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.121. 228. 91 I srael 147. 237.77. 216 dover.idf.il :}?: handshake viol ation, first packet mot . ) 5
2,53, 61. 201 I'srael 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not |, ., 4
207.46. 13. 149 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
166. 137. 244. 89 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.38. 166 I srael 147.237.77.216  |dover.idf.il ;?: handshake violation, first packet mot |, 4
8. 37.225. 230 Lhited Sates 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 3
82.80.78.2 | srael 147.237.77. 226 wan chanmat z. aka. i df .i | |B ack List drop 3
82.80.78.2 | srael 147.237.77. 176 nat pash. i df . i | B ack List drop 3
168. 235. 196. 94 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_ Htp drop 3
212. 26. 138. 153 Wkr ai ne 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not |, ., 3
2.53.51. 208 I srael 147. 237.77. 216 dover.idf.il :}?: handshake vidlation, first packet mot |, 3
37.26.149. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
220. 132. 38. 152 Tai wan 147.237.77. 227 e hanaz.idf.il JLM Purpl e Gon Limt_Tcp dr op 2
185.94.111. 1 Russi an Federation 147.237.76. 196 e.svivaidf.il B ack List drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il B ack List drop 2
89. 248. 163. 3 Net her | ands 147.237.76. 30 hi nush. i df .i | JLM Under Attack Con_Tcp drop 2
8. 37.225.230 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
220. 181. 167. 182 Chi na 147.237.76. 34 yohal an.idf.il JLM Under At tack_Con_Tcp drop 2
115. 230. 125. 146 Chi na 147.237.76. 197 e hinush.idf.il JLM Under _Attack_Con_Tcp dr op 2
54.72.73. 168 Irel and 147.237.77. 216 dover.idf il I;]; handshake viol ation, first packet mot |, 2
173. 231. 189. 39 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 2
66. 249. 64. 124 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadB| ue-D r - Tr ave- 2 dest - r eset 2
109. 253. 141. 68 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
123.151. 42. 61 Chi na 147.237.76.198 e.yohal an.idf.il JLM Under Attack Con_Udp drop 2
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
178.239. 62. 141 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 2
173. 231. 189. 39 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an. i df .i | B ack List drop 2




08-29-2016 to 08-30-2016

|Top Attackers In IPS|

Attacker Address |Attacker Gountry ‘Target Address

Devi ce Action |Oount |

51. 254. 138. 58 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 36
69. 30. 198. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 33
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nirt 23
106. 38. 241. 105  [Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nirt 19
95.110.142.198 [italy 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 18
37.187.110. 12 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 15
51. 254. 36. 164 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 14
106. 38.241.105 |China 147.237.72.166 [aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 13
212.111.194.18 |Wkraine 147.237.76.31 |nakchal .idf.i| [6134: HITP. SQ Injection Variable Declaration Evasion Bl ock 12
37.59. 96. 212 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 12
212. 68. 146. 35 I srael 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SALECT) B ock 12
74.208. 218. 66 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion B ock 12
162.222.225.80 |[Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 12
50. 63. 197. 9 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
195. 74. 38. 15 Sweden 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
67.228. 150. 34 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
178.18.194.186  [Turkey 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
194. 88. 154. 138  |Pol and 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
71.171.93. 66 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 12
83. 168. 250. 50 Sweden 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 12
69. 30. 198. 242 Lhited Sates 147.237.76.200 |eitan. aka.i df.i|[{C1000074: HTTP. najestic bot Per nit 11
177.185.192.98 |Bazil 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 11
204.93.196.218 |lhited Sates 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variable Declaration Evasion B ock 11
94.23.8.214 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 10
158. 69. 210. 67 Lhited Sates 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 10
51.254.138.219 |Fance 147.237.77.216 |dover.idf.il 25004: HITP. WérdPress Pingback Redirect Request B ock 9
167. 114. 5. 68 Canada 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 9
173.208.169. 42 |lhited Sates 147.237.77.233 |atal .idf.il C1000125; HITP. B ock adnin login to gov.il sites ?g=user Per nit 8
69. 30. 198. 242 Lhited Sates 147.237.77.74 |lawidf.il C1000074: HTTP. naj estic bot Per nirt 8
177.185.192.98 |Brazil 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 7
204.93.196.218 |Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
94.23.80.18 Spai n 147.237.77.216 |dover.idf.il 25004: HITP. WérdPress Pingback Redirect Request B ock 7
51. 255. 48. 153 France 147.237.76.200 |eitan. aka.idf.i|/Cl000074: HTTP. najestic bot Per nirt 7
92.222. 33. 209 France 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 7
67.174.112.111 |Wited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 166. 190. 139 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
103. 238.138. 4 I ndonesi a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
202.124.109.87 |New Zeal and 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.208. 218. 66 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.149.132.179 |italy 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
173.198. 251. 2 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
187.17.96. 33 Brazil 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration BEvasi on B ock 6
37.187.160.127 |Rrance 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 6
67.228. 150. 34 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
108. 175. 157. 102 |Uhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
192. 99. 62. 199 Canada 147.237.77.216 |dover.idf.il 25004: HITP. WrdPress Pingback Redirect Request B ock 6
213. 65. 31. 82 Sweden 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
37.59. 126. 145 France 147.237.77.216 |dover.idf.il 25004: HTTP. WrdPress Pingback Redirect Request B ock 6
23.91.70. 45 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
193.28.95. 4 Italy 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6




08-29-2016 to 08-30-2016

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 76. 24 147.237.77. 170 Lhited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 2806
95.110. 142. 198 147.237. 72. 166 Italy aka.idf.il QA Injection - Select From 72
66. 249. 64. 107 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 66
66. 249. 66. 226 147.237.76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 63
194. 88. 154. 138 147.237.76. 42 Pol and refuah.idf.il QA Injection - Select From 59
212. 68. 146. 35 147.237.77. 216 I 'srael dover.idf.il S Injection - Select From 54
66. 29. 219. 61 147. 237. 76. 86 Lhited Sates navy.idf.il QA Injection - Select From 54
177.185. 192. 98 147.237.77. 74 Brazil lawidf.il QA Injection - Select From 54
74.208. 218. 66 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 53
67.228. 150. 34 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 49
162. 222. 225. 80 147.237.76. 42 Lhited Sates refuah.idf.il QA Injection - Select From 46
83. 168. 250. 50 147, 237. 76. 42 Sweden refuah.idf.il S Injection - Select From 27
212.111.194. 18 147.237.76. 31 kr ai ne nakchal .i df .il SQ Injection - Select From 27
204.93. 196. 218 147.237.77. 216 Lhited Sates dover.idf.il QA Injection - Select From 20
195. 74. 38. 15 147.237.77. 216 Sweden dover.idf.il S Injection - Select From 20
71.171. 93. 66 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 20
187.17. 96. 33 147.237.77. 216 Brazil dover.idf.il QA Injection - Select From 20
197. 36. 37. 167 147. 237.77. 216 Egypt dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 19
216.119. 112. 144 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 18
178. 18. 194. 186 147.237.77. 74 Tur key lawidf.il QA Injection - Select From 16
193. 28. 95. 4 147.237.77. 233 Italy atal.idf.il S Injection - Select From 16
50. 63. 197. 9 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 16
162. 222. 225. 80 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select From 15
103. 238. 138. 4 147.237.77. 74 I ndonesi a lawidf.il S Injection - Select From 15
167. 114. 17. 147 147.237. 77. 216 Canada dover.idf.il Tehila - Perl LW with fake user agent 14
77.125.63. 91 147. 237.72. 166 I srael aka.idf.il Xenu Link Seuth Wser Agent 13
108. 166. 190. 139 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 12
50. 63. 197. 208 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 12
194. 88. 154. 178 147.237.77. 233 Pol and atal.idf.il QA Injection - Select From 12
66. 249. 93. 243 147.237.77. 176 Eur ope nat pash. i of .i ET SCAN NVAP -sA (2) 10
41.104. 118. 210 147.237.77. 216 Ageria dover.idf.il ET SCAN NMVAP -sS w ndow 1024 10
85. 232. 60. 142 147.237.77. 74 Uni ted Ki ngdom lawidf.il QA Injection - Select From 8
91.219.122.2 147.237.77. 233 Pol and atal.idf.il S Injection - Select From 8
23.96.97. 203 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 8
108. 175. 157. 102 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select From 8
173. 201. 216. 68 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
23.91.70.45 147.237.77. 74 Lited Sates lawidf.il SQ Injection - Select From 8
87.117. 203. 23 147.237.77. 74 Uni ted Ki ngdom lawidf.il QA Injection - Select From 8
202. 124. 109. 87 147.237.76. 42 New Zeal and refuah.idf.il S Injection - Select From 8
173.198. 251. 2 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
192. 169. 249. 95 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select From 8
67.174.112. 111 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
79.182. 133. 214 147.237.72. 156 I srael anan. i df . i ET SCAN NVAP -sA (2) 8
62.149. 132. 179 147.237.77. 74 Italy lawidf.il QA Injection - Select From 8
23.91.70.77 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
173.198. 251. 2 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 8
213. 65. 31. 82 147.237.77. 74 Sweden lawidf.il QA Injection - Select From 8
188. 165. 250. 173 147.237.77. 233 France atal.idf.il S Injection - Select From 8
77.125.63. 91 147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 6
74.208. 230. 195 147.237.0. 34 Lhited Sates tikshuv.idf.il QA Injection - Select From 6




08-29-2016 to 08-30-2016

|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Cou nt
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 65975
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 1536
8. 37.225. 230 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 306
193. 43. 246. 250 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 229
147.235.236.1 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 123
168. 235. 197. 59 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 122
8. 37.225. 196 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 100
141.0. 14. 218 Eur ope 147.237.77. 216 dover.idf.il dr op First packet isn't drop 94
167. 114. 101. 156 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 84
192.169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df il drop drop 79
79.204. 197. 169 Cer many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 72
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 71
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 64
167.114. 44. 14 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 57
149. 56. 16. 106 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 53
93. 104. 215. 125 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
37.167.118. 55 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 51
46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 49
166. 62. 38. 123 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
149.56. 17. 113 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 45
198. 27. 75. 201 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 45
212.179.90. 106 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
212.179. 69. 234 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 41
192. 169. 189. 207 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
167.114.1. 21 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
198. 50. 227. 65 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 39
216.81. 81. 83 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
109. 253. 145. 21 I srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 37
192. 169. 250. 95 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 36
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop SAMrul e drop 35
216. 249. 107. 200 Lhited Sates 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 35
158. 69. 210. 67 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 35
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
46.120. 122. 219 I srael 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 31
50. 63. 53. 87 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
166. 62. 123. 152 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
46.120. 122. 219 I srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 29
166. 62. 102. 152 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 29
62. 128. 48. 130 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 29
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 28
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 28
167. 114. 100. 104 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
192. 99. 8. 223 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
62.0.221.1 I srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 27
62.0.221.1 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
79.182.92.8 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 25
192. 99. 62. 199 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 25
167. 114. 158. 65 Canada 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
192. 95. 22. 82 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 24
192. 99. 148. 129 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24




08-29-2016 to 08-30-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Tar get Address |Site Sgnature Devi ce Action |Count |
2.55.52. 230 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 327
5.102. 253. 151 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 234
176.13.243. 149 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 208
2.53.32.27 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 208
2.53.171.39 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 201
176. 13. 231. 94 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 195
2.53.156.7 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 188
37.46.38.178 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 166
109. 253. 211. 212 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 165
109. 253. 209. 186 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 149
2.55.161. 224 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 147
84. 95. 208. 20 I srael 147.237.72. 166 |aka.idf.il Ml tipl e Unaut horized URL Access from 84.95.208.20 |B ock 144
176. 13. 230. 236 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Gode Bl ock 129
176. 13. 244. 54 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 126
109. 253. 142. 216 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 122
79.176.121.207 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 121
109. 253. 243. 180 |l srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 114
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il Ml tipl e Unaut horized URL Access from 84.95.208.20 |B ock 107
46.19. 86. 121 I srael 147.237.0.19 [nmadimatal .idf.il D stributed Suspicious Response Code Bl ock 96
87.69.1.131 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 78
2.53.20. 43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
109. 253. 128. 103 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 55
176. 13. 241. 10 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 54
46.19. 85. 252 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 53
31.154. 242. 149 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 50
77.127.51.79 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 50
2.55.171. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
2.53.8.183 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 44
37.26. 149. 159 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 41
176.13.226.172 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 40
2.55. 153. 244 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 40
84. 95. 208. 20 I srael 147.237.77.226 |www chanat z. aka. i df . i | [Miltiple Unauthorized URL Access from 84.95.208.20 |B ock 36
46.19. 85. 215 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
109. 253. 128. 211 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 35
46.19. 85. 35 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 35
109. 253. 222. 154 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
5.102.253.150  |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 34
46. 19. 85. 162 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 33
176. 13. 233. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
176.13.251. 8 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 32
176.13.16. 74 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 30
109. 64. 82. 24 I srael 147.237.72. 156 |aman.idf.il D stributed Suspici ous Response Code B ock 28
46. 19. 86. 248 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 27
46.19.86. 4 I 'srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 27
46.19. 85. 245 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
46. 19. 86. 80 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Gode Bl ock 27
176. 13. 13. 155 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 26
176. 13. 2. 110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 26
46.19. 86. 141 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Gode Bl ock 25
176.13. 8. 213 I srael 147.237.0.19 nadi matal .idf.il D stributed Suspici ous Response Code B ock 24
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