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|Top Attackers | n DDoS- Def ence |

Attacker

Device

Sum(Packet_Count

Attacker

‘Target

‘IP_Map.site ‘Name

Address Country Address Action )

5. 109. 102, 52 Sudi Arabia 147.237.77.216  |dover.idf.il :Stj Zirr‘]dsr‘ake vidation, first packet |, ., 63600
66. 249. 64. 178 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 20428
66. 249. 64. 173 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 19339
78. 146. 30. 87 Lnited Kingdom  |147.237.77.176  |matpash.idf.il Ig: Zi‘/';dShake vidation, first packet |, 13501
176. 223. 83. 64 Ger nany 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 11077
188. 132. 72. 167 Sudi Arabia 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 11026
95. 128. 56. 36 Turkey 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 9101
176. 223. 85. 133 CGer many 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake violation, first packet . 5107
37.231.31. 177 Kumai t 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 915
109. 64. 71. 35 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 776
66. 249. 64. 148 I sr el 147.237.77. 74 lawidf.il E Zifldsmke violation, first packet g 630
141.0.12. 106 Nor vay 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake vioation, first packet g 471
85. 64. 240. 100 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 399
37.142. 255. 22 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 365
82. 166. 23. 32 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 230
79.178. 56. 130 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS-renegotiation-di dest - r eset 205
213.57.159. 30 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 198
79.178.182. 200 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 185
46.19. 85. 229 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 184
85. 64. 66. 98 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 178
5.29.5.170 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 172
93.173. 191. 252 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 168
46. 120. 84. 148 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 132
86.111. 149. 198 Iraq 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 125
82.166. 23. 54 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 116

5. 29. 86. 123 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 106
62.219. 126. 244 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 96
176. 106. 227. 4 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 81
220.181.108.122  |china 147.237.76.42  |refuah.idr.il Ig: Ziﬂdsr‘ake vidation, first packet 79
85.65.112. 71 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 73
109. 67. 55. 60 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 71
185. 44. 195. 252 Tur key 147.237.77.216 dover.idf.il SQ.- I nj - Pang- GVBSQLI nt 1 dest - r eset 52
2.54.53. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 50
46.117.109. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 44
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 34
84.94.178.170 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30

46. 210. 162. 160 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 29
109. 64. 56. 83 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 23
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 21
2.54.53. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 15
141.0.12. 106 Nor way 147.237.77.216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 14
173. 32. 5. 152 Canada 147.237.76. 201 e atal .idf.il B ock_Udp Al _Nets drop 14
5.22.129.0 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
192. 168. 14. 111 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 12
12.51. 210. 253 Wited Qates 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake violation, first packet 1o o 11

82. 145. 209. 32 Eur ope 147.237.76. 31 nakchal .idf.il B ock Ip V¢b In drop 10
5.22.129.138 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 8
154.121.5. 234 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7

99. 101. 65. 118 Wited Qates 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake violation, first packet 1o o 6

46. 19. 86. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te |Nama |Devi ce Action |Count |
109. 66. 163. 23 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute Per nit 40
46.116. 41. 157 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 36
85. 250. 7. 96 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permi t 27
103. 224. 249. 239 |Hong Kong 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FOKedi tor B ock 24
46.120. 90. 12 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 23
85. 65. 244. 126 | srael 147.237.72.166 |aka.idf.il 7120: TQP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 23
77.127.109. 147 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute Per nit 20
213.57.237. 15 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 20
31.154.92. 189 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permi t 19
46.116. 103. 106 |l srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Permt 18
79.183.21.173 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 18
5.22.129.216 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 17
84.228.132. 126 | srael 147.237.77.233 |atal.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 17
82. 166. 23. 32 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 17
84.109. 49. 172 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permi t 16
84.108. 71. 83 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Permt 15
109. 64. 123. 165 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 15
109. 66. 195. 83 | srael 147.237.77.233 |atal.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 15
109. 64. 51. 92 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 14
212.199. 107. 106 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 13
149. 88. 215. 215 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permi t 13
149. 78. 22. 51 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Pernit 13
213.57.187.124 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 13
31.168.172. 138 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 13
95. 185. 66. 50 Rormani a 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 13
85. 64. 157. 242 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 13
87.69. 81. 159 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permit 12
149. 88. 190. 178 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 12
79.179.17. 27 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 12
85. 65. 48. 47 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 12
79.178. 142. 135 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute Per nit 11
103. 224. 249. 239 |Hong Kong 147.237.77.216 |dover.idf.il 0854: HITP: upl oad* Access Bl ock 11
5.22.129.173 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permit 10
79. 180. 204. 88 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Pernit 10
31.154.92. 6 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 9
109. 186. 166. 40 | srael 147.237.77.170 |m@arachot.idf.il |C1000004: HITP. options method (M crosoft) Bl ock 9
79.177.5. 65 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 9
79.182. 225. 37 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 9
109. 66. 192. 147 | srael 147.237.72.166 |aka.idf.il 7120; TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permit 9
60.241.102. 135 |Australia 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Pernit 9
149. 78. 174. 204 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., Fragroute Permt 8
85. 64. 203. 77 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 8
79.183. 107. 15 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 8
46.117.71. 251 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 8
46. 19. 85. 79 | srael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permit 8
27.123.171.53 Hji 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Pernit 8
149. 78. 60. 22 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 8
77.126.237.115 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nint 8
185. 22. 224. 96 Uni ted Kingdom |147.237.77.176 |natpash.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per nit 7
93.172. 75. 82 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permt 7
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|Top Attackers In |D|

‘Attacker Qountry|Target Address |Ste
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 92
82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il S union sel ect - possible sgl injection attenpt - GET paranet er 40
82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il | ND CATCR SCAN sgl map SQL i nj ection scan attenpt 40
82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e SQL I njection Attenpt UN ON SEHECT 40
82.212.78.168 |Jordan 147. 237.77. 216 |dover.i df .i | ET SCAN Sql nap SQL | nj ection Scan 35
79.177.213. 214 |l srael 147.237. 72. 156 |anan.i df .il PQLI Cy- OTHER TCP packet with urgent flag attenpt 16
82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il SQ vaitfor delay function - possible SQ injection attenpt 14
82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il S generic convert injection attenpt - CET paranet er 12
82.212.78. 168 |Jordan 147 237. 77. 216 |dover i df .1 I N] O§TO?— CBFUSOO_(I'I ON | arge nunber of calls to char function - possible sql 7

i nj ecti on obf uscation

82.212.78.168 |Jordan 147.237.77. 216 |dover.idf.il SQ 1=1- possible sg injection attenpt 5
66. 249. 64. 148 |lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
185. 44. 195. 252 |Tur key 147.237.77. 216 |dover.idf.il S union sel ect - possible sgl injection attenpt - GET paranet er 3
185. 44. 195. 252 |Tur key 147.237.77. 216 |dover.idf.il | ND CATCR SCAN sgl map SQL i nj ection scan attenpt 3
174.50. 38. 157 |Lhited Sates 147.237.76.202|e.halag.idf.il ET SCAN Potential SSH Scan 3
93.174.93. 100 |Netherl ands 147.237. 77. 226 [wwn chanat z. aka. i df .i | |[ET SCAN Potential SSH Scan 3
93.174.93. 100 |Net herl ands 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 3
83. 71. 247. 34 Irel and 147. 237. 77. 216 |dover i df i atSER\/ER-t s APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 3
185. 44. 195. 252 |Tur key 147.237.77. 216 |dover.idf.il SQ 1 =1 - possible sg injection attenpt 3
185. 44. 195. 252 |Tur key 147.237.77. 216 |dover.idf.il ET WBB SERVER Possi bl e SQL I njection Attenpt UN ON SHECT 3
93.174.93. 100 |Net herl ands 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 3
174.50. 38. 157 |Lhited Sates 147.237.76. 197 |e. hi nush.idf . i1 ET SCAN Potential SSH Scan 3
108. 45. 93. 68 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 3
59. 46. 193. 114 [Chi na 147.237.72. 156 |anan.i df .i | GPL SCAN nmap TCP 2
66. 249. 64. 156 |Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
134.191. 232. 72 |l srael 147.237.77. 170 |n@arachot . i df .i | ET SCAN NVAP -sA (2) 2
93.174.93. 100 |Net herl ands 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
95.106. 119, 24 |SSian 147.237.77.74 |lawidf.il ET SOM Potential SSH Scan 2

Feder ati on
218.24.171. 223 |Chi na 147.237. 72. 156 |anan.idf .i | GPL SCAN nnap TCP 2
61. 149. 161. 186 |Chi na 147.237. 76. 199 |e. nakchal .i df .i | GPL SCAN nmap TCP 2
198. 36. 50. 80 Lhited Sates 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
95.106. 119, 24 |SSian 147.237.76. 176 |test. ncore. i df .i | ET SOAN Potential SSH Scan 2

Feder ati on
93.174.93. 100 |Netherl ands 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
87.111.128.2 Spai n 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 2
94.102. 49. 102 [Net her| ands 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
104. 238. 177. 65 147.237.76.30 |hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
93.174.93. 100 |Net herl ands 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 2
174.50. 38. 157 |lLhited Sates 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 168 |Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
198. 36. 50. 80 Lhited Sates 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 2
93.174.93. 100 [Net herl ands 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
87.111.128.2 Spai n 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 153 |lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
93.174. 93. 100 [Net herl ands 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
99. 224. 176. 169 |Canada 147.237.76.196|e.sviva.idf.il ET SCAN Potential SSH Scan 2
174.50. 38. 157 |Lhited Sates 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
93.174.93. 100 |Netherl ands 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 2
93.174.93. 100 |Netherl ands 147.237.72. 166 |aka.i df .i | ET SCAN Potential SSH Scan 2
198. 36. 50. 80 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 2
66.249. 64. 173 |Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
31.184. 242. 17 ?;3;:{: o 147. 237. 77. 216 |dover. i of . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Massage

141. 0. 12. 106 Nor way 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 3878
208.109.97.62 |Whited Sates 147.237.77. 216 |[dover.idf.il|SAMrul e drop drop 1786
46. 19. 86. 0 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop dr op 1125
162.243.94.193 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1041
90. 148.7. 34 Saudi Arabi a 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 990
85.113. 111. 57 g‘ilcisgi':('ja” Tertitory, 1147 237.77. 216 |dover. i of .i1|R rst packet isnt SN drop drop 936
62.209. 14. 202 |Bahrain 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop dr op 847
82. 145. 220. 240 |Eur ope 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 831
208.109.97.62 |lLhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 694
12.51.210.253 |Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 637
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 580
66.249.64.173 |Uited Sates 147.237.77. 216 |dover. i of . 1|/ Va 1 d Segnent retransmssi on. Streaning Engi ne: TCP Inval i d drop 476
Packet dropped. Ret r ansni ssi on
66.249. 64. 178 |Wnited Sates 147.237.77. 216 |dover. i of . 1|/ Va | d segnent retransnssi on. Streaning Engi ne: TGP Inval i d drop 472
Packet dropped. Ret r ansni ssi on
2.54.168. 15 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 453
66.249. 64. 168 |Lnited Sates 147.237.77. 216 |dover. i of . 1|/ 7Va | d segment retransmssi on. Streaning Bngi ne: TGP Inval i d drop 440
Packet dropped. Ret r ansni ssi on
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 400
109. 186. 118. 74 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 395
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 351
5.109.101. 230 |Saudi Arabia 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 348
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 319
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 311
188. 132. 72. 167 |Saudi Arabia 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 296
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 292
5.108.144.191 |Saudi Arabia 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 262
37.231.216.77 |Kuwait 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 256
46.152.13. 17 Saudi Arabi a 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 248
37.239. 8. 99 Irag 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 242
31.154.158. 136 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 237
141.0. 15. 115 Eur ope 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 221
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 220
5. 255. 253. 19 Russi an Federation 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 219
54.244.22.103 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 197
63.141.217. 135 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 192
37.121.124. 137 |Saudi Arabia 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 192
38.111.147.88 |lWhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 190
46. 152. 190. 223 |Saudi Arabia 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 189
79.178.110.44 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 188
37.237.201. 10 Irag 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 174
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 169
164. 138. 122. 200|l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 166
5.108.128.195 |Saudi Arabia 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 166
208.109.97.62 |lLhited Sates 147.237.77. 216 |dover.idf.il drop drop 164
37.231.31.177 |Kuwait 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 163
37.231.104.17 |Kuvait 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 163
176. 223. 83. 64  |Ger many 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 162
205. 203.135. 1 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 158
37.231.173.31 |Kuvait 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 155
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 149
192. 0. 80. 165 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 145
5. 102. 254. 106 | srael 147.237.76. 42 |refuah.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 144
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Devi ce

Attacker Address Target Address |Ste ) Count
Country Action
109. 64. 162. 145 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 2699
46.117. 204. 142 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 2608
5.28.190.209 |Israel 147.237.0.19  |nadimatal.idf. il Too Mny of the Sane Response Code (404) in Session from B ock 2537
5. 28. 190. 209
2.54.38.94 I'sr ael 147.237.0.19 |madimatal .idf.il ;024'\‘;? g‘zf the Same Response Code (404) in Session from Bl ock 1667
2.52.38. 168 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 1644
2.54.33.3 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 1398
79.178.56.130 | srael 147.237.0.19 |nadimatal .idf il Too Many of the Sane Response Cbde (404) in Session from B ock 1200
79.178. 56. 130
37.26.146.234 |Israel 147.237.0.19  |nadi matal i df .| Too Many of the Sane Response Qode (404) in Session from B ock 570
37.26. 146. 234
172.240.89. 250 [Lhited Sates [147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut hori zed URL Access from 172. 240. 89. 250 B ock 468
109. 253. 144. 82 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 336
85.64.0.101 [Israel 147. 237. 77. 243 |nobi l e, i df i | Paraneter Type Mol ation QurrentFassvord in Bl ock 311
nobi | e. i df . i |/ sachar/ changepassword
37.26.146. 162 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 288
203.143.28.33 |Si Lanka 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 228
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 178 B ock 228
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 173 B ock 228
46.19.86.188  |israel 147.237.0.19  |nadimatal.idf.il Too My of the Sane Response Code (404) in Session from B ock 204
46. 19. 86. 188
172.240.89.250 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Ml ti pl e Adm n B ocki ng from 172. 240. 89. 250 B ock 156
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 168 B ock 144
192.187.124. 251 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il Ml tipl e Uhaut hori zed URL Access from 192. 187. 124. 251 B ock 138
109. 186. 141. 183|l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 120
74.6.254. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Mil ti pl e Uhaut hori zed URL Access from 74. 6. 254. 91 B ock 102
162.243.94.193 |lhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 162. 243. 94. 193 B ock 90
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 84
37.142.219. 215 |lsrael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 37. 142. 219. 215 B ock 84
84.228.214. 101 |lsrael 147.237.0.34 |tikshuv.idf.il Ml tipl e Whaut hori zed URL Access from 84. 228. 214. 101 B ock 72
109. 253. 144. 82 |l srael 147.237.77. 243 |nobi le.idf . i | Ml tiple Whaut hori zed URL Access from 109. 253. 144. 82 Bl ock 66
66. 249. 64. 154 |l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 48
66. 249. 78. 27 | srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 42
46. 120. 84. 148 | srael 147.237.72. 166 |aka.i df .il Ml ti pl e Unaut hori zed URL Access from 46. 120. 84. 148 B ock 42
66. 249. 78. 20 | srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e SSL Sessi ons:  Lhknown Server Certificate None 36
54.244.22.103 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 30
L Unaut hori zed URL Access to
46.121.136. 205 I srael 147.237.77. 243 |mubi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|i stchil ddocunent s/ 1362 Bt ock 30
66. 249. 78. 13 | srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e SSL Sessi ons: Lhknown Server Certificate None 30
31.131.16.162 |krai ne 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 31.131. 16. 162 B ock 30
173.208.152. 60 |lhited Sates [147.237.72.166 |aka.idf.il Mul tipl e Whaut hori zed URL Access from 173. 208. 152. 60 B ock 30
66. 249. 64. 154 | srael 147. 237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspi ci ous Response Gode_Qust om Tenpor ary Bl ock 24
109. 67. 34. 62 | srael 147.237.72. 166 |aka.idf .il Mil ti pl e Unaut hori zed URL Access from 109. 67. 34. 62 B ock 24
109.253.137.7 [israel 147.237.0.17 Im"y' kosher-kravi.Tdf.1 | - aceani e SS Sessions: Unknown Server Gartificate None 24
37.26.146.231 | srael 147.237.0.17 Im"y' kosher-kravi. 1M1 |\ - aceabl e SI Sessi ons: Unknown Server Certificate None 24
176.12.136.193 [Israel 147.237.0.17 Im"y' kosher-kravi.Tdf.1 | - aceani e SS Sessions: Unknown Server Gartificate None 24
192. 118. 10. 10 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 192. 118. 10. 10 B ock 24
77.127.170.117 |israel 147.237.0.19 |madimatal .idf.il Paraet er Type Vol ati on ctl 00SCont ent A acetbl der 15t xt treet in B ock 24
nadi matal .idf.il/1088-he/ neretz. aspx
79.180. 146. 142 | srael 147.237.0.17 Im”y' kosher-kravi.Tdf.1 | 1y - acean e SS Sessions: Unknown Server Gartificate None 24
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ny. asp Bl ock 18
2.52.38.168  |Israel 147.237.0.19  |nadimatal.idf.il Too My of the Sane Response Code (404) in Session from B ock 18
2.52.38.168
s Unhaut hori zed URL Access to
213. 251. 182. 103|F ance 147.237.77.176 |nat pash. i df . i1 ww cogat . i df i 1/si p storagelfiles/ Ol si ze220x0/ 3410. | pg. src B ock 18
68.180.230.29 |Uited Sates |147.237.77. 176 |nat pash.i of i1 Parameter Type Vi ol ation PageNumin B ock 18
wan cogat . i df . i | /901- he/ cogat . aspx
41.238.221.54 |Egypt 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/arr/ B ock 18
77.126.237. 115 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 18
66.249.64.178 I srael 147. 237. 77. 216 |dover. i of.i Distributed thaut horized URL Access on B ock 18
wwv i df il /atal 1/i zkor/ vi ew i ng. asp
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