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08-26-2016 to 08-27-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
0.0.0.0 147.237.77.216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 10944993
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3455938
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 2442535
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il{SYN H ood del ete reset drop 584216
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 406853
178.188. 115. 190 Austria 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn drop 52522
197. 118.7. 45 Ageria 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 12376
105. 224. 112. 221 South Africa 147.237.77. 216 dover.idf.ilfnetwork flood | Pv4 TCP- FI N ACK drop 11812
0.0.0.0 147.237.77. 216 dover.idf.il|lnetwork flood | Pv4 TCOP- RST drop 6892
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 6065
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 5012
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 4596
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 2890
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context dr op 2734
178.79.63.8 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 2683
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 2161
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1901
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1804
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1794
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il|SYN Hood out of context dr op 1664
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 1650
46. 19. 85. 207 | srael 147.237.77. 233 atal.idf.il |network flood | Pv4 TCP-FI N ACK drop 1490
181. 161. 229. 143 Gile 147.237.77.216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 1395
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1347
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1212
186. 93. 193. 132 \eenezuel a 147.237.77. 216 dover.idf.ilfnetwork flood | Pv4 TCP- FI N ACK dr op 1137
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 1110
190. 142. 23. 145 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 990

41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 920
186. 93. 193. 132 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 903
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 895

50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context dr op 759
103. 65. 180. 15 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 709
159. 220. 75. 2 Unhi ted Ki ngdom 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 707
197. 53. 24. 241 Egypt 147.237.77.216 dover.idf.il{SYN H ood del ete reset drop 623
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 548
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 541
190. 205. 185. 112 \eenezuel a 147.237.77. 216 dover.idf.il|SYN H ood del ete reset dr op 535
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 513

66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 475
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood out of context drop 456
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 448
197. 53. 24. 241 Egypt 147.237.77. 216 dover.idf.illnetwork flood | Pv4 TCP- FI N ACK drop 443
190. 142. 23. 145 \eenezuel a 147.237.77. 216 dover.idf.ilfnetwork flood | Pv4 TCP- FI N ACK dr op 394
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 385
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 383
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il{SYN Hood unverified cooki e drop 382

66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 378
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 362

62. 210. 37. 82 France 147.237.77. 216 dover.idf.il|SYN Hood out of context dr op 350




08-26-2016 to 08-27-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature

91.121.86.136 |France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 65
209.17.114.79 |Uited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 22
106. 38. 241. 105 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 20
209. 15.196. 171 |Canada 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 18
91.121.86.136  |France 147.237.72. 166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 15
23.91.70. 45 Lhited Sates 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
184.168.46.74 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
81.176.226.68  |Russian Federation [147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
195.8.208.130  |Netherl ands 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
87.242.112.45  |Russian Federation [147.237.76.31 |[nakchal .idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |H ock 12
213.246.49.11 |France 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
71.171. 93. 66 Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion |B ock 12
77.67.47.7 France 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
23.91.70.95 Lhited Sates 147.237.77.226 |waw chanat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
64.34.186.9 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
209.222.4.188 |Uited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
184.168.152.58 |Lhited Sates 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
23.91.70. 119 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
213. 203. 204. 143 |Ger many 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |H ock 11
83.168.250.50 |Sweden 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 11
79.170.196.68 |United Kingdom [147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 11
113.93.176.15  |China 147.237.0.34  |tikshuv.idf.il C1000076: HTTP. Trying to locate existing FQkeditor  |Pernit 11
209.17.114.79 |uhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 11
216.119.125. 173 |Uhited Sates 147.237.0.34  |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration BEvasion |B ock 9
191.96.249.42 |Ghile 147.237.0.19 |madimatal .idf.il C1000003: HTTP: phpM/Adni n access Per mit 9
91.121.86.136  |France 147.237.76.86 |[navy.idf.il C1000074: HTTP: naj estic bot Pernit 8
91. 209. 51. 22 krai ne 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nirt 8
91.121.86.136 |France 147.237.77.74 |lawidf.il CL000074: HTTP. maj estic bot Per mit 8
209.17.114.79 |Uited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
87.242.112.35 |Russian Federation [147.237.76.42 |refuah.idf.il 5670: HTTP. SQ. Injection (SALECT) B ock 7
87.242.112.45  |Russian Federation [147.237.76.31 |[nakchal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195.8.208.130  [Net herl ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
81.223.238.42 |Austria 147.237.77.233 |atal .idf.il 5670: HTTP. SQ. Injection (SALECT) B ock 6
23.91.70.95 Lhited Sates 147.237.77.233 |atal .idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion |B ock 6
89.44.144. 244  |Rormani a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 154. 235. 88 |France 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.72. 166 |aka.i df . il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 175. 157. 102 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50.21.187.203 |Uhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 6
91.219.122. 4 Pol and 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
212.247.61.153 |Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
185. 96. 92. 54 United Kingdom [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.63.228.226 |lLnited Sates 147.237.72. 166 |aka.idf . il 5670: HITP. SQ Injection (SELECT) B ock 6
177.12.161.72 |Bazil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209.15.196. 171 |Canada 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 6
68. 49. 34. 42 Lhited Sates 147.237.77.233 |atal .idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion |B ock 6
23.91.70.95 Lhited Sates 147.237.72. 166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
83.168.250.50 [Sweden 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.210. 225. 135 |France 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
38.110. 11. 92 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6




08-26-2016 to 08-27-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

83. 168. 250. 50 147.237.77.216 Sweden dover.idf.il S Injection - Select From 74
68. 49. 34. 42 147.237.77.233 Uhited Sates aal.idf.il S Injection - Select From 54
23.91.70.119 147.237.77. 233 Wited Sates atal.idf.il S Injection - Select Fom 54
46.120. 122. 219 147.237.77. 170 I 'srael naar achot . i df . il Xenu Link Seuth User Agent 49
209. 17. 114. 79 147.237.77.74 Uhited Sates lawidf.il S Injection - Select From 40
81.223. 238. 42 147.237.76. 42 Austria refuah.idf.il S Injection - Select Fom 36
209. 15. 196. 171 147.237.77. 74 Canada lawidf.il S Injection - Select From 28
184. 168. 152. 58 147.237.76. 31 Lited Sates nakchal .idf.il S Injection - Select From 26
71.171. 93. 66 147.237.76. 42 Wited Sates refuah.idf.il S Injection - Select Fom 26
87.242.112. 45 147.237.76. 31 Russi an Federat i on nakchal .i df i1 S Injection - Select From 26
81.223. 238. 42 147.237.77.233 Austria aal.idf.il S Injection - Select From 24
79.178. 13. 239 147.237.76. 30 I srael hi nush. i df .i 1 ET SCAN NVAP -sA (2) 21
213.246. 49. 11 147.237.77.233 France atal.idf.il A Injection - Select From 20
64.34.186.9 147.237. 0. 34 Lited Sates tikshuv.idf.il S Injection - Select From 20
23.91.70.95 147.237.77. 233 Wited Sates atal.idf.il S Injection - Select Fom 20
77.67.47.7 147.237.76. 42 France refuah.idf.il S Injection - Select From 20
81. 176. 226. 68 147.237.76. 86 Russi an Federation navy. i df.il S Injection - Select From 20
23.91.70. 45 147. 237. 76. 86 Lhited Sates navy.idf.il SQ Injection - Select From 20
87.242.112. 35 147.237.76. 42 Russi an Federat i on refuah.idf.il S Injection - Select From 20
213. 203. 204. 143 147.237.76. 86 Ger many navy. i df.il S Injection - Select From 20
79.170. 196. 68 147. 237. 76. 42 Uhi ted Ki ngdom refuah.idf.il SQ Injection - Select From 20
195. 8. 208. 130 147.237.77. 233 Net her | ands atal.idf.il S Injection - Select From 20
23.91.70. 95 147.237.77. 226 Lited Sates v chanat z. aka. i df . i | S Injection - Select From 20
209. 222. 4. 188 147.237.77. 233 Wited Sates atal.idf.il S Injection - Select Fom 20
79.178. 13. 239 147.237.77. 233 I srael atal.idf.il ET SCAN NVAP -sA (2) 19
185. 96. 92. 54 147.237.77.74 Uni ted Ki ngdom lawidf.il S Injection - Select From 18
62. 210. 226. 9 147.237.77. 74 France lawidf.il SQ Injection - Select From 18
177.12.161. 72 147.237.77.233 Brazil atal.idf.il A Injection - Select From 18
195. 76. 149. 15 147. 237.72. 166 Sai n aka.idf.il QA Injection - Select From 18
62.210. 225. 135 147.237.77. 74 France lawidf.il SQ Injection - Select From 18
97.88.198. 223 147.237.77. 74 Lhited Sates lawidf.il A Injection - Select From 18
74.208. 218. 66 147.237. 72. 166 Wited Sates akaidf.il SQ Injection - Select From 18
180. 169. 20. 5 147.237.77. 74 Chi na lawidf.il SQ Injection - Select From 18
95. 110. 142. 198 147.237.77. 74 Italy lawidf.il QA Injection - Select From 17
184. 168. 46. 74 147.237.77.74 Uhited Sates lawidf.il S Injection - Select Fom 16
177.185. 194. 45 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 14
209.17.114. 79 147.237.77. 216 Lhited Sates dover.idf.il S Injection - Select From 14
50. 21. 187. 203 147.237.77.74 Uhited Sates lawidf.il S Injection - Select From 14
91.219.122.2 147.237.77.74 Pol and lawidf.il SQ Injection - Select From 14
91.219.122. 4 147.237.77. 233 Pol and atal.idf.il S Injection - Select From 11
216.119. 125. 173 147.237. 0. 34 Lited Sates tikshuv.idf.il SQ Injection - Select From 10
66. 135. 63. 82 147.237.77. 216 Wited Sates dover.idf il S Injection - Select Fom 10
67.199. 10. 25 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 9
213.180. 89. 124 147.237.77. 74 Sweden lawidf.il SQ Injection - Select From 9
85. 136. 227. 77 147.237.77. 74 Spai n lawidf.il SQ Injection - Select From 8
64.34.186.9 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 8
195. 154. 235. 88 147.237. 72. 166 France akaidf.il S Injection - Select From 8
40. 85. 96. 77 147.237.77. 233 I'rel and atal.idf.il S Injection - Select Fom 8
89. 44. 144. 244 147.237.77. 74 Romani a lawidf.il S Injection - Select From 8
195. 8. 208. 80 147.237. 72. 166 Net her | ands akaidf.il S Injection - Select From 8




08-26-2016 to 08-27-2016

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 90082
46.239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 88012
190. 206. 116. 79 Venezuel a 147.237.77. 216 dover.idf.il drop First packet isn't drop 12012
178.79.63.8 147.237.77. 216 dover.idf.il drop First packet isn't drop 11504
197. 118.7.45 Ageria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5001
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 4989
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 3465
85. 248. 227. 164 9 ovaki a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3359
109. 201. 133. 100 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 723
192. 42. 116. 16 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 710
89. 234. 157. 254 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 634
139. 162. 144. 133 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 521
80. 240. 139. 111 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 491
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 454
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 442
178.79.63.8 147.237.77. 216 dover.idf.il dr op drop 400
31.223.145.55 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 361
41. 253. 51. 246 Li byan Arab Janahi riya 147.237.77. 216 dover.idf.il drop First packet isn't drop 345
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 334
83. 168. 250. 50 Sweden 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 295
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 287
40.77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 284
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 257
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 240
212.34.12. 166 Jor dan 147.237.77. 216 dover.idf.il drop First packet isn't drop 192
212.34.11. 97 Jordan 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 187
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 138
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 132
41. 253. 51. 246 Li byan Arab Janahiriya 147.237.77. 216 dover.idf.il dr op drop 120
113. 210. 200. 46 Ml aysi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 114
80. 246. 133.9 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 97
128. 234.57. 137 Saudi Arabia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 87
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop SAMrul e drop 86
185. 29. 9. 249 Sweden 147.237.77. 216 dover.idf.il drop First packet isn't drop 73
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 69
40. 77. 169. 103 Lhited Sates 147.237. 72. 166 aka.idf.il drop SAMrul e drop 57
197.118.7.45 Ageria 147.237.77. 216 dover.idf.il drop drop 50
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 49
40. 77. 169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 49
46. 19. 86. 57 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
190. 79. 229. 218 \enezuel a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
40. 77. 169. 102 Lhited Sates 147.237. 72. 166 aka.idf.il drop SAMrul e drop 43
79.178. 42.28 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
79.180. 171. 23 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 42
40. 77. 169. 100 Lhited Sates 147.237. 72. 166 aka.idf.il drop SAMrul e drop 42
109. 253. 133. 10 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
66. 249. 76. 83 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
188. 227. 236. 31 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df . i drop First packet isn't drop 40
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 39




08-26-2016 to 08-27-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 145 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 559
109. 67.128. 101 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 535
113. 210. 200. 46 |Mil aysi a 147.237.77. 216 |dover.idf.il Mil tiple NILL Character in Method from 113.210. 200. 46 Bl ock 222
46. 19. 86. 244 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 195
2.55. 8. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 175
46.19. 85. 129 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 130
79.176.3.31 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 91
109. 253. 219. 214/l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 78
84.109.49.172 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 77
176.13.250.84 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 73
109. 253. 135. 182|1 sr ael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 66
176. 13. 237. 133 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 64
213.57.42.123 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 57
109. 64. 16. 213 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 57
46.120.67.189 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 53
109. 253. 159. 125|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
80. 246. 139. 121 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 45
46.121.105.54 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 38
87.71.4.224 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
176. 13. 224. 221 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 26
185. 32. 179. 226 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 23
66. 249. 76. 83 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 21
40.77. 169. 96 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Qode Character in LR Bl ock 17
40. 77. 169. 99 Uited Sates |147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Qharacter in URL Bl ock 16
119. 128. 122. 223|Chi na 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized UR. Access from 119.128.122. 223 Bl ock 15
2.53.5. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
85.65.131.172 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 65. 131. 172 Bl ock 14
176.13. 8. 154 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
185.32.179. 120 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
46.116. 5. 146 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 12
109. 64. 54. 251 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
84.108. 166. 194 |l srael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 10
109. 253.195.10 |Israel 147.237.77. 243 |nobi | e. i df . i | ;?)Lﬂtt ?:jfﬁ’ffs\;cﬂa?t/iczgnggaes':ﬁs;mrd n Bl ock 10
5.29.53. 156 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
79.180.141.31 [israel 147.237.77.243|nobi | e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock 10
79.181. 130. 2 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 79. 181. 130. 2 Bl ock 10
2.53.147. 133 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
5.29. 167. 140 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 9
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 8
40.77.169.101 |Whited Sates |[147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL Bl ock 8
46.19. 85. 195 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 7
78. 250. 247. 215 |France 147. 237.72. 166 |aka. i df . i | V%;;;L:_ﬁtgfd. iﬁt}a#;hn(/’rrzoﬁ‘/j dﬁ;:??.;gngnom R on B ock 7
79.179.182.59 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for ww aka. i df .il/ Bl ock 6
40.77.169.103 |hited Sates |[147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Character in URL Bl ock 6
46. 19. 86. 220 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.26.147.193 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
119. 128. 122. 223|Chi na 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt Bl ock 6
109. 253. 203. 27 |Israel 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 6
84.108. 166. 194 |lIsrael 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 84. 108. 166. 194 Bl ock 5
212.199. 218. 246|l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 5

08-26-2016 to 08-27-2016




