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08-20-2016 to 08-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
82.80.78.2 | srael 147.237.77.176 nat pash. i df . il B ack List drop 12
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 8
109. 253. 220. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
82.80. 78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 6
2.53.183. 187 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
115. 230. 125. 146 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 4
185. 89. 217. 228 Net her | ands 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
2.53.146.113 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
200. 60. 16. 102 Peru 147.237.77. 233 atal.idf.il L4 Source or Dest Port Zero drop 3
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ack List drop 3
115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il JIMPurple Gon Linit Htp drop 3
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 3
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
222.187.223. 120 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack Con_Tcp drop 2
134. 147. 203. 115 Ger nany 147.237. 76. 147 chinuch.aka.idf.il |Back List drop 2
123.59. 59. 52 Chi na 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forvard 2
115. 230. 125. 146 Chi na 147.237.77.121 e navy.idf.il JLMPurple Gon Linit_Tcp drop 2
45.127.99. 174 Chi na 147.237.76.176 test.ncore.idf.il JLM Under At tack_Con_Tcp drop 2
185. 27. 105. 72 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags drop 2
134.147. 203. 115 Ger nany 147.237.76. 34 yohal an.i df .il B ack List drop 2
120. 132. 50. 135 Chi na 147.237.72. 156 anan. i df.il bl ock-sp-trafl forvard 2
222.187.223. 189 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under Attack Con_Tcp drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ack List drop 2
134. 147. 203. 115 Ger nany 147.237. 76. 199 e. nakchal .idf.il B ack List drop 2
58.11.155.3 Thai | and 147.237. 76. 202 e.halag.idf.il JLM Under _Attack_Con_Tcp drop 2
134.147. 203. 115 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 2
195. 154. 172. 204 France 147.237. 0. 200 mu. i df i | JLMPurple Gon Limt Htp drop 2
58. 218. 204. 245 Chi na 147.237.76. 199 e.nakchal .idf.il JLM Under Attack _Con_Tcp drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 2
115. 75. 208. 36 M et nam 147.237.76. 198 e.yohal an.idf.il JLM Under At tack_Con_Tcp drop 2
222.186. 21. 56 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|JLM Under Attack Con Htp drop 2
134.147. 203. 115 Ger nany 147.237.76. 86 navy.idf.il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.72. 156 anan. i df.il bl ock-sp-trafl forvard 2
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ack List drop 2
185. 27. 105. 72 | srael 147.237.77. 216 dover.idf.il Invalid L4 Header Length drop 2
123.151. 42. 61 Chi na 147.237.76. 34 yohal an.i df .il JLM Under _Attack_Con_Udp drop 2
118. 193. 26. 35 Hong Kong 147.237.76. 31 nakchal .idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237. 76. 202 e.halag.idf.il B ack List drop 1
185. 128. 40. 162 Sntzerl and 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
115. 199. 169. 70 Chi na 147.237.76. 177 ncore.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
58. 152. 224. 186 Hong Kong 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.i df .i | B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack List drop 1
209. 126. 122. 33 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237. 76. 148 gocenter. aka. idf.il |Back List drop 1
85. 93. 93. 95 Ger many 147.237.76. 196 e.svivaidf.il B ack List drop 1




08-20-2016 to 08-21-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature Devi ce Action |Count |
46.165.197. 141  |Ger many 147.237.77.74 |lawidf.il C1000074: HITP: naj estic bot Per mit 122
41.140.79.118  |Morocco 147.237.76.86 |navy.idf.il C1000064: HTTP: Access to - admin.asp Pernit 95
46.165.197. 141 |Ger many 147.237.76.200 |eitan. aka.idf.il C1000074: HTTP. naj estic bot Per it 60
89.163.148.22  |Ger many 147.237.77.74 |lawidf.il C1000074: HITP: naj estic bot Per mit 37
138. 201. 125. 143 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 34
46.165.197. 141 |Ger many 147.237.77.176 |mat pash. i df.il C1000074: HTTP. naj estic bot Per it 31
138. 201. 125. 143 |Ger nany 147.237.77.176 |mat pash.idf.il C1000074: HITP: naj estic bot Per mit 31
69. 30.213. 138 Lhited Sates 147.237.76.31 |nakchal .idf.il C1000074: HITP. maj estic bot Per nit 31
106. 38. 241. 105 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 20
98. 218. 34. 60 Lhited Sates 147.237.76.42 |refuah.idf.il C1000074: HITP: naj estic bot Per mit 17
138. 201. 125. 143 |Ger many 147.237.76.42 |refuah.idf.il C1000074: HITP. maj estic bot Per nit 12
89. 163. 148. 22 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 12
97.74. 215. 165 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
177.12.161. 72 Brazil 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
192.187.108.34 |lhited Sates 147.237.77.74 |lawidf.il C1000074: HTTP. maj estic bot Per it 11
91. 200. 12. 47 Lkr ai ne 147.237.77.233 |atal .idf.il C1000016: HTTP. adninistrator in LR Per nit 8
91. 200. 12. 47 krai ne 147.237.77.74 |lawidf.il C1000016: HITP. administrator in R Per it 8
118. 193. 155. 206 |Chi na 147.237.77.216 |dover.idf.il C1000016: HITP. adnministrator in R Per nit 8
138. 201. 125. 143 |Ger nany 147.237.77.74 |lawidf.il C1000074: HITP: naj estic bot Per mit 7
46.165.197. 141 |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 7
41.185.12.173 South Arica 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
212.247.61.153 [Sweden 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185.194.92 |Razil 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
192.187.108.34 |lhited Sates 147.237.77.226 |www\v chanat z. aka. i df . i | |ClL000074: HITP. najestic bot Per it 6
41.185.12.173 |South Africa 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 6
69. 7. 43. 246 Lhited Sates 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
216.119.125.34 |lLhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185. 194. 130 |Brazil 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
98. 218. 34. 60 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 6
177.12.161.72 Brazil 147.237.76.42 |refuah.idf.il 3808: HITP. SQ. Injection Variable Declaration Bvasion  |B ock 6
72.167.131.22 |wnited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.165.197. 141 |Ger many 147.237.76.86 |navy.idf.il C1000074: HTTP. maj estic bot Per nit 6
97.74. 215. 165 Lhited Sates 147.237.0.34  |tikshuv.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
46.236.115.84  |Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.12.161. 72 Brazil 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
46.236. 115. 84 Sweden 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
41.185.12.173  |South Africa 147.237.76.42 |refuah.idf.il 3808 HIMP. SQ Injection Variable Declaration Bvasion |B ock 6
212.180.3. 114 France 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
23.91.70. 42 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
144.76.70.248  |Ger many 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.210. 226. 9 France 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
49.236.200. 182 Ml aysi a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
61.89.163.147  |Japan 147.237.77.216 |dover.idf.il C1000064: HITP. Access to - adnin. asp Per mit 5
62.212.73.211 Net her | ands 147.237.76.42 |refuah.idf.il C1000074: HTTP. maj estic bot Per nit 4
156. 212. 162. 165 |Egypt 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 4
23.97. 230. 36 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 4
105. 103.96.224 |Ageria 147.237.77.216 |dover.idf.il 3886: HIMP. Qross Ste cripting in POBT Request B ock 4
136. 243.152. 18 [Ger many 147.237.72.166 |aka.idf.il C1000074: HITP: naj estic bot Per mit 3
69.30.213.138  |lhited Sates 147.237.76.86 |navy.idf.il C1000074: HTTP: naj estic bot Pernit 3




08-20-2016 to 08-21-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249. 64. 124  |147.237.72.166 |Uhited Sates |aka idf.il ET SCAN NVAP -sA (2) 279
177.12.161.72 [147.237.76.42 |Bazil refuah.idf.il SQ Injection - Select From 72
41.140.79.118 [147.237.76.86 |Morocco navy.idf.il Admin | ogi n page scan - Havij 72
162.213.1.246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 57
41.185.12.173 |147.237.76.42 |South Africa [refuah.idf.il SQ Injection - Select From 54
156. 212. 162. 165|147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 45
46.236.115.84 |147.237.77.74 |Sweden lawidf.il S Injection - Select From 36
97.74.215.165 |147.237.0.34 |Uhited Sates |tikshuv.idf.il SQ Injection - Select From 20
23.97.230. 36 147.237.77. 233 |Netherlands  |atal .idf.il SQ Injection - Select From 18
177.185. 194. 130|147. 237. 77. 216 |Brazi | dover.idf.il SQ Injection - Select From 18
212.180.3.114 |147.237.72. 166 |France aka.idf.il SQ Injection - Select From 18
177.185.194. 92 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 18
216.119. 125. 34 |147.237.77.233|Whited Sates |atal .idf.il S Injection - Select From 18
62. 210. 226. 9 147.237.77. 74 |France lawidf.il SQ Injection - Select From 18
23.91.70. 42 147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 14
72.167.131.22 |147.237.77.74 |Uhited Sates |lawidf.il S Injection - Select From 8
144.76.70.248 |147.237.72. 166 |Ger many aka.idf.il SQ Injection - Select From 8
23.97.230. 36 147.237.77.233|Netherlands ~ |atal .idf.il ET WEB_SERVER ATTACKER SQi - SHELECT and Scherma Col ums |8
109. 67. 196. 149 |147.237.76.42 |Israel refuah.idf.il ET SCAN NVAP -sA (2) 8
69. 7. 43. 246 147.237.77.74 |Wnited Sates |lawidf.il SQ Injection - Select From 8
212.247.61. 153 |147.237.72. 166 |Sweden aka.idf.il SQ Injection - Select From 8
109. 186. 77. 203 |147.237.76.30 |Israel hi nush. i df .i 1 ET SCAN NVAP -sA (2) 6
49.236. 200. 182 (147.237.77. 74 |Ml aysia lawidf.il SQ Injection - Select From 6
116. 14. 205. 52  |147.237. 77. 216 |S ngapore dover.idf.il Xenu Link S euth User Agent 4
91.224.160. 106 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 3
184.168. 193. 34 [147.237.77.226|tnited Sates |wun chamatz. aka.idf.il [SQL Injection - Select From 3
77.124.14.110 |147.237.72. 156 |l srael anan. i of . i | ET SCAN NVAP -sA (2) 3
202.112.38.190 |147.237.77.212|Chi na e.dover.idf.il GPL SCAN nmap TCP 2
91.125.184. 101 |(147.237.77.74 LKJ?i;:gom lawidf.il Tehila - Perl LWP wth fake user agent 2
5.135. 165. 89 147.237.77. 176 |France nat pash. i df . i ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.224.160. 106 |147.237.0.15 |Netherlands  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
151. 80. 40. 86 147. 237.77. 176 |France mat pash. i df .i ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
66.249.76.117 |147.237.72.166|Wited Sates |[aka idf.il SER\/ER APAO_E. Apache mod_ssl non- S8 connection to SSL port 2
deni al of service attenpt
80, 246. 130, 155|147 237 77 233 |1 1 ael atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 5
DDos att ack
91.125. 184. 101 |147.237.77.216 Ei"i;;gom dover.idf.il Tehila - Perl LW with fake user agent 2
54.218.93.102 |147.237.77.216|Wited Sates |dover.idf.il Xenu Link Seuth User Agent 2
109. 186.77. 203 |147. 237, 76. 30 |1 srael Hrushi b il ET DO Large anount of TCP ZeroVWndow - Possible Nkiller2 5
DDos at t ack
5. 255. 90. 133 147.237.0.200 [Netherlands — [rdhu.idf.il ET SCAN NVAP -sS wi ndow 1024 2
120.237.232.6 |147.237. 76. 202 |Chi na e halagidf.il ET SCAN Potential SSH Scan 2
77.21.154.208 |147.237.72. 156 |Ger many anan. i df.il ET SCAN Potential SSH Scan 2
105. 103. 96. 224 |147. 237, 77. 216 | geri dover i df il ET V(B SERER |1 S 8.3 F | ename Wth Wl dcard (Possible Fle/Or 5
Br ut ef or ce)
66.249.76.120 |147.237.77.176|Wited Sates |nmatpash.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 138(147. 237.0. 34  |krai ne tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.228.33.162 |147.237.77.74 [Tunisia lawidf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 233. 124|147, 237. 77. 216 |Whited Sates |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
104.232.98. 3 147.237.77. 121 |lhited Sates |e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 |147.237.76.42 |Wkraine refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
212.111. 196. 165147, 237. 77. 235 |krai ne sviva.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |[147.237.77.212|India e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1




08-20-2016 to 08-21-2016

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
66. 249. 93. 107 Eur ope 147.237.77.216 dover.idf.il drop SAMrul e drop 181
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 64
107. 167. 108. 185 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 38
109. 236. 92. 147 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 30
77.126. 30. 163 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 24
5. 45. 255. 79 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 23
66. 249. 93. 107 I srael 147.237.77.216 dover.idf.il drop SAMrul e drop 23
87.70.34.90 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 18
77.124.12.176 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 18
62. 201. 222. 244 Irag 147.237.77.216 dover.idf.il drop First packet isn't drop 17
66. 249. 93. 107 Eur ope 147.237.77.216 dover.idf.il drop Frst packet isn't drop 16
77.124.12.176 I srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 16
5.34.162. 37 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il drop First packet isn't drop 16
203. 82. 42. 142 Phi 1§ ppi nes 147.237.77.216 dover.idf.il drop Frst packet isn't drop 16
105. 103. 96. 224 Ageria 147.237.77.216 dover.idf.il drop First packet isn't drop 14
87.68. 1. 227 I srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 13
80. 254. 69. 5 Sni t zerl and 147.237.72. 156 anan.idf.il drop Frst packet isn't drop 12
87.71.13.176 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 12
176. 13. 6. 210 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 11
212.179. 28. 34 | srael 147.237.76. 147 chinuch. aka.idf.il dr op SAMrul e drop 10
77.126.73.91 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 10
188. 227. 238. 49 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il drop First packet isn't drop 10
87.70.34.90 | srael 147.237. 72. 156 anan.idf.il dr op Frst packet isn't drop 9
41. 238. 110. 25 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 9
66. 249. 81. 202 Eur ope 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 9
212.175.39.170 Tur key 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 8
79.180.199. 191 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
46. 19. 86. 87 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 8
192. 116. 111. 159 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 7
109. 186. 77. 41 I srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 7
79.177.57.54 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 7
79.182.80. 76 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 7
81.218. 66. 211 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
109. 67. 253. 231 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 6
87.117. 203. 20 Uni ted Ki ngdom 147.237.72. 156 anan. i df.il drop SAMrul e drop 6
213.151. 43. 232 I srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 6
68. 180. 228. 185 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
87.242.112. 35 Russi an Federation 147.237.77. 74 lawidf.il drop SAMrul e drop 6
105. 107. 64. 213 Ageria 147.237.77.216 dover.idf.il drop First packet isn't drop 6
52.42.215.123 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 6
100. 92. 254. 88 147.237.77.216 dover.idf.il drop First packet isn't drop 6
176. 12. 160. 4 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
87.71.13.176 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 6
5.34.162. 37 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 6
79.178. 244. 16 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
184. 168. 152. 58 Lhited Sates 147.237.77. 233 atal.idf.il drop SAMrul e drop 6
176.13.0.8 I srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 6
94. 230. 86. 140 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
66. 249. 93. 107 Eur ope 147.237.77.216  |dover.idf.il drop drop 6




08-20-2016 to 08-21-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 35 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 361
2.55. 165. 148 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 325
77.126.26.116 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 208
84. 95. 208. 20 | srael 147.237.77.216|dover.idf .il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 207
5.29.91. 74 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 178
176.13.21. 156 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 163
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 135
2.55.46.9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 117
2.53.2.235 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 116
213.57.131.2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 105
80. 246. 137. 198 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 89
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 89
109. 253.143.6  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 61
46.116.43.114 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 60
65. 55. 213. 25 Uhited Sates |[147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 57
46. 19. 86. 108 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 52
176.13.224.46 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 46
2.53.191. 124 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 36
176. 13. 244. 145 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 34
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 33
84. 95. 208. 20 | srael 147.237.77. 226 V\TA:N chamat z. aka. i df Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 27
46. 19. 85. 229 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 27
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 25
131.253.27.77 |lited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 24
131.253.27.133 |[Uited Sates [147.237.77.216|dover.idf.il DO stributed Whaut horized UR. Access on ww idf.il/error.htm B ock 24
131.253.27.135 [lited Sates [147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw idf.il/error.htm B ock 23
84.109. 144. 248 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 22
46.19. 86. 70 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 20
175. 44.15. 197 |China 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 175. 44. 15. 197 B ock 17
121. 205. 226. 241|Chi na 147.237.77. 216 |dover.i df . il Ml tipl e Unhaut hori zed URL Access from 121. 205. 226. 241 B ock 17
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unauthori zed URL Access from 84. 95. 208. 20 B ock 17
84.229.79.203 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 16
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i Dstributed PHP A tenpt B ock 15
219. 130. 235. 149|Chi na 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed URL Access from 219. 130. 235. 149 B ock 15
46.19. 86. 231 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 14
46. 19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 13
94.230.84.61 | srael 147.237.0.19 |nadimatal .idf.il rtha;“:nh;tr;lzl??ﬁ %ﬁ, gﬁ;ejdslgj‘;xl it enakat qaunt . asp Bl ock 13
66.249.65. 177 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 177 B ock 11
84. 95. 208. 20 I 'srael 147.237.77. 226 V\TA:N chanat z. aka. i df PHP At tenpt Bl ock 10
176. 13. 10. 31 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 9
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il PHP Att enpt B ock 9
199. 80. 248. 1 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 8
105. 103. 96. 224 |A geria 147.237.77.216|dover.idf .il Unaut hor i zed HTTP Met hod B ock 8
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 8
105. 103. 96. 224 |Ageria 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 105. 103. 96. 224 B ock 7
109. 253. 133. 135l srael 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unhauthorized URL Access from 109. 253, 133. 135 B ock 7
109. 253. 194. 232|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 6
121. 205. 226. 241 |Chi na 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 6
87.68.112.119 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
2.53.172.138 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 6
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