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08-19-2016 to 08-20-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
82. 145. 209. 94 Eur ope 147.237.76. 86 navy.idf.il B ack List drop 18
46. 246. 233. 210 G eece 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 10
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 7
134.147.203. 115 Ger nany 147.237.76. 38 e.e.neitav.idf.il B ack List drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
46.19. 86. 120 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
8. 37. 225. 66 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
82.80.78. 2 | srael 147.237.77.216 dover.idf.il B ack List drop 5
128.177.161. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53.155. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
58. 176. 202. 65 Hong Kong 147.237. 76. 148 gocenter.aka. idf.il |Back List drop 3
8. 37. 225. 66 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 3
82.80.78. 2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 3
87.70.50. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
202. 181. 24. 48 Hong Kong 147.237. 76. 199 e. nakchal .idf.il JLM Under Attack Con_Tcp drop 2
120. 132. 50. 135 Chi na 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl forvard 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ack List drop 2
180. 97. 239. 31 Chi na 147.237.76. 38 eeneitav.idf.il JLM Under _Attack _Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack List drop 2
179. 32. 74. 126 Col onbi a 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 2
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 2
204. 42.253. 2 Lhited Sates 147. 237.76. 202 e.halag.idf.il B ack Li st dr op 2
116. 255. 211. 11 Chi na 147.237.77. 61 e.cogat.idf.il Frk_Under Attack Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gocenter.aka. idf.il |B ack List drop 2
180. 97. 239. 9 Chi na 147.237.0. 200 ndu. i df . il Frk_Under Attack_Con Htp drop 2
109. 64. 12. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
167. 0. 228. 48 Col onbi a 147.237. 76. 199 e. nakchal .idf.il JLM Under Attack Con_Tcp drop 2
134. 147. 203. 115 Ger nany 147.237. 76. 198 e.yohal an.idf.il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forvward 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
115. 230. 125. 146 Chi na 147.237.76.176 test.ncore.idf.il JLM Under _Attack_Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 2
222.186.51.181 Chi na 147.237.76. 86 navy.idf.il JLM Under Attack Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df.il B ack List drop 2
104. 148. 55. 162 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
134.147. 203. 115 Ger nany 147.237. 76. 200 eitan. aka.idf.il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
204. 42.253. 2 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il B ack Li st drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 2
61.178. 42. 242 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JJLM Under _Attack _Con_Tcp drop 2
179. 33. 95. 241 Col onbi a 147.237.76. 196 e.sviva.idf.il JLM Under _Attack_Con_Tcp drop 2
190. 66. 191. 117 Col onbi a 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 2
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 2
183. 60. 48. 25 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack_Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2




08-19-2016 to 08-20-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  |Target Address ‘Site |Sgna1 ure Devi ce Action |Oount |
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 107
69.197.177. 26 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 22
106. 38.241.105 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 19
66. 252. 65. 6 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 18
142. 54. 184. 90 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 13
41.185. 30. 48 South Arica 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
46. 236. 115. 84 Sweden 147.237.76.42 |refuah.idf.il |6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
209.147.117.51 |Whited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 12
209. 147.117.51 |Uhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
223.73.45.1 Chi na 147.237.77.216 |dover.idf.il C1000016: HTTP. adninistrator in UR Pernit 8
223.73.45.1 Chi na 147.237.77.216 |dover.idf.il Cl000125: HTTP. B ock admin login to gov.il sites ?g=user Per nit 8
144.76.12. 75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 7
91.219.122. 2 Pol and 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SELECT) B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 6
184.168.192.31 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
205.144.171.34 |wited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 6
188. 165. 250. 173 |France 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
85. 232. 60. 142 United Ki ngdom 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SELECT) B ock 6
209.15.196.170 |Canada 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
49. 236.200. 182  |Mil aysia 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
37.228.93. 70 Russi an Federation [147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 6
37.228.93.70 Russian Federation [147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 6
69. 10. 156. 44 Canada 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 6
50.77.136. 81 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
41. 185. 30. 48 South Africa 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
66. 252. 65. 6 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.236.115. 84 Sweden 147.237.76.42 |refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
188. 165. 250. 173 |France 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
81.177.24. 40 Russian Federation [147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 6
142. 54. 184. 90 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000074: HITP. najestic bot Per nit 5
185. 130. 6. 49 Li t huani a 147.237.72.156 |anman.idf.il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 5
195. 74. 38. 15 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SELECT) B ock 5
23.91.70. 43 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 5
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per mit 4
62.210.170.165 |France 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 4
91.121.101.78 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 4
162.210. 196. 129 [Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 4
216.119.125. 173 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
46.165.197. 141  |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 3
46.165. 197. 142  |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 3
144.76.12. 75 Ger many 147.237.77.176 |mat pash.idf.il [CL000074: HTTP: najestic bot Per mit 3
142. 54. 184. 90 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 3
5.9.142.226 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 2
69. 30. 198. 202 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 2
144.76.12.75 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 2
68. 135. 8. 175 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nirt 2
108. 59. 8. 80 Wited Sates 147.237.77.176 |mat pash. i df .| |C1000074: HTTP. naj estic bot Pernit 2
69. 30. 221. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 2




08-19-2016 to 08-20-2016

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 64. 180 147.237.76.42  |[lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 122
209. 147.117. 51 147.237.77.74  |lhited Qates lawidf.il QA Injection - Select From 72
46. 236. 115. 84 147.237.76.42  |Sweden refuah.idf.il S Injection - Select From 54
37.228.93.70 147.237.77.74  |Russian Federation |lawidf.il SQ Injection - Select From 36
66. 252. 65. 6 147.237.72.166 [lhited Sates akaidf.il QA Injection - Select From 26
50. 77. 136. 81 147.237.77.233 [lhited States atal.idf.il S Injection - Select From 20
41.185.30. 48 147.237.72.166 [South Africa aka.idf.il SQ Injection - Select From 20
23.91.70.43 147.237.77.233 |lhited Sates atal.idf.il QA Injection - Select From 14
188. 165.250. 173  |147.237.77.74 France lawidf.il SQ Injection - Select From 14
109. 65. 127. 72 147.237.0. 34 I 'srael tikshuv.idf il ET SCAN NVAP -sA (2) 11
84.109. 180. 213 147.237.77.170 |Israel maar achot . i df . i | Xenu Link Seuth Wser Agent 9
85. 232. 60. 142 147.237.72.166 |United Ki ngdom aka.idf.il SQ Injection - Select From 8
84.109. 180. 213 147.237.77.216 |Israel dover.idf.il Xenu Link Seuth Wser Agent 8
91.219.122.2 147.237.77.233 |Pol and atal.idf.il QA Injection - Select From 8
49. 236. 200. 182 147.237.72.166 [Ml aysia akaidf.il S Injection - Select From 8
69. 10. 156. 44 147.237.77.74  |Canada lawidf.il SQ Injection - Select From 8
66. 135. 63. 82 147.237.77.233 |lhited Sates atal.idf.il QA Injection - Select From 8
195. 74. 38. 15 147.237.77.233 |Sweden atal.idf.il SQ Injection - Select From 8
209. 15. 196. 170 147.237.72.166 |Canada aka.idf.il S Injection - Select From 8
205. 144.171. 34 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 8
81.177. 24. 40 147.237.77.74  |Russian Federation |lawidf.il S Injection - Select From 8
184. 168. 192. 31 147.237.77.233 |lhited Sates atal.idf.il S Injection - Select From 8
81. 218. 203. 204 147.237.77.216 [Israel dover.idf.il ET SCAN NVAP -sA (2) 6
54.218. 93. 102 147.237.77.216 |lhited Sates dover.idf.il Xenu Link Seuth User Agent 6
84.109. 180. 213 147.237.77. 74 I srael lawidf.il Xenu Link Seuth Wser Agent 4
91. 224. 160. 106 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 4
216.119.125. 173 [147.237.77.233 |lhited Sates atal.idf.il S Injection - Select From 4
91. 121. 29. 140 147.237.72.166 |Fance aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
185. 118. 65. 230 147.237. 8. 28 Russi an Federation e nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 3
91. 224. 160. 106 147.237.76. 31 Net her | ands nakchal .idf . il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf il ET SCAN Potential SSH Scan 3
46.172.71. 251 147.237.76.176  |lkraine test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 2
185. 5. 99. 216 147. 237.76.202 |Pol and e halag.idf.il ET SCAN Potential SSH Scan 2
46.120. 122. 219 147.237.72.166 [lsrael akaidf.il Xenu Link Seuth User Agent 2
192. 253. 248. 99 147.237. 8. 27 Australia e.madi matal .idf.il ET SCAN Potential SSH Scan 2
91.121.147.218 147.237.77.176 |Fance nat pash. i df . i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
58. 218. 204. 245 147.237.76.44  [China e.refuah.idf.il ET SCAN Potential SSH Scan 2
185. 5. 99. 216 147.237.76.34  |Poland yohal an. i df .i | ET SCAN Potential SSH Scan 2
58. 218. 204. 245 147.237.76. 31 Ghi na nakchal .idf . il ET SCAN Potential SSH Scan 2
58. 218. 204. 245 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 2
54.218. 93. 102 147.237.72.166 |lhited Sates aka.idf.il Xenu Link Seuth Wser Agent 2
186. 240. 158. 133  |147.237.77.216 |Razil dover.idf.il Xenu Link Seuth Wser Agent 2
192. 253. 248. 99 147.237.77.226 |Austraia wa chanat z. aka. i df . i | ET SCAN Potential SSH Scan 2
185. 5. 99. 216 147.237.76.30  |Pol and hi nush. i of .i | ET SCAN Potential SSH Scan 2
192. 253. 248. 99 147.237.77.205 |Australia prisha. idf.il ET SCAN Potential SSH Scan 2
151. 80. 40. 87 147.237.77.176 |Fance nat pash. i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
94.102. 48. 195 147.237.76.86  [Netherl ands navy. i df .il ET SCAN NVAP -sS wi ndow 1024 2
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 2
93. 26. 144. 77 147. 237. 77. 61 France e.cogat.idf.il ET SCAN Potential SSH Scan 2
163. 172. 54. 30 147.237.0. 17 Uni ted Ki ngdom mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1




08-19-2016 to 08-20-2016

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
5.102.123. 43 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 813
217.63.91. 231 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 152
5.102.123. 43 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop drop 123
105. 156. 21. 78 Mor occo 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 79
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 62
8. 37. 225. 66 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 54
79.181. 225. 240 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 35
46.19. 86. 131 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 35
140. 168. 135. 1 Australia 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 34
117.136. 38. 144 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 34
79.181. 225. 240 | srael 147.237. 76. 86 navy.idf.il dr op First packet isn't drop 30
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 29
176. 65. 17. 245 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 26
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 25
149. 154. 252. 23 Bel gi um 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 24
94.128. 53. 251 Kuvai t 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 24
197. 134. 255. 97 Egypt 147.237.77.216  |dover.idf.il drop First packet isn't drop 21
37.136.19. 175 F nl and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 18
24.120. 54. 28 Lhited Sates 147.237. 72. 156 anan.idf.il drop Frst packet isn't drop 17
66. 102. 9. 42 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
46.116. 9. 118 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 15
46. 120. 206. 241 | srael 147.237. 72. 156 anan.idf.il drop Frst packet isn't drop 15
2.53.147.79 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
176. 65. 17. 245 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 14
185. 79. 102. 16 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
66.102. 9. 31 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
176. 13. 228. 93 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 12
85. 130. 129. 120 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 12
100. 92. 216. 239 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
205. 197. 242. 149 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
109. 253. 156. 178 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 8
100. 92. 131. 153 147.237.0.19 nedi matal .idf.il [drop Frst packet isn't drop 8
93.214.241. 101 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
93.220. 97. 173 Ger many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
109. 66. 109. 249 | srael 147.237.76. 30 hi nush. i df.il drop Frst packet isn't drop 8
79.178. 254. 224 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 7
109. 66. 109. 249 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
89.138. 142. 125 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 6
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
119. 63. 68. 196 Thai | and 147.237. 76. 86 navy.idf.il dr op First packet isn't drop 6
92. 50. 142. 190 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
85.130. 129. 120 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
195. 240. 168. 40 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
66. 102. 9. 54 Lhited Sates 147.237.0.34 tikshuv.idf.il drop First packet isn't drop 6
85. 130. 201. 44 | srael 147.237.77.234 halag.idf.il dr op First packet isn't drop 6
185. 89. 217. 232 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
100. 92. 131. 153 147.237.77. 233 atal .idf.il dr op Frst packet isn't drop 6
46. 246. 233. 210 G eece 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6




08-19-2016 to 08-20-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Gountry |Target Addr ess |Site Devi ce Action |Oount |
37.26. 146. 252 I srael 147.237.0.19 [nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 454
188.120. 154. 15 |l srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 450
77.139.118.231 |France 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 258
46. 19. 86. 97 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 242
77.127.54. 177 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 218
79.176.119.146 |[Israel 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 175
87.71.51.27 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 169
176. 13. 224. 46 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 168
2.55.38.5 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 165
37.26. 146. 228 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 154
2.53.59. 197 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Qode B ock 117
79.177.129. 25 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 99
87. 68. 60. 236 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 82
87.70. 26. 122 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 77
84.229.27. 105 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 76
46. 19. 86. 244 I srael 147.237.0.19 [nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 75
2.55.23.252 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Qode B ock 74
176.13.226.114 |Israel 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 73
37.26. 146. 204 I srael 147.237.0.19 [nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 71
46. 19. 86. 244 I srael 147.237.0.19 nadi matal .idf.il|Suspicious Response Code B ock 59
5.29.71. 189 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 59
176. 13. 20. 80 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 55
2.53.56. 83 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Qode B ock 47
213.57.203.145 |[Israel 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 42
46. 19. 86. 99 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 34
2.53.184. 117 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 33
37.26.146. 221 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 32
77.138.139.110 |France 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 29
37.26. 149. 140 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Qode B ock 28
5.102. 242. 40 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 28
131.253.25.172 |lhited Sates 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm  [B ock 22
109. 253.229.27 |Israel 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Qode B ock 22
112. 111. 163. 207 |Chi na 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 112. 111, 163. 207 B ock 18
121. 204. 158. 162 |Chi na 147.237.77.216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 121. 204. 158. 162 B ock 17
121. 15. 39. 206 Chi na 147.237.77.216 |dover.idf.il Mil tipl e Unhaut horized URL Access from 121. 15. 39. 206 B ock 17
121. 15. 39. 206 Chi na 147.237.76.200 |eitan. aka.idf.il |Miltipl e Wauthorized LRL Access from 121.15. 39. 206 B ock 17
89.139. 156. 146 [l srael 147.237.72.156 |anan.idf.il Suspi ci ous Response Code B ock 17
112. 254. 97. 42 Chi na 147.237.77.216 |dover.idf.il Mil tipl e Unaut horized URL Access from 112. 254. 97. 42 Bl ock 17
36.250.177.203 [China 147.237.77.216 |dover.idf.il Ml ti pl e Unhaut horized URL Access from 36. 250. 177. 203 B ock 17
66. 249. 64. 183 I srael 147.237.77.216 |dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 64. 183 B ock 15
46. 19. 85. 153 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
46.19. 85. 103 I srael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 12
2.55. 36. 105 I srael 147.237.0.19 [nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 12
109. 253. 241. 131 |l srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
137.132.3.12 S ngapore 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 9
46. 19. 85. 224 I srael 147.237.0.19 [nmadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 9
66. 249. 64. 183 I srael 147.237.77.216 |dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 9
66. 102. 9. 20 Lhited Sates 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm [B ock 7
37.26. 146. 218 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
112.111. 163. 207 |Chi na 147.237.77.216 |dover.idf.il Dstributed PHP Attenpt B ock 7
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