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|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target Sum(Packet_Count

‘ IP_Map.site

Address Country Address )
41.33.232. 65 Egypt 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet | 7187
24.107. 23. 207 Wited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘lrgdShake vioation, first packet | 2853
192. 249. 64. 249 lited States 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake violation, first packet |\ g 2840
212.143.121.19  |isradl 147.237.77.216  |dover.idf.il Ig: Zi‘lrgdShake vioation, first packet ;o oy 2560
46. 116. 223. 112 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1236
109. 160. 243. 10 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 745
93.173.180. 116 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 635
104. 172. 224. 157 147.237.77.216  |dover.idf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet ;o oy 547
81. 218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 509
109. 65. 185. 14 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 418
79. 179. 60. 37 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 326
79.179. 138. 32 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 324
37.142. 143. 239 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 315
89. 138. 43. 67 | srael 147. 237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 292
77.125.72.193 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 289
212. 25. 84. 200 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 288
149. 88. 107. 165 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 285
213.57. 160. 27 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 268
149. 78. 253. 225 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 248
109. 64. 59. 210 | srael 147. 237. 72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 214
213.57.173. 7 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 203
85. 250. 11. 35 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 202
109. 186. 190. 161 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 191
85. 250. 136. 172 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 190
46. 120. 34. 43 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 181
87.69. 231. 160 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 179
79. 180. 206. 238 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 171
81. 218. 51. 66 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 168
84.108. 82. 117 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 165
84.94. 49. 44 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 164
66. 249. 64. 151 I srael 147.237.77.226  |waw chanat z. aka. i df . | Ig Zi’s]dsmke violation, first packet | 163
46.117. 73. 249 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 158
77.125.247.70 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 150
109. 160. 136. 240 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 149
94. 230. 86. 205 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 149
176. 12. 148. 242 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 146
164.138. 115. 214 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 146
46. 121. 243. 123 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 144
2.54.134.92 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 132
93.173. 185. 254 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 131
109. 65. 109. 50 | srael 147.237.72. 156 anan. i df il Anonal y-TLS renegoti ation-d i dest - r eset 129
93. 173. 245. 68 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 125
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 122
46.120. 104. 109 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 121
89. 139. 36. 241 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 114
109. 64. 184. 70 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 113
176. 12. 149. 225 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 110
5.29.117. 206 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 110
84.109. 200. 204 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 104
79.177.199. 102 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 96
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

Fagrout e

197.38.62. 254 |Egypt 147. 237. 77. 216 |dover.i df . i | 'Zrlsgéolf Segnent Qverlap Wth Dfferent Dita, e.g. Pernit 71
91. 228. 248. 251 |l srael 147.237.76.42 |refuah.idf.il C1000004: HITP:. options nethod (M crosoft) B ock 18
212.143.66.6  |Israel 147.237.77. 233 |atal i of i 7120. TCP: Segent Qver|ap Wth Different Data, e. g Per nit 13
Fagroute
194. 114. 146. 227|| srael 147.237.77. 170 |naar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 12
85. 65. 52. 53 I srael 147. 237. 72. 166 |aka i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., Pernit 10
Fragrout e
109.65.11.83  |Israel 147. 237. 72. 156 |anan. i of . | 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g. Per nit 9
Fragrout e
81. 218. 48. 37 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i | |[C1000004: HITP: options nethod (M crosoft) B ock 8
84.108.244.94 |Israel 147.237.77. 233 |atal .idf .il 7120. TCP: Segment Qerlap Wth Different Data, e.g. Pernit 8
Fragrout e
82.102.170. 163 |Israel 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 7
78.108. 161. 226 |Lebanon 147. 237. 72. 156 |anan. i of . | 'Zrligrolf Segnent Qverlap Wth Dfferent Dita, e.g. Pernit 7
79.182.189. 153 I srael 147. 237.72. 167 |i shuri maka. i df . i | ;ligrolf Segrent Qverlap Wth Dfferent Duta, e.g. Per nit 7
176.13.15.55  |Israel 147.237.76.42 |refuah.idf.il 7120. TP Segrent Qverlap Wth Different Data, e.g. Pernit 6
Fagrout e
37.142.64.120 |Israel 147.237.76. 42 |refuah.idh.il 7120. TCP: Segnent Qver|ap Wth Different Data, e. g Per nit 6
Fagroute
37.142.202.172 | srael 147.237.76.42 |refuah.idf.il 'Zrligrolf Segent Qverlap Wth Different Data, e.g. Pernit 6
151. 80. 155. 141 |ltaly 147.237.77.74 |[lawidf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
79.177.107. 186 |Israel 147.237.76.42 |refuah.idh.il Qigmlf Segnent Qverlap Wth Dfferent Data, e.g. Per nit 5
151. 80. 155. 141 |italy 147.237. 77. 235 |sviva. i of .i | 20086: HITP. Mi ebl ackcat Security Scanner B ock 5
83. 244. 49 119 Pal est_l nian Territory, 147. 237. 77. 216 |dover i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g. Per it 5
Cceupi ed Fragroute
87.117.204. 159 |United K ngdom 147.237.77.19 |lawforumidf.il 16907: HITP. FHScan Core Scanner lsage B ock 4
80.178.187.210 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
79.177.25.130 |Israel 147. 237. 77. 216 |dover . i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Dita, e.g., Pernit 4
Fragrout e
86.168. 121. 211 |Uni ted Ki ngdom 147. 237.72. 166 |aka. i f .11 Qigmlf Segment Qverlap Wth Different Data, e.g. Per nit 4
109. 64. 184.70 |Israel 147. 237. 72. 156 |anan. i df . | 'Zrligrolf Segment Qverlap Wth Different Data, e.g., o 4
81.218. 48. 37 | srael 147.237.77. 216 |dover.idf.il C1000004: HITP. options nethod (M crosoft) Bl ock 4
185.22.224.96 |United Ki ngdom 147.237.77.74 |lawidf.il Qigmlf Segment Qverlap Wth Different Data, e.g. Per nit 4
212. 150. 203. 146|l srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 4
91.54.17.6 Ger many 147.237.77. 216 |dover.idf.il CL1000004: HITP:. options nethod (M crosoft) B ock 4
79.180.60. 138 | srael 147.237.72. 166 |aka. i df .i Qigmlf Segnent Qverlap Wth Dfferent Data, e.g. Per nit 4
85.158. 137. 195 |Eur ope 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
77.242.202. 244 |Fance 147.237. 77. 226 |wawn chanat z. aka. i df . i | |[CLO00004: HITP: options nethod (M crosoft) B ock 4
213.8.41.250  |Israel 147.237.76. 42 |refuah.idh.il 7120. TCP: Segnent Qver|ap Wth Different Data, e.g. Per nit 4
Fagroute
46. 19. 85. 45 I srael 147.237. 77. 216 |dover. i df .i | 7120. TCP Segrent Qverlap Wth Different Data, e.g. Pernit 3
Fagrout e
213. 8. 46. 230 | srael 147.237.76.31 [nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 3
109. 65. 106. 122 |Israel 147.237.72. 166 |aka. i df .i 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g. Per nit 3
Fragrout e
197.0.103.210 |Tunisia 147. 237. 77. 216 |dover . i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., Pernit 3
Fragrout e
91.121.196.94 |France 147.237.77.74 |lawidf il af‘i:’;d' - VerdPress Revsl i der/Showbiz PP File B ock 3
46.117.40.12  |israel 147.237.76. 42 |refuah.idf.il 7120 TCP Segrent Qverlap Wth Dfferent Dta, e.g., o o 3
Fragrout e
84.228.111.23 |Israel 147. 237. 72. 156 |anan. i of . | Qigmlf Segnent Qverlap Wth Dfferent Data, e.g. Per nit 3
84.108. 122. 94 | srael 147.237.77. 226 |waw chanat z. aka. i df . i1 |C1000004: HTTP: options net hod (M crosoft) B ock 2
2.52.140. 44 I srael 147. 237. 72. 166 |aka i of . i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g. Pernit 2
Fragrout e
82. 81. 250. 69 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
109. 188. 125. 23 |Russi an Federation 147. 237. 72. 166 |aka. i df . i1 lzrligmlf Segent Qverlap Wth Different Data, e.g. Per it 2
87.117.204. 159 |United K ngdom 147.237.77. 205 |prisha.idf.il 16907: HITP. FHScan Core Scanner Usage B ock 2
46.19.85.112  |israel 147.237.76.86 |navy.idf.il 7120. TP Segrent Qverlap Wth Different Data, e.g. Per nit 2
Fragrout e
46.121.73.60  |Israel 147. 237.72. 166 |aka i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Dita, e.g., Pernit 2
Fragrout e
46.19.85.31  |israel 147. 237. 77. 216 |dover . i of . i 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g. Per nit 2
Fragrout e
87.117.204. 159 |Unhited Ki ngdom 147.237.76.86 |navy.idf.il 16907: HITP. FHScan Core Scanner Usage B ock 2
111. 237. 174. 126|Japan 147. 237. 77. 216 |dover . i of . i | Sigrolf Segent Qverlap Wth Different Data, e.g. Pernit 2
95.172. 74. 63 Uni ted Ki ngdom 147.237. 77. 226 |ww chamat z. aka. i df . i | |C1000004: HITP. options nethod (M crosoft) B ock 2
46.19.85.225  [Israel 147.237.77.74 |lawidf.il 7120. TCP Segrent Qverlap Wth Different Data, e.g. Pernit 2
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|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 55
149. 200. 220. 132 |Jordan 147.237.77.216 |dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 43
41.234.202. 123  |Egypt 147.237.77.216 |dover.idf.il WEB- FRONTPAGE / _vti _bin/ access 9
24.225.8.5 Lhited Sates 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 9
202.78.217.116 |Japan 147.237.72.166 |aka.idf.il SERVER- WEBAPP backup access 8
182. 50. 130. 198 |S ngapore 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 8
212.179.21.194 |lIsrael 147.237.77.216 |dover.idf.il portscan: TCP Distributed Portscan 5
45.114.11. 49 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 4
45.114.11. 49 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 3
41.234.202. 123 |Egypt 147.237.77.216 |dover.idf.il SERVER- WEBAPP backup access 3
45.114.11. 49 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 49 147.237.0. 35 akaws. i df . il ET SCAN Potential SSH Scan 3
41.234.202. 123  |Egypt 147.237.77.216 |dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 3
45.114.11. 44 147.237.72. 156 |anan.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 49 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
80. 82. 64. 127 Net her | ands 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
37.161. 249. 160 France 147.237.72.166 |aka.idf.il ET SCAN NVAP -sA (2) 2
89.139.41.171 | srael 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 49 147.237.77.178 |e. natpash.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
201. 76. 127. 72 Brazil 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
31.44.138.118 | srael 147.237.72.166 |aka.idf.il portscan: TCP Distributed Portscan 2
41.234. 202. 123 Egypt 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
45.114.11. 49 147.237.76.200 |eitan aka.idf.il ET SCAN Potential SSH Scan 2
71. 34. 89. 145 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
66. 249. 78. 104 Lhited Sates 147.237.77.170 |na@arachot.idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 49 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 2
71. 34. 89. 145 Lhited Sates 147.237.77.176 |natpash.idf.il ET SCAN Potential SSH Scan 2
109. 67. 164. 253 |l srael 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 2
45.114.11. 49 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
37.142.64. 100 | srael 147.237.72.166 |aka.idf.il portscan: TCP O stributed Portscan 2
45.114.11. 49 147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
189. 202. 241. 84 Mexi co 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 4096 2
199. 203. 59. 121 | srael 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
41.234.202.123 |Egypt 147.237.77.216 |dover.idf.il LACAL RUES - Request wth the string install.phpinit 2
45.114.11. 49 147.237.72.166 |aka.idf.il ET SCAN Potential SSH Scan 2
80. 82. 64. 127 Net her | ands 147.237.77.170 |na@arachot.idf.il ET SCAN Potential SSH Scan 2
61.188. 189. 4 Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
213.57.180.231 |[lsrael 147.237.77.216 |dover.idf.il portscan: TGP O stributed Portscan 2
45.114.11. 49 147.237.76.199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 2
193. 106. 54. 32 | srael 147.237.77.233 |atal.idf.il ET DOB Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 2
45.114.11. 49 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 2
24.88. 125. 53 Lhited Sates 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘Message
Country
82. 80. 68. 209 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6275
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4258
82.145. 220. 192 |Eur ope 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 4105
109. 226. 20. 135 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2613
41.234.202. 123 |Egypt 147.237.77. 216 |dover.idf.i|Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 2305
41.234. 202. 123 |Eypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2031
79.183.120. 115 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1971
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1721
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1678
70.39.185.182 |Satellite Providd147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 1075
180. 253. 243. 202|I ndonesi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 963
208. 109. 97. 62 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 877
82. 145. 222. 190 |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 813
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 791
208.109. 97.62 |lhited Sates 147.237.77. 216 |dover.idf.i|SAMrul e dr op dr op 777
162. 128.69. 140 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 581
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 572
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 544
212.179.180. 30 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 538
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 533
85. 16. 133. 93 Ger many 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 527
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 523
212.76. 96. 156 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 477
68. 180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 471
79.179. 102. 141 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 438
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 434
dr opped. Ret r ansni ssi on
81.17.16.253 Snitzerl and 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 399
66.249.78.166 |United Qates |147.237.77. 216 |dover.idf.i| V3 1 d segnent retransmssion. Packet - (Streaning Engine: TCP Invalid drop 392
dr opped. Ret r ansni ssi on
84.94. 34. 42 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 361
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 343
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop dr op 339
2.54.182. 41 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 321
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf. | V31 d segnent retransmssion. Packet - (Sireaning Engine: TCP Invalid drop 310
dr opped. Ret r ansni ssi on
213.204.103. 26 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 308
190.177.249.76 |Argentina 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 298
197.149.88.190 [N geria 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 297
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 297
124.124. 244. 211|Indi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 294
207.46. 13. 70 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 266
213.151. 37. 24 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 264
207.46.13.119 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 250
207.46.13.126 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 247
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 246
212.243.165. 114|Snit zerl and 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 241
66. 87.127. 59 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 239
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 237
108.4.0.51 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 208
66. 87. 81. 187 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 206
212. 25. 84. 200 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 198
66.249.93.160 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 197
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Devi ce

Attacker Address Action

‘Count

‘Tar get Address |[Ste

41.234. 202. 123 |Egypt 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 41. 234. 202. 123 B ock 9131
46.19. 85. 197 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Same Response Code (404) in Session from46. 19. 85. 197 [B ock 4022
46. 19. 85. 210 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 2318
46.19. 85. 180 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 2184
46.19. 86. 151 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 1667
149. 88. 217.7 LSthlatt:sd 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 1656
2.54.40. 217 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 1533
2.54.22.99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 971
176. 13. 6. 235 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Same Response Code (404) in Session from176.13.6.235 |B ock 885
46. 19. 86. 254 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from46.19.86. 254 |B ock 871
2.54.167. 226 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Same Response Code (404) in Session from?2.54.167.226 |B ock 714
46.19. 85. 4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 548
46. 19. 86. 254 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 444
2.54. 4. 45 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 427
176. 12. 149. 92 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 388
2.54.13. 240 I srael 147.237.0.19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 372
) . . Too Many of the Sane Response Code (404) in Session from

185.32.179. 110 |israel 147.237.0.19 |madimatal .idf.il 105, 32.5’179. 116 P (404) Bock  [336
176. 12. 140. 91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 278
193. 201. 224. 126|lkrai ne 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 193. 201. 224. 126 B ock 264
2.54.155.219 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 252
46. 19. 86. 82 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 236
66. 249. 78. 128 | srael 147. 237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 236
2.54.168. 179 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 232
46.19. 86. 109 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 142
2.54.171. 62 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 136
176. 12. 149. 243 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 128
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 64
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 60
68. 180. 228. 112 g];::: 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 68. 180. 228. 112 B ock 52
202.78.217. 116 |Japan 147.237.72. 166 |aka.i df .il Mil ti pl e Uhaut hori zed URL Access from 202. 78.217. 116 B ock 48
46.19. 85. 153 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 48
46.19. 86. 118 | srael 147.237.77. 243 |nobi le.i df . i | Paraneter Type Molation Enail in nobile.idf.il/sachar/creat eaccount B ock 44
176.12.151.10 |Israel 147.237.0. 17 irTlmy- kosher-kravi.1df. |\ -coabl e S Sessi ons: Unknown Server Gerti ficate None 36
66.249.78.173 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Lhaut hori zed URL Access from 66. 249. 78. 173 B ock 36
176. 13. 13. 146 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 36
212.179.21.194 |lsrael 147.237.0.16  |ny-kosher-kravi.idf.il Uhtraceabl e SS_ Sessi ons: Lhknown Server Certificate None 36
46. 19. 86. 128 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 32
41.234.202. 123 |Egypt 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 28
202.78.217.116 |Japan 147.237.72. 166 |aka.idf .il Mil tipl e signatures from202.78.217.116 B ock 28
193. 106. 206. 10 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 28
176.13.8. 75 I srael 147.237.0.17 i"I’"y' kosher-kravi. 1 df. |\ aceabl e SI Sessions: Unknown Server Gertificate None |24

Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed

0102CE810D90C6A7D208FECEF94E5BCI9A7D20800093200300038003600
185.32.179.83 |[Israel 147.237.76.39 |nobile neitav.idf.il 3400350039003700380000012F00FF, (nhserved None 24

0102E282414E92A7D208FEE2FA821995A7D208000932003000380036003

400350039003700380000012F00FF

) . . Too Many of the Sane Response Code (404) in Session from

176.12.151. 228 |israel 147.237.0.19 |madimatal .idf.il 70, 12.5’151. bl P (404) Bock |24
176. 12. 151. 10 | srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 24
79.176. 16. 8 | srael 147.237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspici ous Response Code Qust om Tenpor ary B ock 20
89. 138. 201. 32 | srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 20
80. 246. 136. 132 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 20
66. 249. 78. 52 | srael 147. 237. 76. 147 |chi nuch. aka.i df .i | Uhaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 20
182.50.130. 198 |Sngapore |147.237.77.74 |lawidf.il Ml ti pl e Whaut hori zed URL Access from 182. 50. 130. 198 B ock 20
109. 64. 193. 35 | srael 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/gius B ock 20
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