08-17-2015-00:00:05 to 08-18-2015-00:00:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
50, 000"
40, 000"
30, 000"
20, 000"
Number 10, 000:-’
a -
Att acks 0- o N &O’ n .
~ ‘ K . ; . : 3 A
KRS N SR RGN OISR
& o & BN S P SRS
S ’Z’ S & L & e
S & S ®
5
& ) &
N
&/
N\
Top Tar get

[Top Attackers |

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
M anan.idf.il
M nat pash. i df.il
M refuah.idf.il
[N atal.idf.il
M ishurimaka.idf.il
hal ag.idf.il
B mny-kosher-kravi .idf.il

Top Attackers

W 91. 230. 121. 133
46.19. 86. 119
¥ 208. 109. 97. 62

37.142. 120. 81
Il 37. 142. 148. 59
M 149. 78. 154. 69
[ 2.54. 36. 185
M 2.54. 144. 232

46. 19. 85. 107
M 176.13.5.19




08-17-2015-00:00:05 to 08-18-2015-00:00:05

|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target ‘ . ‘ ‘Device Sum(Packet_Count
IP_Map.site [Name .
Address Country Address Action )
91.230.121. 133 Lkrai ne 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4791
66. 249. 67. 53 I'srael 147.237.77.216  dover icf.il [IF :";rr‘]dShake vioation, first packet g 4277
37. 48. 86. 168 Net her | ands 147.237.77.216  |dover.idf.il E Zifldsmke vidation, first packet 1\ 0q 2846
84.109.124.171 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 1194
213.57.160. 27 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 962
148.251.231.197  |Germany 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet 100 923
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 636
77.126.2.190 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 621
84.228. 102. 247 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 536
149. 78. 253. 225 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 462
109. 65. 178. 115 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 449
212.199. 112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 449
79. 180. 202. 99 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 342
213. 8.241.234 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 323
79.178. 98. 218 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 262
81.218. 241. 25 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 260
79.179.51. 239 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 254
109. 65. 108. 33 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 250
192. 114. 91. 245 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 244
212.199.112. 144 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 243
93.172.51. 111 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 242
212.179. 44. 27 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 235
84. 228. 248. 253 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 228
84. 229. 100. 28 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 209
185. 32. 179. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 203
85. 250. 83. 79 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 196
213.57.209. 34 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 188
84.111.190. 198 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 187
109. 66. 173. 117 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 179
79. 183. 125. 254 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 178
5. 102. 205. 119 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 169
84. 228. 88. 187 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 163
84.109. 190. 154 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 160
85. 130. 133. 157 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 153
5.29.93.175 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 151
89. 138. 56. 6 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 148
2.54.139. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 143
91.230.121. 133 krai ne 147.237.77.216 dover.idf.il \¢b- et c/ passwd- D r - Tr aver sal dest - r eset 139
81.218. 51. 66 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 138
87.69.17.6 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 130
5.29. 117. 206 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 128
46.121. 122. 15 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 123
81. 218. 241. 25 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 119
37.26.147.182 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 116
79.177.203. 138 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 113
79.182.174. 43 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 104
87.69. 203. 130 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 102
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 99
91. 227. 71. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 96
91. 231. 192. 149 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 92
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Ste

82.166.23.12 [ srael 147. 237. 77. 216 |dover.i df . i | ;lig}olf Segnent Qverlap Wth Dfferent Dta, e.g., o 4 32

159. 253. 145. 150|lhited Sates 147.237.77.233|atal .idf.il Q095: Suspi ci ous Addresses MFA Perm t 29

194. 114. 146. 227|l srael 147.237.77.74 |lawidf.il C1l000004: HTTP:. options nethod (M crosoft) Bl ock 18

192.151. 159. 82 |lLhited Sates 147.237. 77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FQedit or B ock 16

77.127.200.9  [israel 147.237.77. 233 atal i df i1 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o o 14
Fragroute

79.181.129.86 |Israel 147.237.76. 42 |refuah.idf.il ;ligroltf Segrent Qverlap Wth Different Data, e.g., o 4 12

194. 90. 178. 37 | srael 147.237.76.31 |[nakchal.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 11

37.75. 215, 31 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df .1 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., Per nit 11

Qccupi ed Fragrout e

213.139. 52. 127 |Jordan 147. 237. 77. 216 |dover i df . i ;ligrolf Segnent Qverlap Wth Dfferent Data, e.g., o o 10

2.52.52.179 I srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o o 9
Fragrout e

77.125.164. 141 |l srael 147.237.77. 170 |naar achot . i df .i | C1l000004: HTTP:. options nmethod (M crosoft) Bl ock 8

147.236. 238. 41 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 7

84.95. 215. 113 | srael 147.237.76.31 |[nakchal.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7

24.191.107.49 |wited Sates 147. 237. 77. 216 |dover. i cf . i | Zrlz(g)m;f Segnent Qverlap Wth Dfferent Dta, e.g.. o 4 6

192.117.113. 18 |Israel 147.237.72. 166 |aka.idf.il C1l000004: HTTP:. options nmethod (M crosoft) Bl ock 6

84.228.244.22 |israel 147.237.76.42 |refuah.idf.il ngmlf Segnent Qverlap Wth Dfferent Dta, e.g., o 4 6

195. 200. 205. 2 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 5

46. 116. 113. 90 | srael 147.237.76.31 |[nakchal .idf.il C1l000004: HTTP:. options method (M crosoft) B ock 5

79.178.53.189 | srael 147.237.77. 233 |atal i df i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., o, 5
Fagrout e

46.19. 85. 43 I srael 147. 237. 77. 216 |dover. i cf . i | 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o o 5
Fragrout e

148. 251. 231. 197|Cer many 147.237.77. 216 |dover.idf.il 2809: HITP. |11S TRACK Met hod Bl ock 4

158.112. 85. 164 |Nor way 147. 237. 77. 216 |dover . i of . i gzgmlf Segrent Qverlap Wth Different Data, e.g., o 4

213. 8. 115. 122 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i1 |C1000004: HTTP. opti ons nethod (M crosoft) B ock 4

46.19.85.127  |israel 147. 237. 72. 166 |aka i df . i | 7120: TCP: Segrent Qerlap Wth Different Dta, e.g., o 4 4
Fagrout e

211.59.8.170 Korea, Republic of 147. 237. 76. 147 |chi nuch. aka.i df .i | C1000108: HITP. Trying to | ocate exi sting FCKeditor B ock 4

46.117.185.14 |israel 147. 237.72. 166 |aka i df . i | 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o oy 4
Fragrout e

212.117. 143. 250|1 srael 147.237.77. 170 |naar achot . i df .i | C1l000004: HTTP:. options nethod (M crosoft) Bl ock 4

77.247.181. 163 |Net her| ands 147.237. 77. 216 |dover.idf.il @91: HITP. Access to - admin. asp B ock 3

62.90.144.38  [Israel 147.237.76. 42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o oy 3
Fragroute

197.0.118.0 Tuni si a 147. 237. 77. 216 |dover. i of . i | 7120: TCP: Segrent Qerlap Wth Different Dta, e.g., o 4 3
Fragrout e

123.1.192.208 |Hong Kong 147.237.72. 166 |aka.idf.il 8479: HITP. Suspi ci ous HTTP Request B ock

79.180.55.11  |Israel 147.237.76. 42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o o 3
Fragrout e

109.64.60.69  |Israel 147. 237, 77. 216 |dover . df .i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., oo 3
Fagrout e

62.219. 114. 144 |Israel 147. 237. 77. 170 |mear achot . i df . i | Zrlz(g)m;f Segnent Qverlap Wth Dfferent Dta, e.g.. o 4 3

41.82.61.180  |Senegal 147.237.72. 156 |anan. i of . ;ligrolf Segrent Qverlap Wth Different Data, e.g., o, 3

79.178. 22. 32 I srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

46.19.85.181  |Israel 147. 237. 77. 216 |dover . i of . i | 7120: TP Segrent Qverlap Wth Different Data, e.g., o 3
Fragrout e

52.1.90. 117 Lhited Sates 147.237. 77. 216 |dover.idf.il 13840: TLS: (penSSL Heartbeat Packet B ock 3

46.19.85.185  [Israel 147.237.76. 42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o o 2
Fragroute

188. 161. 184. 71 Pal est_l nian Territory, 147. 237. 77. 216 |dover i of i1 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Pernit 2

Cccupi ed Fragroute

79.178. 143.190 [l srael 147.237.76.42 |refuah.idf.il ;lig}olf Segnent Qverlap Wth Dfferent Dta, e.g., o 4 2

212. 143. 220. 139|l srael 147.237. 77. 226 |wwn chanat z. aka. i df . i1 |C1000004: HTTP. options nethod (M crosoft) B ock

109.64.60.69  |Israel 147.237.77. 176 |mat pash. i df . i 7120: TCP: Segrent Qverlap Wth Different Dta, e.g., o, 2
Fagrout e

46.19. 85. 95 I srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o oy 2
Fragrout e

87.117.204. 115 |United K ngdom 147.237.77. 216 |dover.idf.il 16907: HITP. FHScan Core Scanner Usage B ock 2

62. 90. 255. 56 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i| |C1000004: HTTP: options net hod (M crosoft) B ock 2

2.52.26.26 I srael 147. 237. 77. 216 |dover.i df . i 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., o oy 2
Fragrout e

71.146.4.201  |wited Sates 147. 237. 77. 216 |dover. i of . i | ;ligroltf Segment Qverlap Wth Different Data, e.g., o 4 2

84.111.30.145 |israel 147.237.76.42 |refuah.idf.il ;lig}olf Segment Qverlap Wth Different Data, e.g., o 2

159. 253. 145. 150|Lhited S ates 147.237.77. 216 |dover.idf.il Q095: Suspi ci ous Addresses MFA Per n t 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il SERVER- WEBAPP TRACE at t enpt 398
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 296
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il SQ Inection - Select Fom 143
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 101
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in HITP Cooki e 98
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il PQICy-OHR script tagin R - likely cross-site scripting attenpt 91
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il ET VBB SERVER cript tagin LR, Possible Goss Ste Scripting Atenpt 91
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in UR 88
37.8.74.192 glcisgi':('ja” Territory, 147.237.77. 176 |nat pash. i of . i1 |ET SCAN NVAP - sA (2) 67
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il SQ url ending in cooment characters - possibl e sgl injection attenpt 64
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il GPL WEB SERVER / et ¢/ passwd 54
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il SERVER- WEBAPP cart 32. exe access 47
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e SQL Injection Attenpt SHECT FROM 43
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il SERVER VEEBAPP / et ¢/ passwd fil e access attenpt 40
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il ET VBB SERVER S Injection Select Jeep Tine Del ay 32
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il 5 WNDOMS Mcrosoft Forefront UAG javascript handler in LR XSS attenpt 22
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e SQL I njection Attenpt UN ON SH ECT 19
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il Q. union select - possible sgl injection attenpt - GET paranet er 19
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il @L BPLAT .cnf access 18
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il FRERIIS . cnf access 18
91.230. 121. 133 |lkrai ne 147.237.77.216|dover.idf.il |SQ 1 =1 - possible sg injection attenpt 17
91.230. 121. 133 |tkrai ne 147. 237. 77. 216 |dover.i df . i | Etrt\éﬁ—tsa VER [systen82/ in Ui - Possible Protected Drectory Access 16
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il ET WBB SERVER /bin/sh In UR Possi bl e Shel | Gommand Execution Attenpt 16
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il SERVER || S cmdl. exe access 16
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il SERVER WEBAPP WEB- | NF access 16
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il ET WEB SERVER cnd. exe In LR - Possi bl e Command Execution Attenpt 16
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il SERVER WEBAPP cat %20 access 14
148. 251. 231. 197|Cer many 147.237.77. 216 |dover.idf.il SERVER- WEBAPP WEB- | NF access 14
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il SERVER- WEBAPP f axsurvey access 14
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il SERVER WEBAPP ndcgi . exe access 13
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il WEB- FRONTPAGE / _vti _bin/ access 12
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi ble MySQ. SQLi Attenpt |nformation Schema Access 10
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il SQ waitfor delay function - possible SQ injection attenpt 9
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il SERVER- WEBAPP . ht access access 8
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il ET WEB SERVER Poi son Nul |l Byte 8
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il GPL VB SERVER . ht access access 8
91.230. 121. 133 |lkrai ne 147.237.77. 216 |dover.idf.il |SERVER WEBAPP nod- pl sql admini strati on access 8
91.230.121. 133 |lkraine 147.237.77. 216 |dover.idf.il SERVER VEBAPP nai | news. cgi  access 7
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il SFRERIIS Drectory transversal attenpt 6
91.230.121. 133 |kraine 147.237.77. 216 |dover.idf.il SERVER WEBAPP webal i zer access 6
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il GPL VB SERVER webal i zer access 6
91.230.121. 133 |Wkraine 147.237.77. 216 |dover.idf.il ET VB SERVER Onouseover=in UR - Likely Qoss Ste Scripting Attenpt 6
87.117.204. 115 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il ET SCAN FHScan core User- Agent Det ect 5
66. 249. 67. 23 Lhited Sates 147.237.76.31 |nakchal .idf.il |ET SCAN NVAP -sA (2) 5
148. 251. 231. 197|CGer many 147.237.77. 216 |dover.idf.il SERVER- WEBAPP TRACE at t enpt 5
45.114.11. 46 147.237.76. 197 |e. hi nush. i df . i 1|ET SCAN Potential SSH Scan 4
91.230.121. 133 |Wkrai ne 147.237.77. 216 |dover.idf.il SERVER- WEBAPP / cgi - bi n/ access 4
148. 251. 231. 197 |Ger many 147.237.77. 216 |dover.idf.il ET VB SERVER saf e node PHP config option in uri 4
148. 251. 231. 197 |Ger many 147.237.77. 216 |dover.idf.il ET VB SERVER di sabl e functions PHP config option in uri 4
148. 251. 231. 197|Ger many 147.237.77. 216 |dover.idf.il ET V(BB SERVER al | ow url i ncl ude PHP config option in uri 4
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘Message
Country
37.142.120. 81 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2039
37.142. 148. 59 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1702
149.78.154.69 |lLhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN dr op dr op 1517
208.109.97.62 |Lhited Sates 147.237.77. 216 |dover.idf.il |SAMrul e drop drop 1386
2.54. 144,232 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1325
185. 4. 252. 171 Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1169
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 848
208.109.97.62 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 730
2.54. 145. 96 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 634
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 566
46. 19. 86. 53 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 531
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 516
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 503
82.166. 22. 10 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 448
70. 39. 186. 125 :atos: :j;e 147.237.77. 176 |nat pash. i df . i||F rst packet isn't SN drop drop 446
52.16.5. 197 Lhited Sates |147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 439
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 434
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 432
66.249.67.65  |United Sates |147.237.77. 216 |dover.icf. i1 | VA d segment retransmssion. Packet  [Streamng Engine: TGP Invalid dr op 388
dr opped. Ret r ansnii ssi on
68.180.228. 112 |lhited Sates |[147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 368
176. 13. 22. 30 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 366
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 365
66.249.67.59  |United Sates |147.237.77. 216 |dover.icf. i1 | V@ 1d segment retransmssion. Packet  [Streamng Engine: TGP Invalid dr op 348
dr opped. Ret r ansni ssi on
149. 78. 21. 233 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 338
66.249.67.53  |United Qates |147.237.77. 216 |dover.idr. i1 |\MV@1d segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 316
dr opped. Ret r ansnii ssi on
82.80.176. 83 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 316
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 311
41. 33. 231. 86 Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 300
176. 13. 19. 195 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 292
190. 24.146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 289
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 281
62.201.211.78 Irag 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 256
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 252
2.54.48. 227 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 241
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 233
207. 46. 13. 66 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 188
212.199. 182. 150|l srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 187
141.0. 15. 184 Nor way 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 186
31.154. 167.236 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 179
207.46.13. 119 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 175
31.154.92. 197 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 175
207. 46. 13. 70 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 173
76.204.214.110 |lhited Sates [147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 173
108.59. 253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 164
107. 167.108. 90 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 158
85. 65. 104. 9 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 158
188. 165. 15. 19  |Fance 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 158
148. 251. 231. 197 |Ger many 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 153
108.24.155.49 |lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SIN dr op dr op 151
185. 13. 195. 82 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 150
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action

46.19. 86. 119 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 2735
2.54.36.185  |Israel 147.237.0.19  |naci matal .idf.i| 200 oy o the Sane Fesponse Code (404) i Session from Bl ock 1352
46.19. 85. 107 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 1300
176.13.5. 19 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 1174
37.26.147. 172 I srael 147.237.0.19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 1143
37.26. 149. 164 I srael 147.237.0.19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 969
37.26.148. 144 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 812
176.13.22.96  |Israel 147.237.0.19  |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from Bl ock 770

176. 13. 22. 96
46. 19. 86. 246 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 708
2.54.4.134 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 619
2.54.182. 238 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 583
46.19. 86. 184 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 518
2.54. 30. 69 I srael 147.237.0.19 |nadimatal .idf.il 2024"’&3%3’ ﬁog the Same Response Code (404) in Session from B ock 496
46.19. 85. 241 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 444
2.54.173. 10 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 388
176. 12. 145. 89 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 360
176. 13. 16. 198 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 356
112.134.179. 43 |Si Lanka 147.237.0.19 |nadimatal .idf.il Too My of the Same Response Cbde (404) in Session from B ock 322

112.134.179. 43
2.54.14.199 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 232
46.19. 85. 112 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 209
2.52.165. 16 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 208

) s Too Many of the Sane Response Gode (404) in Session from
176.12. 139. 198 |Israel 147.237.0.19 |nadimatal .idf.il 70, 12.3’139. 108 P (404) B ock 198
176. 13. 22. 96 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 143
46.19. 85. 252 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sanme Response Code (404) B ock 128
66. 249. 67. 53 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 67. 53 B ock 124
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 67. 59 B ock 112
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 67. 65 B ock 68
176. 12. 138. 69 I srael 147.237.0. 19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 68
212.199. 112. 144|l srael 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 212.199. 112. 144 B ock 64
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 112 B ock 64
79.179. 61. 26 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nai n/ sachar/ undefi ned B ock 44
S Unaut hori zed URL Access to

213.251. 182, 103(France 147.237.77. 176 |nat pash. i df . 1 virwv cogat . i df . il /sip storage/ fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 36
148. 251. 231. 197 |Ger many 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 148. 251. 231. 197 B ock 36
81.218. 70. 243 | srael 147.237.72. 166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 81. 218. 70. 243 B ock 32
81.17.16.253 Sntzerl and 147.237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 28
66. 249. 78. 173 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66.249. 78. 173 B ock 28
46. 19. 85. 18 I srael 147.237.77. 243 |nobi le.idf.il Paraneter Type Mol ation Password in nobile.idf.il/sachar/l ogin B ock 28
66. 249. 78. 166 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 28
2.54,15.139 | srael 147.237.0.19 |nadimatal.idf.il O stributed Too Many of the Sane Response Code (404) B ock 28
176.13.7.166  |Israel 147.237.77. 243 |nobi l e.i df . | Paraneter Type Vol ation QirentPassvord in B ock 28

nobi | e. i df . i|/sachar/changepasswor d
213.139.52. 127 |Jordan 147.237.77. 216 |dover.idf.il Dstributed Mal forned URL B ock 20
46.117.217. 214 |l srael 147.237.77. 170 |n@arachot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112745. pdf |B ock 20
213.139. 52. 127 |Jordan 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 20
91.231.192. 149 |Israel 147.237.72. 166 |aka.idf.il D stributed Too Many of the Sane Response Code (403) B ock 20
85. 64. 81. 58 | srael 147.237.72. 166 |aka.idf.il Ml tipl e Unauthorized URL Access from 85. 64. 81. 58 B ock 20
46. 19. 85. 27 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 20
176.13.10. 173  |Israel 147.237.0.17 Im”y' kosher-kravi. T df.i f 1@ ceable SI Sessions: Unknown Server Gertificate None 20
46.120. 142. 235 |l srael 147.237.0. 17 Im"y' kosher-kravi. 1f.1 | 1 aceabl e SSL Sessions: Unknown Server Gertificate None 20
85. 64. 81. 58 I srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwn aka. idf.il/sip storage/files/2/ B ock 20
109. 65. 54. 112 I srael 147.237.72. 166 |aka.i df.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 20
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