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08-15-2016 to 08-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10398
197.37.37. 176 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5790
5. 34. 167. 227 Pal estinian Territory, Qccupi ed147.237.77.216 dover.idf.il |TCP Scan (vertical) drop 1360
94. 242. 246. 24 Luxenmbour g 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 1228
171.25.193. 77 Sweden 147.237.77.216 dover.idf.il |TQP Scan (vertical) drop 656
78.41. 115. 145 Austria 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 635
149. 202. 98. 160 France 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 622
185. 100. 85. 101 Ronani a 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 620
185. 129. 62. 63 Denmar k 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 605
95. 130. 11. 147 France 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 589
37.187.129. 166 France 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 569
176. 126. 252. 12 Romani a 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 487
77.247.181. 165 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 475
149. 56. 229. 17 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 413
92.222.88.7 France 147.237.77. 216 dover.idf.il |TCP Scan (vertical) drop 405
197. 37.37. 176 Egypt 147.237.77.216 dover.idf.il |SYNHood del ete reset drop 371
193.111. 136. 162 Ger nany 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 353
85. 25. 103. 119 Cer many 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 260
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 234
193. 90. 12. 90 Nor way 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 228
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 211
141. 255. 159. 42 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 184
93. 174. 90. 30 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 159
197.231.221. 211 Li beri a 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 101
134. 191. 232. 68 | srael 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 81
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 66
105. 110. 8. 58 Ageria 147.237.77. 216 dover.idf.il |DC5-HITP-fireflood dest - r eset 63
163. 172. 28. 159 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 57
31. 168. 106. 40 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 49
134.191.232. 71 | srael 147.237.77. 233 atal.idf.il JLMPurple Gn Lint Htp dr op 46
141. 70. 82. 221 Cer many 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 38
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 37
109. 67. 199. 100 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 35
197. 37.37.176 Egypt 147.237.77.216 dover.idf.il |SYNH ood unverified cooki e drop 28
31. 210. 186. 37 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 27
77.138.52. 97 France 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 27
172.91.128. 239 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 26
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il |SYNHood out of context drop 21
134.191. 232. 68 | srael 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt_Tcp drop 20
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 20
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 18
84.95. 131. 187 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 18
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 18
82.80.78.2 | srael 147.237.77. 176 nat pash. i df.il |B ack List drop 18
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
185. 5. 220. 198 Pal estinian Territory, Qcupi ed147.237.77.216 dover.idf.il |SYN Hood out of context drop 17
80. 246. 133. 62 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 16
2.53.16.163 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 16
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 16




08-15-2016 to 08-16-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ’Target Address |Site Sgnature

69.30.198.242 [lnited Sates 147.237.77.216|dover.i df .i | C1000074: HTTP:. naj estic bot Per nirt 104
106. 38. 241. 105 |Chi na 147.237.77.216|dover.i df .i | CLl000071: HTTP: User Agent Sogou+web+spi der Per mit 20
162. 210. 196. 129|United Sates 147.237.77.216|dover. i df .i | C1000074: HTTP. naj estic bot Per nirt 18
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | CL000071: HTTP: User Agent Sogou+web+spi der Per mt 14
5.9.85.4 Ger many 147.237.77.74 [lawidf.il C1000074: HTTP. maj estic bot Per nirt 13
5.1.109.116 Iraq 147.237.77.216|dover. i df .i | 3886: HIMP. Qross Ste Scripting in POST Request B ock 8
46.4.32.75 Ger many 147.237.72. 166 [aka. i df . i | C1000074: HTTP:. naj estic bot Per nirt 8
79.179.188.66 |Israel 147.237.77.216|dover.i df .i | 1633: HTTP. WbDAV Protocol PRCPFIND Met hod B ock 5
106. 38. 241. 105 |Chi na 147.237.77.74 [lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 5
41.142.70. 54 Mbr occo 147.237.77.216|dover.i df .i | C1000064: HTTP. Access to - adm n.asp Per nirt 4
195. 154. 185. 20 |France 147.237.72. 166 [aka. i df . i | C1000074: HTTP. maj estic bot Per nirt 3
46.4.120.3 Ger many 147.237.77. 176 |nat pash. i df . i | C1000074: HTTP. najestic bot Permt 3
176. 9. 131. 69 Ger many 147.237.77.216|dover.i df .i | C1000074: HTTP. naj estic bot Per nirt 3
69. 30. 213. 82 Lhited Sates 147.237.72. 166 [aka. i df . i | C1000074: HTTP. maj estic bot Per nirt 3
195. 154. 185. 20 |France 147.237.77. 216 |dover . i df .i | C1000074: HTTP. maj estic bot Per nirt 3
92.238.226.245 |[United Ki ngdom 147.237.77.216|dover.i df .i | C1000074: HTTP. naj estic bot Per nirt 3
212.47.229.189 |France 147.237.77.216|dover.i df .i | C1000074: HTTP. mnaj estic bot Per nirt 3
162. 210. 196. 100|thited Sates 147.237.77. 216 |dover . i df .i | C1000074: HTTP. maj estic bot Per nirt 3
69.30.198.242 [lnited Sates 147.237.72. 166 [aka. i df . i | C1000074: HTTP:. naj estic bot Per nirt 3
212.47.231.31 |France 147.237.77.74 [lawidf.il C1000074: HTTP. mnaj estic bot Per nirt 3
5.9.85. 4 Ger many 147.237.77. 216 |dover . i df .i | C1000074: HTTP. maj estic bot Per nirt 3
162. 210. 196. 129|United Sates 147.237.77.74 [lawidf.il C1000074: HTTP. naj estic bot Per nirt 2
46.4.120.3 Ger many 147.237.76.200|ei tan. aka. i df . i | |CL000074: HTTP. najestic bot Per nirt 2
199. 58. 86. 209 |[lhited Sates 147.237.77. 216 |dover . i df .i | C1000074: HTTP. maj estic bot Per nirt 2
138. 201. 127. 112|Ger nany 147.237.77.216|dover.i df .i | C1000074: HTTP. naj estic bot Per nirt 2
106. 38. 241. 105 |Chi na 147.237.72. 156 |aman. i df . i | CLl000071: HTTP: User Agent Sogou+web+spi der Per mit 2
106. 38. 241. 105 |Chi na 147.237.77. 176 |mat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per nit 2
199.58.86.211 |Uited Sates 147.237.77. 216 |dover.i df .i | C1000074: HTTP. naj estic bot Per nirt 2
62.212.73.211 |Netherl ands 147.237.77.216|dover.i df .i | C1000074: HTTP. maj estic bot Per nirt 2
46.4.120.3 Ger many 147.237.77.216|dover. i df .i | C1000074: HTTP. najestic bot Permt 2
199.58.86.211 |[Lhited Sates 147.237.77.234|hal ag. i df . il C1000074: HTTP: naj estic bot Pernmit 2
106. 38. 241. 105 |Chi na 147.237.76.42 |refuah.idf.il CLl000071: HTTP: User Agent Sogou-+web+spi der Per mit 2
5.9.85.4 Ger many 147.237.72. 166 |aka. i df . il C1000074: HTTP. maj estic bot Per nirt 2
162. 210. 196. 97 |Uited Sates 147.237.77. 216 |dover.idf .i | C1000074: HTTP. naj estic bot Per nirt 2
197. 231. 221. 211 |Li beria 147.237.77.216|dover.i df .i | 24910: HITP. Python urllib User-Agent Header B ock 2
51.254.121. 188 |France 147.237.77.216|dover. i df .i | C1000074: HTTP. naj estic bot Permt 2
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
46.4.120.3 Ger many 147.237.72. 166 [aka. i df . i | C1000074: HTTP. maj estic bot Per nirt 2
199. 58. 86. 206 |lhited Sates 147.237.72. 166 |aka. i df . il C1000074: HTTP. maj estic bot Per nirt 2
106. 38. 241. 105 |Chi na 147.237.0.34 |tikshuv.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
83.149.126.98 |Ger many 147.237.77.216|dover . i df .i | C1000074: HTTP. maj estic bot Per nirt 2
51. 255. 65. 77 France 147.237.76.200|ei tan. aka. i df . i| |[ClL000146: HTTP. AhrefBot craw er B ock 1
5.34. 167. 227 gcf;iig;a” Territory, 1147, 237.77. 216 |dover . i df . i | 19791: HITP. VérdPress N-Media PHP File Ul oad B ock 1
164.132.161.91 |[italy 147.237.76.31 |nakchal .idf.il Cl000146: HITP. AhrefBot craw er B ock 1
164.132.161.27 |italy 147.237.76.200|ei tan. aka. i df . i| |ClL000146: HTTP. AhrefBot craw er B ock 1
151.80.31.175 |France 147.237.76.200|ei tan. aka. i df . i| |ClL000146: HTTP. AhrefBot crawl er B ock 1
51. 255. 65. 43 France 147.237.76.200|ei tan. aka. i df . i| |[CL000146: HTTP. AhrefBot craw er B ock 1
212.199.93.122 |[Israel 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
5. 34. 160. 178 ga:lcis;ii:;a” Territory, 147. 237.77. 216 |dover . i df . i | \136:;: abmF; Vérdpress I nBoundio Mrketing PH Lpload 15 1
164.132.161.66 |italy 147. 237. 76. 147 |chi nuch. aka. i df . i|CL000146: HTTP. AhrefBot craw er B ock 1




08-15-2016 to 08-16-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
66.249. 64. 142  |147.237.76.86 |Lnited Sates navy.idf.il ET SCAN NVAP -sA (2) 230
5.1.109.116 147.237.77.216|Iraq dover.idf.il QA Injection - Select From 16
5.34.167.227  |147.237.77.216 g‘z'cisgiig;a” Territory,  gover. i . i1 SQ Injection - Select From 9
109. 64. 179. 64  [147.237.0.19 |Israel madi matal .idf.il ET SCAN NVAP -sA (2) 6
91.224. 160. 106 |147.237.76.39 |Netherlands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 4
176.114.1. 175  [147.237.77. 216 |krai ne dover.idf.il Tehila - Perl LWP with fake user agent 4
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 4
41.142.70.54 147.237. 77. 216 |Mor occo dover.idf.il SERVER- WEBAPP | ogi n. ht m access 4
91.224.160. 106 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 4
5.1.109. 116 147.237.77. 216 |Iragq dover.idf.il GPL WEB SERVER / et ¢/ passwd 4
79. 178. 29. 65 147.237.77. 233 |I srael aal .idf.il ET SCAN NVAP -sA (2) 3
104. 200. 154. 22 |147.237.77. 216 |Wited Sates dover.idf.il SERVER- WEBAPP adm n. php access 3
91.224.160.106 [147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 3
132.74.95.19 147.237.77. 170 |l srael naar achot . i df . i | Er DC5 Large amount of TCP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
218.71.136. 101 |147.237.77. 216 |Chi na dover.idf.il GPL SCAN nmap TCP 2
80. 246. 130. 239 [147. 237. 77. 233 |l srael aal .idf.il EI' DOS Large amount of TGP ZeroWndow - Possibl e 2
Nki |l er2 DDos attack
176.114.1. 175  [147.237.77. 216 |krai ne dover.idf.il SERVER- WEBAPP Manbo upl oadi mage. php access 2
91.224.160. 106 |[147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76.34 [Netherlands yohal an.idf . il ET SCAN Potential SSH Scan 2
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link S euth User Agent 2
113.108.10. 31  |147.237.76.30 |China hi nush. i df . i 1 ET SCAN NVAP -sS wi ndow 1024 2
59. 67. 64. 13 147.237.0.15 |China kosher-kravi .idf.il GPL SCAN nmap TCP 2
41.142.70.54 147.237. 77. 216 |Mor occo dover.idf.il SERVER VEBAPP adni nl ogi n access 2
91.224.160.106 |[147.237.0.35 |[Netherlands akavs. i df .i | ET SCAN Potential SSH Scan 2
71.6.152. 72 147.237.76.86 |[Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 2
46.60.68.102  |147.237.77.176 Za:lcis;iie”;a” Territory, et pash. i df. i ET SCAN NVAP -SA (2) 2
91.224.160. 106 |147.237.76. 202 |Net her | ands e.halag.idf.il ET SCAN Potential SSH Scan 2
71.6.152. 72 147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 2
197. 166. 123. 225|147. 237. 77. 216 |Egypt dover.idf.il S 1 =1- possible sq injection attenpt 2
58.218. 204. 245 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 2
2.226.205.5 147.237.72. 166 [Italy aka.idf.il ET SCAN Potential SSH Scan 2
58.218.204. 245 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 2
91.125.184. 101 |147.237.77. 216 |Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 2
91.224.160. 106 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential SSH Scan 2
62.210.38.242 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
79.177.182. 135 |[147.237.77. 233l srael atal.idf.il ET SCAN NVAP -sA (2) 2
59. 67. 64. 13 147.237.77. 179 |Chi na e.nazi.idf.il GPL SCAN nmap TCP 2
91.224.160. 106 |147.237.76.30 |Netherlands hi nush. i df .i | ET SCAN Potential SSH Scan 2
66. 249. 78. 14 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
5.34.167.227  |147.237.77.216 g";"cis;iig;a” Territory, | gover. i df.. il ET SCAN Potential VNC Scan 5900- 5920 2
41.142.70.54 147.237. 77. 216 |Mor occo dover.idf.il SERVER- WEBAPP adm n. php access 2
79.181.209. 33  [147.237.77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 2
186. 240. 163. 110|147. 237. 77. 216 |Rrazi | dover.idf.il Xenu Link Seuth User Agent 2
198. 167.223.33 |147.237.76.177|Saint Ktts and Nevis  [ncore.idf il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 149. 2 147.237. 77. 226 |I srael ww chanat z. aka. i df i | L(I)AL_'RlLES - HTTP Request with CPTICNS nethod to a 1
.doc file
180.97.75.130 [147.237.8.28 |China e.nobi | e-ks. i df .il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 148  |147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
113.108.10. 31 [147.237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.31.170. 18 147. 237.76. 42 |United Ki ngdom refuah.idf.il ET SCAN NVAP -f -sS 1




08-15-2016 to 08-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Si gnatu re‘ Message

197.37.37.176  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5798
31.168.106.40 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2564
109. 191. 54. 107 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1709
105. 110. 8. 58 Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1269
197.37.37.176  |Egypt 147.237.77. 216 |dover.idf.il drop drop 934
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 469
172.91.128.239 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 429
31.168.106.40 |lsrael 147.237.77. 216 |dover.idf .il drop drop 337
105. 110. 8. 58 Ageria 147.237.77. 216 |dover.idf .il dr op drop 286
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 235
84.95.131.187 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 208
109.44.1. 214 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 136
141.0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 106
89.187.219.1 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 105
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 95
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90
149. 255. 205. 39 |(Iraq 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 87
82.196. 43. 45 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 70
109. 191. 54. 107 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op drop 69
79.178.48.193 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 66
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
82.145.221.95 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 61
185. 143. 40. 12 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 56
185.104.244.6 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
176. 13. 225. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 53
197.37.37.176  |Egypt 147.237.77. 216 |dover. i df . drop le'zszsfgéed post SYN packet - RST or SN drop 52
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
212.35.160. 109 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
66.249.81.175 |Europe 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 43
46. 19. 85. 192 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 43
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
69. 24. 145. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
193. 43. 246. 250 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 42
109. 67.199. 100 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
66.249.81.179 |Europe 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 35
207.46.13.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
66.249.81. 183  |Europe 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 31
37.26.149.239 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
66. 102. 9. 31 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
207.46.13. 3 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
157.55.39.120 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
5. 34. 160. 178 glcisgiig;a” Territory, 147.237. 77. 216 |dover. i df .i | drop drop 25
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
5. 34. 167. 227 (F;ajcis;iigjja” Territory, 147.237.77. 216 |dover.i df . i | drop First packet isnt SN drop 24
156. 204. 123. 61 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
141.70.82.221  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
40. 77. 167. 85 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |Site Sgnature Action ‘Count
31.168. 106. 40 |lsrael 147.237.77.216|dover. i df . il Mitiple Illegal HITP Version from 31. 168. 106. 40 B ock 607
31.168.106. 40 |Israel 147.237.77.216|dover.i df . il Dstributed I11egal HITP \ersion B ock 511
37.142.235.76 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 492
105.110.8.58 |Ageria 147.237.77.216|dover. i df . il DOstributed I11egal HITP \ersion B ock 353
105.110.8.58 [Ageria 147.237.77.216|dover.i df . il Dstributed M formed UR B ock 353
77.138.97.136 |France 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 245
46.19. 86. 75 I srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 214
2.53.189. 83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 204
37.26.149.170 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 199
185.32.179.31 |Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 186
185. 27.105. 70 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 170
2.53.26. 192 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 168
84. 109. 215. 204 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 168
37.26.147.199 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 137
46.19.86.148 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 136
2.53.11.219 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 134
46. 19. 86. 62 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 132
79.179.24.224 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 131
185. 32. 179. 151 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 129
80. 246. 136. 46 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 127
37.26.146.184 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 126
89. 139. 231. 148 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 122
37.26.146. 224 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 115
176. 13.230. 90 |lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 115
2.53.132.42 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 111
46.116.197.30 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
2.53.145.165 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 105
2.53.179. 44 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 104
46.19.86.133 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
197.37.37.176 |Egypt 147.237.77. 216 |dover.idf.il Mitiple Illegal HITP \ersion from197.37.37.176 B ock 101
176.13.23.8 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 95
109. 160. 205. 44 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
2.53.142.142 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 83
79.178.227. 167 |l srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 70
46.19.85.181 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 68
109. 65. 75. 201 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 63
176. 13. 250. 251 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 61
213.8.204.41 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 60
176.13. 16. 216 |lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 56
176.13.21. 151 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 53
79.178.58.200 |l srael 147.237.76.200|ei tan. aka. i df . i | mu;hto;'n.zgsaﬁf .Affftsgngloat s/ honepage! honepade. SSpX B ock 52
2.53.2.103 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 49
41.142.70.54  |Morocco 147.237.77.216|dover. i df . il Mil tiple Adnin B ocking from41. 142. 70. 54 B ock 46
41.142.70.54 |Morocco 147.237.77. 216 |dover.idf .l Mil tipl e Unaut horized URL Access from 41, 142. 70. 54 B ock 45
37.26.147.177 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 38
46.19.86.200 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 37
176.13.13.70 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
89.139. 127. 131 [l srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 26
80. 246. 140. 21 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
37.26.149. 187 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
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