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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘ IP_Map.site

Address Country Address Action )
66. 249. 78. 29 I srael 147. 237.77. 74 lawidf il :Stj Zi?]dShake vioation, first packet g 2862
205. 203. 135. 1 Lhited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 2828
75.163. 105. 173 Lhited Sates 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1088
77.125.153. 194 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 726
93. 173. 43. 167 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 694
79.183.108. 120 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 409
77.127.66. 91 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 409
77.125. 100. 229 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 345
142. 0. 68. 213 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- pr oduct 3 dest - r eset 344
84.111.171.58 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 322
79. 180. 206. 238 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 251
213.57. 160. 27 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 242
79.183. 233. 182 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 238
46. 120. 34. 43 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 238
46.117. 32. 102 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 205
37.142. 246. 195 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 194
79.178. 13. 155 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 184
31.154.91. 197 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 183
84.228. 231. 48 Bul garia 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 173
89. 138. 247. 107 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 152
109. 186. 186. 211 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 140
93.172. 135. 148 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 133
220.181.108.116  |China 147.237.76.42  |refuah.idr.il Ig: Ziﬂdsr‘ake vioation, first packet |, 123
46. 120. 84. 148 | srael 147.237. 72. 166 aka idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 121
109. 64. 117. 141 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 119
31.210. 187. 237 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 112
213.57.216. 160 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 108
142. 0. 68. 213 Wited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘/ﬂdShake vidation, first packet 00 105
176.13. 6. 69 | srael 147.237.0. 19 nadi matal .idf.il|{Anonal y-TLS renegotiation-di dest - r eset 91
46. 120. 21. 224 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 90
5.29.99. 218 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 90
89.138. 77. 31 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85
2.54.10.239 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 84
176. 13. 4. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 82
37.142. 253. 133 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
87.68.211. 155 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 77
77.125.77.72 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 76
176. 13. 6. 66 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 71
46.117.197. 61 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 71
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 45
84.94.32.197 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 41
84.94.32.197 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 29
82. 166. 22. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 24
149. 78. 28. 213 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
149. 78. 28. 213 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 22
142. 0. 68. 213 Lhited Sates 147.237.77.216 dover.idf.il |1 S Lhi code-Dr-Trav-9 dest - r eset 20
141. 0. 15. 190 Nor way 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 19
213. 57. 200. 23 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 18
31. 44. 139. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 18
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 16
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry \Target Address |Ste |Narre |Davi ce Action |Oount \
82.166. 23. 12 | srael 147.237.77.216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 108
77.125.153. 194 |l srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Per m t 36
93.173. 43. 167 | srael 147.237.72.167 |ishurimaka.idf.il|7120: TP Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 35
77.127.66. 91 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 28
207.81. 2. 254 Canada 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 18
197. 48. 92. 166 Egypt 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 16
46. 120. 229. 31 | srael 147.237.77.234 |halag.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 15
31.154.91. 197 | srael 147.237.72.156 |anan.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 15
69.12.70.121 Lhited Sates 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 11
84.109. 184. 61 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 9
46.19. 85. 151 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute Per m t 9
46. 120. 229. 31 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 9
89. 138. 247. 107 |l srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 8
76.110. 163. 61 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 7
37.26.147. 157 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 6
41.238.192. 148 |Egypt 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 6
77.125.12. 57 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 6
149. 78. 23. 235 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 6
46.19. 85. 229 | srael 147.237.77.74 |lawidf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 5
46.117.71. 164 | srael 147.237.77.233 |ata.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 5
69.91.112. 52 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 4
46.117. 16. 220 | srael 147.237.0. 34 tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 4
211.59. 8. 170 Korea, Republic of |147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 4
192.116. 177. 218 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 4
2.52.31.108 | srael 147.237.72.166 |aka.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 4
46.117. 36. 107 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 4
5. 29. 207. 98 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 4
93.172.153.228 |Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
79.177.184. 25 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
50. 184. 82. 40 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 3
31.154.168. 124 |Israel 147.237.76.42 |refuah.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 3
93.173.169. 71 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 2
46.117. 16. 220 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 2
46.19. 85. 214 | srael 147.237.77.234 |halag.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Per m t 2
79.180. 24. 54 | srael 147.237.77.216 |dover.idf.il 14170: HITP. B ank User-Agent (descriptor but no string) B ock 2
109. 186. 96. 61 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 2
94.159. 223. 146 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 2
46. 19. 85. 140 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 2
84.228.194. 122 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
52.1.90.117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 2
167. 114. 166. 245 |Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute Per m t 2
103. 235. 176. 226 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 2
46. 19. 85. 30 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 2
31.154.177.112 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 2
46.19. 85. 165 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Permt 2
31.43.121.120 Lkr ai ne 147.237.77.216 |dover.idf.il 12580: HITP. SQ | njecti on (Gooki e Header) B ock 1
109. 66. 70. 251 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute Per m t 1
2.54.185. 89 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 1
46. 19. 85. 87 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Perm t 1
185. 32.179.235 |Israel 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per m t 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
2.52.4.131 | srael 147.237.72. 166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 16
142. 0. 68. 213 Lhited Sates 147.237.77.216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 6
142. 0. 68. 213 Lhited Sates 147.237.77.216 |dover.idf.il ET WEB_SERVER Possi bl e OVE-2014-6271 Attenpt in R 3
142. 0. 68. 213 Lhited Sates 147.237.77.216 |dover.idf.il ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in HTTP Gooki e 2
31.184.242. 17 Russi an Federation |147.237. 77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
110. 83. 62. 188 Chi na 147.237.77. 216 |dover.idf.il ET WEB SERVER Poi son NUl | Byte 1
212.253.142. 100 | Tur key 147.237.77.216 |dover.idf.il | NDI CATCR CBFUSCATI ON script tag in PCST paraneters - likely cross-site scripting |1
198. 20. 69. 98 Lhited Sates 147.237.77.74 |lawidf.il ET CRCP Dshi el d B ock Listed Source 1
193. 107. 17. 72 Russi an Federation [147.237. 77. 176 |natpash.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
142. 0. 68. 213 Lhited Sates 147.237.77.216 |dover.idf.il SQ url ending in conment characters - possibl e sgl injection attenpt 1
142. 0. 68. 213 Lhited Sates 147.237.77. 216 |dover.idf.il ET VBB SERER Script tagin UR, Possible Goss Ste Scripting Atenpt 1
198. 20. 69. 98 Lhited Sates 147.237.77.178 |e.natpash.idf.i| |ET DROP Dshi el d B ock Listed Source 1
193. 107. 19. 30 Russi an Federation |147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193.107. 16. 206 |Russi an Federation |147.237.76. 197 |e.hinush.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
142. 0. 68. 213 Lhited Sates 147.237.77. 216 |dover.idf.il PQIC-OHR script tagin R - likely cross-site scripting attenpt 1
142. 0. 68. 213 Lhited Sates 147.237.77.216 |dover.idf.il ET WBB SERVER Possi bl e SQL I njection Attenpt SHECT FROM 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Message
213.151. 52. 29 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2288
208.109.97.62 |Whited Sates 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 1603
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1382
199. 190. 45. 201 |Satellite Provid147.237. 77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1215
87.69.77.118 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 1201
46. 19. 86. 29 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 834
142. 0. 68. 213 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 804
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 682
84.228.238. 148 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 595
37.231.19.135 |Kuvait 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 537
208.109.97.62 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 526
66.249.69.42  |Uited Qates |147.237.77. 216 |dover.idf .| V3 d segnent retransmssion. Packet  (Sreaning Engine: TCP Invalid drop 418
dr opped. Ret r ansni ssi on
66.249.69.34  |United Sates  |147.237. 7. 216 |dover.iof i | VA 1 d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 416
dr opped. Ret ransni ssi on
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 385
37.26. 146. 162 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 383
66.249.69.26  |lnited Qates |147.237.77. 216 |dover.idf .| V31 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 366
dr opped. Ret r ansni ssi on
46.120.229.31 |Israel 147.237.77. 233 |atal i df .1 iﬂ;:;etransmt w th different w ndow Bad TCP sequence noni t or 336
84.95. 111. 226 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 326
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 307
75.163.105. 173 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 297
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 291
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 284
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 282
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 279
197.79. 0. 158 South Africa 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 272
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 271
66.249.67.59  |United Qates |147.237.77. 216 |dover.idf. ;| V1 d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 269
dr opped. Ret r ansni ssi on
38.111. 147. 88 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 268
66.249.67.65  |Uited Qates |147.237.77. 216 |dover.idf .| V31 d segnent retransmssion. Packet  (Sreaming Engine: TP Invalid drop 268
dr opped. Ret r ansnii ssi on
5.108. 8.5 Saudi Arabi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 236
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 223
66.249.67.53  |lnited Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 208
dr opped. Ret r ansni ssi on
76. 66. 93. 74 Canada 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 201
105. 196. 193. 125|Hyypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 197
188. 165. 15. 19  |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 192
117. 205. 46. 24 India 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 184
184. 151. 179. 132|Canada 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 181
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 177
41.33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 172
54. 244, 22. 103 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 161
54.174.97.204 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 145
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 142
82.116. 71. 133  |Nor way 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 132
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 130
2.54.158. 86 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 127
207. 46. 13. 67 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 121
118. 200. 186. 137 |9 ngapor e 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 116
207. 46. 13. 36 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 110
176.63.173.31 |Hungary 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 106
207.46.13.119 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 105
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Ste Action ‘Count
93.173.61.78  |Israel 147.237.0.19 |nadimatal.idf.il Too Many of the Same Response Qode (404) in Session from B ock 3208
93.173.61.78
46.19.86.53  |Israel 147.237.0.19  |nadi matal .idf.i| et Oggthe Sane Response (bde (404) in Session from Bl ock 2090
109. 67. 147. 36 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 1973
176. 12. 139. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 1850
5.22.130.178  |Israel 147.237.0.19  |nadimatal.idf. il Too Mny of the Sane Response Code (404) in Session from B ock 1724
5.22.130.178
65.92.12.110  |Canada 147.237.76.200 |ei tan. aka. i df i Wnauthori zed URL Access to B ock 884
wa ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
176.13.9.135  [Israel 147.237.0.19  |nadimatal.idf. il Too Mny of the Sane Response Code (404) in Session from B ock 864
176.13.9. 135
) s Too Many of the Sane Response Gode (404) in Session from
109. 65. 192. 174 |l srael 147.237.0.19 |nadimatal .idf.il 109. 65. 192. 174 B ock 444
176.13.6.69  |Israel 147.237.0.19  |nadimatal.idf. il Too flany of (the Same Response Code (404) 1n Session from B ock 428
185. 32. 179. 245 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 412
2.54.35.151 I'sr ael 147.237.0.19 |madimatal .idf.il ;024'\"5‘3? 1°;1the Sane Response Code (404) in Session from B ock 400
5.29. 9. 208 | srael 147.237.72.166 |aka.idf.il Too Many of the Same Response Code (404) in IP fromb.29.9.208 |B ock 180
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 112 B ock 172
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 69. 42 B ock 152
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 69. 34 B ock 136
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 69. 26 B ock 92
) S Unaut hori zed URL Access to
79.178.149. 74 | srael 147.237.0.19 |nadimatal .idf.il raci mat al i df . i |/ shar ed/ aj ax/ updat erakat qaunt i ty. aspx B ock 60
188. 165. 15.19  |Rance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 19 B ock 56
80.179.119.22 |israel 147. 237.72. 167 |i shuri maka. i df .| Too Many of the Same Response Code (404) in Session from B ock 52
80. 179. 119. 22
167. 114. 156. 198|Lhited Sates |147.237.76.31 |[nakchal .idf.il Ml ti pl e Uhaut hori zed URL Access from 167. 114. 156. 198 B ock 32
66. 249. 67. 53 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 53 B ock 24
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 24
C e D stributed Uhauthorized URL Access on
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il waw i df . i 1/ atal 1/i zkor/ vi ew i nuf op. asp B ock 20
31.168.31.189 |lsrael 147.237.72. 166 |aka.idf.il Ml ti pl e Lhaut hori zed URL Access from 31. 168. 31. 189 B ock 20
46.120. 84. 148 |l srael 147.237.72. 166 |aka.idf .il Ml ti pl e Uhaut hori zed URL Access from 46. 120. 84. 148 B ock 20
37.26.149.241 |israel 147.237.0.17 Imny'kOSher'kraV' ATt raceabl e SSL Sessi ons: Unknown Server Gertificate None 20
176.13.17.138 |lsrael 147.237.0. 17 Imny- kosher -kravi . i df .| Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 20
213. 57. 205. 15 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/nain/giyus/|ogin/aspx B ock 20
46. 121. 65. 214 | srael 147.237.72. 166 |aka.idf .il Mil tipl e Uhaut hori zed URL Access from46. 121. 65. 214 B ock 20
84.94.161.105 |lsrael 147.237.0. 17 Imny— kosher-kravi.. i df.i Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 20
87.69.137. 150 |l srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e SSL Sessi ons: Lhknown Server Certificate None 16
179. 43.129. 231 |Satzerl and 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw |l aw i df.il/tenpl at es/ honepage/ B ock 16
52.18.14.7 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Mil tiple Uauthorized URL Access fromb52.18.14.7 B ock 16
86.126.24.118 |Ronani a 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/tenpl at es/ honepage/ B ock 16
46.210.131.33  |israel 147.237.77. 243 |nubi l e.i df .i Paraneter Type Mol ation irrentPassvord in B ock 16
nobi | e. i df.i|/sachar/changepasswor d
37.142.204. 253 |l srael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 37. 142. 204. 253 B ock 16
217.194.9. 130 Italy 147.237.77. 176 [nat pash. i df . i1 DO stributed PHP At enpt B ock 12
66. 249. 93. 231 | srael 147.237.0.16  |ny-kosher-kravi.idf.il Uht raceabl e SS_ Sessi ons: Lhknown Server Certificate None 12
79.182.196. 132 |lsrael 147.237.72. 166 |aka.idf .il D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 12
196. 22. 132. 4 South Arica 147.237.77. 176 |nat pash.i df .i| PHP Attenpt B ock 12
66.249. 78. 160 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 12
) S Unhaut hori zed URL Access to
46. 121. 83. 147 | srael 147.237.0.19 |nadimatal .idf.il madi mat al i df . i |/ shar ed/ a] ax/ updat enakat qaunt i ty. aspx B ock 12
66.249.67.59  |Israel 147. 237.77. 216 |dover. i o . | Distributed thauthorized URL Access on Bl ock 12
wwy i df.il/atal 1/izkor/vi ew i ny. asp
142. 0. 68. 213 Lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 142.0. 68. 213 B ock 12
204.12.251.37 |lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/defaul t.aspx B ock 12
89. 161. 183. 42 Pol and 147.237.72. 166 |aka.idf .il PHP At t enpt B ock 12
66. 249. 93. 237 |l srael 147.237.0.16 |ny-kosher-kravi.idf.il Lhtraceabl e SS. Sessi ons: Uhknown Server Certificate None 12
216.177.132. 157|lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 12
66. 249. 78. 59 | srael 147.237. 76. 147 |chi nuch. aka. i df .i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. ht m B ock 12
54.244.22.103 |lhited Sates |147.237.76. 147 |chinuch.aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 12
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