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08-13-2016 to 08-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
8. 37.237.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 193
8.37.237.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 72
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 56
82.80. 78. 2 | srael 147.237.72. 166 aka.idf.il B ack Li st dr op 17
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 13
87.69. 7. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
82.80. 78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 10
46.19.85.4 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 10
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il B ack List drop 9
109. 253. 230. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 6
2.53.132.97 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
10.0.0.7 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
185. 89. 217. 224 Net her | ands 147.237.0. 34 tikshuv.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
81.218. 226. 103 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
37.26.148. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
8. 37.237. 197 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
85. 250. 55. 64 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
112.118.12.161 Hong Kong 147.237.76. 42 refuah.idf.il B ack List drop 3
46. 210. 146. 7 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 3
171. 251. 50. 146 Vi et nam 147.237.76. 42 refuah.idf.il JIMPurple Gon Linit Htp drop 2
208. 80. 155. 255 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
222.186. 134. 244 Chi na 147. 237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con_Tcp drop 2
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an.i df .il B ack List drop 2
93. 158. 200. 132 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 2
46. 1. 80. 26 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
171. 251. 50. 146 M et nam 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2
79.178. 148. 73 | srael 147.237. 72. 156 anan.idf.il L4 Source or Dest Port Zero drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
31.168. 184. 189 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
134.147. 203. 115 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 2
123.249.0. 134 Chi na 147.237.77.170 naar achot . i df. il JLMPurple Gon Linit _Tcp drop 2
134. 147. 203. 115 Ger nany 147.237. 76. 196 e.svivaidf.il B ack List drop 2
115. 239. 248. 72 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack_Con_Tcp drop 2
93. 158. 200. 132 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 2
93. 158. 200. 132 Net her | ands 147.237.76. 34 yohal an.i df .il B ack List drop 1
41.189.43. 121 MQte Dlvoire 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.53.181.236 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
137. 226. 113. 7 Ger nany 147. 237. 76. 147 chinuch.aka.idf.il |B ack List drop 1
85. 64. 88. 82 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
119. 84. 110. 66 Chi na 147.237.76. 44 e.refuah.idf.il B ack List drop 1
79.177.169. 199 | srael 147.237.77.216 dover.idf.il B ack List drop 1
64.137. 200. 159 Canada 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
191. 96. 249. 44 Qhile 147.237.76. 197 e. hinush.idf.il B ack Li st drop 1
93. 158. 200. 132 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
52.53.222.9 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ack List drop 1
178. 33. 3. 163 France 147.237.76. 198 e.yohal an.idf .il B ack List drop 1
155. 94. 142. 92 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1




08-13-2016 to 08-14-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature

188. 40. 95. 70 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 104
106. 38. 241. 105 |Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 19
108. 67. 169. 124 |Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
158. 85. 253. 245 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
46.236.115.84  |Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
77.67.47.7 France 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
69. 10. 156. 44 Canada 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Evasion |H ock 12
158. 69. 119. 162 |Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
216.26.128.28 |Uhited Sates 147.237.77.226 |waw chamat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
212.111.194.18 |Ukraine 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
50.63.197.9 Lhited Sates 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
87.117.203.20 |Wnited Kingdom |[147.237.76.86 |[navy.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
94.73. 145. 50 Tur key 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |H ock 11
158. 85. 253. 245 |Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 11
106. 38. 241. 105 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 10
212.147.60.96  |Sntzerland 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration BEvasion |H ock 10
94. 73. 145. 50 Tur key 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
83.168.250.50 [Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
212.147.60.96  |Sntzerland 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 7
50.63.197.143  |lnited Sates 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 |Lhited Sates 147.237.72.166 |aka.i df . il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 46 Lhited Sates 147.237.72. 166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
213.246.49.11  |Fance 147.237.77.74 |lawidf.il 5670: HITP. SQ. Injection (SALECT) B ock 6
67.228.38. 74 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
173.192.81.82 |Lhited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
103. 238.138. 4 | ndonesi a 147.237.77.233 |atal .idf .il 6134: HITP. SQ Injection Variable Declaration BEvasion |B ock 6
162.222.225.80 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
77.67.47.7 France 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.119.125. 173 |Uhited Sates 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
23.91.70. 46 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
213.246.49.97 |France 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
69. 10. 156. 44 Canada 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
173.192.81.82  |Wnited Sates 147.237.76.86 |[navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion |B ock 6
105. 66. 10. 25 Mor occo 147.237.77.216 |dover.idf.il C1000064: HTTP. Access to - admi n.asp Per nit 6
87.242.112.35 |Russian Federation [147.237.76.42 |refuah.idf.il 5670: HTTP. SQ. Injection (SALECT) B ock 6
184.168.46.19 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50.63.197.9 Lhited Sates 147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
158. 69.119. 162 |Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ. Injection (SALECT) B ock 6
216.119.125.173 |Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
95.211.70.193  |Netherl ands 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 |Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ. Injection (SALECT) B ock 6
216.26.128.28 |lhited Sates 147.237.77. 226 |waw chanat z. aka. i df . i | [5670: HTTP. SQ Injection (SELECT) B ock 6
173.198.251.2 |thited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
212.111.194. 18 |Wkraine 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
87.242.112.35  |Russian Federation [147.237.76.42 [refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |H ock 6
199.79.62.138 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184.168.46.74 |Whited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ. Injection (SALECT) B ock 6
50. 63.197. 9 Lhited Sates 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
66. 96. 128. 60 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6




08-13-2016 to 08-14-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

66. 249. 64. 157 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 226
66. 249. 66. 173 147.237.76. 42 Lited Sates refuah.idf.il ET SCAN NVAP -sA (2) 82
46.236. 115. 84 147.237.77. 74 Sweden lawidf.il SQ Injection - Select From 36
108. 67. 169. 124 147.237.76. 42 Lhited Sates refuah.idf.il S Injection - Select From 27
158. 85. 253. 245 147.237.76. 42 Lited Sates refuah.idf.il S Injection - Select From 26
50. 63. 197. 9 147.237.76. 31 Wited Sates nakchal .idf . il S Injection - Select Fom 26
87.117.203. 20 147. 237. 76. 86 Uhi ted Ki ngdom navy. i df.il QA Injection - Select From 20
212.111.194. 18 147.237.76. 31 Wkrai ne nakchal .idf.il S Injection - Select From 20
216.26. 128. 28 147.237.77. 226 Wited Sates wiun chanat z. aka. i df . i | S Injection - Select Fom 20
103. 238. 138. 4 147.237.77. 233 | ndonesi a atal.idf.il S Injection - Select From 20
83. 168. 250. 50 147.237.77. 233 Sweden atal.idf.il S Injection - Select From 20
94. 73. 145. 50 147. 237. 76. 86 Turkey navy.idf.il SQ Injection - Select From 20
77.67.47.7 147.237.77. 74 France lawidf.il A Injection - Select From 20
87.242.112. 35 147.237.76. 42 Russi an Federation refuah.idf.il S Injection - Select From 20
173.192. 81. 82 147. 237. 76. 86 Lhited Sates navy.idf.il SQ Injection - Select From 20
212.147. 60. 96 147.237.76. 42 Swtzerl and refuah.idf.il S Injection - Select From 20
69. 10. 156. 44 147.237.77. 74 Canada lawidf.il S Injection - Select From 20
162. 222. 225. 80 147.237.77. 233 Wited Sates atal.idf.il S Injection - Select Fom 18
199. 79. 62. 138 147.237.77.233 Lhited Sates atal.idf.il A Injection - Select From 18
177.185. 192. 84 147.237.77.74 Brazil lawidf.il S Injection - Select From 18
158. 69. 119. 162 147.237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 18
177.185. 194. 92 147.237.77.233 Brazil atal.idf.il A Injection - Select From 18
216.119. 125. 173 147.237.77.216 Uhited Sates dover.idf.il S Injection - Select From 17
64. 34.123. 100 147.237.77. 233 Canada atal.idf.il S Injection - Select Fom 15
109. 65. 120. 248 147.237.76. 86 I srael navy. i df.il ET SCAN NVAP -sA (2) 14
158. 85. 253. 245 147.237.77.74 Uhited Sates lawidf.il S Injection - Select From 14
23.91.70. 45 147.237.77. 74 Wited Sates lawidf.il S Injection - Select Fom 14
46.120. 122. 219 147.237.77. 170 I 'srael naar achot . i df . il Xenu Link Seuth User Agent 12
62.210. 225. 135 147.237.77.74 France lawidf.il SQ Injection - Select From 12
79.181. 136. 76 147.237.77. 233 I srael atal.idf.il ET SCAN NVAP -sSA (2) 11
109. 66. 43. 246 147.237.76. 30 I srael hi nush. i df . i1 ET SCAN NVAP -sA (2) 10
184. 168. 152. 45 147.237.77. 233 Wited Sates atal.idf.il SQ Injection - Select From 8
173.198.251. 2 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
213.8.24.172 147.237.77. 74 I srael lawidf.il S Injection - Select From 8
184. 168. 46. 19 147.237.77. 74 Wited Sates lawidf.il S Injection - Select Fom 8
195. 8. 208. 80 147.237.77. 74 Net her | ands lawidf.il S Injection - Select Fom 8
158. 69. 119. 162 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
67.228. 38. 74 147.237.77. 74 Wited Sates lawidf.il S Injection - Select From 8
95.211. 70. 193 147.237.77.74 Net her | ands lawidf.il SQ Injection - Select From 8
213.246. 49. 11 147.237.77. 74 France lawidf.il A Injection - Select From 8
66. 96. 128. 60 147.237.77. 233 Lited Sates atal.idf.il SQ Injection - Select From 8
23.91.70. 46 147.237. 72. 166 Wited Sates aka.idf.il S Injection - Select Fom 8
184. 168. 46. 74 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
212.111.194. 18 147.237.77. 74 krai ne lawidf.il SQ Injection - Select From 8
207.178. 197. 44 147.237.77. 74 Wited Sates lawidf.il S Injection - Select Fom 8
189. 129. 3. 97 147.237.77. 74 Mexi co lawidf.il S Injection - Select From 8
158. 85. 253. 245 147.237. 72. 166 Lited Sates akaidf.il S Injection - Select From 8
216. 68. 91. 180 147.237.0. 34 Wited Sates tikshuv.idf.il S Injection - Select Fom 8
66. 135. 63. 82 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
213.246. 49. 97 147.237.77. 74 France lawidf.il S Injection - Select From 8




08-13-2016 to 08-14-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry

‘Signature‘l\ﬂassage

Target Address ‘ Ste

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 81
37.216.34.163 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 72
154. 111. 118. 200|Tuni si a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 61
46. 19. 86. 230 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
84.109. 116. 179 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 35
95. 84. 233. 46 Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 26
79.177.254. 152 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 25
37.26.149. 148 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
176. 77.52. 252  |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
46. 1. 80. 26 Tur key 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
196. 141. 67.28 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
212.126. 114. 203|Iraqg 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
5.228.102.211 |Russian Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
46.188. 58. 233  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
207.54.144.207 |lhited Sates 147.237.77.233|atal .idf.il |drop SAMrul e drop 18
176.14.71. 102 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
95. 108. 225. 224 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
188. 255. 99. 141 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
128.73.21.146 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
176.13. 8. 215 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
185. 89. 217. 226 |Net her| ands 147.237.0.34 [tikshuv.idf.il|drop First packet isn't SYN drop 14
106. 38. 241. 105 |Chi na 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 13
106. 38. 241. 105 |Chi na 147.237.76.42 |refuah.idf.il |drop SAMrule drop 13
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il drop SAMrul e drop 13
213. 6. 76. 166 glcisgii:;a” Territory, 147. 237. 77. 176 |nat pash. i of . i 1|dr op Frst packet isn't SN drop 12
185. 89. 217. 227 [Net her| ands 147.237.0.34 [tikshuv.idf.il|dr op First packet isn't SYN drop 12
84.229.5.192 | srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SN drop 11
176. 13. 11. 215 | srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 11
176. 106. 46. 208 glcisgiig;a” Territory, 147.237.77. 216 |dover.idf.il |drop First packet isnt SWN drop 11
185. 89. 217. 235 |Net herl ands 147.237.0.34 |tikshuv.idf.il|dr op Frst packet isn't SN drop 10
185. 89. 217. 231 [Net her| ands 147.237.0.34 |[tikshuv.idf.il|dr op First packet isn't SN drop 10
84.229.5.192 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
185. 89. 217. 228 |Net herl ands 147.237.0.34 |tikshuv.idf.il|dr op Frst packet isn't SN drop 10
185. 89. 217. 224 [Net her | ands 147.237.0.34 |[tikshuv.idf.il|dr op First packet isn't SN drop 10
185. 89. 217. 229 |Net herl ands 147.237.0.34 [tikshuv.idf.il|drop First packet isn't SYN drop 10
185. 89. 217. 234 |Net herl ands 147.237.0.34 |tikshuv.idf.il|dr op Frst packet isn't SN drop 10
82.181.241.137 |Fnland 147.237.77. 176 |nat pash. i df . i 1|{dr op First packet isn't SN drop 9

185. 89. 217. 232 |Net herl ands 147.237.0.34 [tikshuv.idf.il|drop First packet isn't SYN drop 8

85. 64. 88. 82 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

89.139.223.90 |lsrael 147.237.0.34 [tikshuv.idf.il|dr op First packet isn't SN drop 8

66. 102. 9. 20 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

89. 139. 223. 90 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

185. 89. 217. 225 [Net her| ands 147.237.0.34 [tikshuv.idf.il|dr op First packet isn't SN drop 8

185. 89. 217. 230 |Net herl ands 147.237.0.34 [tikshuv.idf.il|drop First packet isn't SYN drop 8

85. 130. 235. 73 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 7

92.241.43.103 |Jordan 147.237.77. 176 |nat pash. i df . i 1|{dr op First packet isn't SN drop 7

66.249.93. 111  |Europe 147. 237.77. 216 |dover i f .11 [dr op g:izgfg;ed post SYN packet - RST or SWN drop 7




08-13-2016 to 08-14-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.22.218 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 235
109. 66. 22. 253 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 209
109. 253. 220. 1971 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 201
176. 13.232. 126 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 181
2.53.42.177 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 165
2.53.2.79 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 153
85. 250. 193. 247 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 138
46.19. 86. 151 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 126
79.176.76.228 I srael 147.237.76. 200 ei tan. aka. i df . i | [t hori zed LR _Aiclcftsznéloat s/ homepagel homepage. aspx B ock 97
37.26.146.137 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 83
85. 65. 79. 171 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 80
176. 13. 3. 200 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 75
109. 253. 208. 86 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 75
2.53.175. 216 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 67
2. 53. 156. 240 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 56
109. 253.231. 25 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
46.19. 85. 159 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 B ock 36
2.53.139.17 I srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 33
85. 65. 202. 50 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 33
37.26.147.210 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 32
2.53.52. 252 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
79.180.123. 205 |[lIsrael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 31
79.180.232.5 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
176. 13. 247. 232 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
46.19. 85. 193 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 46. 19. 85. 193 B ock 25
2.53.165. 121 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
77.126.77.191  |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
46.19. 85. 48 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 24
37.142.2.28 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 23
46. 19. 86. 130 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
77.139.172.3 France 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
211.162.33.96 [China 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 211. 162. 33. 96 B ock 17
121.9.143.205 |China 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from121.9. 143. 205 Bl ock 17
213.57. 34. 87 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
46. 19. 85. 52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 17
37.26.146.185 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
66.249.81.218 |[Israel 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm B ock 15
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . il Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 14
109. 65.101.39  |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 13
2. 55. 130. 68 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
5.29. 84. 137 I srael 147.237.76.42 |refuah.idf.il Mil tiple Unaut horized URL Access from5. 29. 84. 137 B ock 10
46.120.53.252 |Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 120. 53. 252 B ock 10
46.19. 86. 215 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 10
37.142.2.14 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 8
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 8
37.142.5.191 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 7
66.249.78.159 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 7
5.29. 54. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66.249.78.190 [Israel 147.237.77. 176 |mat pash. i df . i]  |Mil tiple Wauthorized URL Access from 66.249. 78. 190 B ock 6
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