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08-09-2016 to 08-10-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
41.69. 93. 108 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4321
41. 69. 93. 108 Egypt 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3740
204. 93. 154. 210 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 2383
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1320
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1141
71.6.152. 72 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 1000
204. 93. 154. 203 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 739
41. 69. 93. 108 Egypt 147.237.77.216 dover.idf.il Invalid TGP H ags drop 683
149. 255. 208. 44 Iragq 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 512
204.93. 154. 216 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 199
204. 93. 180. 2 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 198
204. 93. 154. 200 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 195
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 191
204. 93. 154. 211 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 188
204. 93. 154. 199 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 187
178. 39. 218. 11 Swi t zerl and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 93
82.80.78.2 | srael 147.237.77.176 nat pash. i df .i| |B ack List drop 51
82.80. 78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 41
84.101. 246. 97 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 36
2.53.130. 168 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 30
176. 13. 249. 224 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
109. 253. 212. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
176. 13. 246. 109 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
37.26. 146. 241 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
109. 253. 131. 207 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
109. 253. 143. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.55.20. 96 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
105. 108. 46. 7 Ageria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7

46. 19. 86. 85 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

46. 19. 85. 86 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
185. 32.179. 196 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 6
176. 13. 227. 124 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
41.69. 93. 108 Egypt 147.237.77.216 dover.idf.il Frk Under Attack Con Htp drop 5
212.199. 156. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82.80. 78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 4
192. 114. 23. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 4
2.53.153.213 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
82.80.217.70 | srael 147.237.77.216 dover.idf.il B ack List drop 3
46.19. 85. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3

66. 249. 93. 119 | srael 147.237.76. 42 refuah.idf.il |JLM Under Attack Con Htp drop 3
31.168. 133. 226 | srael 147.237. 72. 156 anan.idf.il B ack List drop 3
134.191.232. 71 | srael 147.237.76. 42 refuah.idf.il |JLM Under Attack Con Htp dr op 3

66. 249. 93. 66 | srael 147.237.76. 42 refuah.idf.il |JLM Under Attack Con Htp drop 3
192.198. 151. 43 Eur ope 147.237. 76. 200 eitan.aka.idf.i|JLMPurple Gon Limt Htp drop 3
77.138.132. 63 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

66. 249. 93. 71 | srael 147.237.76. 42 refuah.idf.il |JLM Under Attack Con Htp drop 3

46. 19. 86. 48 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2




08-09-2016 to 08-10-2016

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site Sgnature

5.9.142. 226 Ger many 147.237.77. 216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 87
69.30.213.202 |whited Sates 147.237.76.42 |refuah.idf.il C1000074: HTTP. naj estic bot Per nirt 35
5.9.142.226 Ger many 147.237.76.42 |refuah.idf.il C1000074: HITP. naj estic bot Per mt 32
69.30.213.202 |lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 22
136. 243. 152. 18 |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 20
106. 38. 241. 105 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 19
189.23.200.22 |Razil 147.237.72.166 |aka.idf .il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 18
136. 243. 152. 18 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 15
82.193.127.15 |Wkraine 147.237.77.216 |dover.idf.il C1000074: HITP. najestic bot Per mt 15
46.236.115.84 |Sweden 147.237.77. 226 |wnn chanat z. aka. i df . i | [6134 HITP. SQ Injection Variable Declaration Bvasion |B ock 12
81. 88. 48. 113 Italy 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion |B ock 12
123.126. 68. 123 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 10
151. 80.31. 173  |France 147.237.77.74 |lawidf.il Cl000146: HITP. AnrefBot craw er Per nirt 9
51. 255. 65. 42 France 147.237.77.74 |lawidf.il Cl000146: HTTP. AhrefBot craw er Per nit 9
151. 80. 31. 181  |France 147.237.77.74 |lawidf.il C1000146: HTTP. AhrefBot craw er Per nirt 8
51. 255. 65. 43 France 147.237.77.74 |lawidf.il Cl000146: HTTP. AnrefBot craw er Per nirt 8
5.9.142. 226 Ger nany 147.237.76.31 |nakchal .idf.il C1000074: HTTP. naj estic bot Per nirt 8
151. 80. 31. 102  |France 147.237.77.74 |lawidf.il C1000146: HTTP. AhrefBot craw er Per nirt 8
209. 126.127. 49 |lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 7
164.132.161. 15 [Italy 147.237.77.74 |lawidf.il Cl000146: HTTP. AhrefBot craw er Per nirt 7
164.132.161.6 |[ltay 147.237.77.74 |lawidf.il C1000146: HTTP. AhrefBot craw er Per nirt 7
51. 255. 65. 27 France 147.237.77.74 |lawidf.il Cl000146: HITP. AnrefBot craw er Per nirt 7
164.132.161.93 [Italy 147.237.77.74 |lawidf.il Cl000146: HTTP. AhrefBot craw er Per nirt 7
209. 126.127. 49 |lLhited Sates 147.237.76.42 |refuah.idf.il C1000074: HITP. najestic bot Per mt 7
51. 255. 65. 31 France 147.237.77.74 |lawidf.il Cl000146: HITP. AnrefBot craw er Per nirt 7
51. 255. 65. 83 France 147.237.77.74 |lawidf.il Cl000146: HTTP. AhrefBot craw er Per nit 7
51. 255. 65. 4 France 147.237.77.74 |lawidf.il C1000146: HTTP.  AhrefBot craw er Per nit 6
69.30.213.202 |lhited Sates 147.237.77.74 |lawidf.il CL000074: HTTP. maj estic bot Per mit 6
66. 135. 63. 82 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 152. 58 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
164.132.161.56 |italy 147.237.77.74 |lawidf.il C1000146: HITP. AnrefBot craw er Per mit 6
202.124.109. 87 |New Zeal and 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
51. 255. 65. 64 France 147.237.77.74 |lawidf.il C1000146: HITP. AnrefBot craw er Per nirt 6
49. 236. 200. 182 |Mil aysi a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
185. 96. 92. 58 United Kingdom [147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
51. 255. 65. 52 France 147.237.77.74 |lawidf.il C1000146: HITP. AnrefBot craw er Per nirt 6
37.228.93.70 Russi an Federation [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
51. 255. 65. 58 France 147.237.77.74 |lawidf.il C1000146: HTTP.  AhrefBot craw er Per nit 6
81. 88. 48. 113 Italy 147.237.76.42 |[refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
205.144.171.34 |Wited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
66. 135. 63. 82 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.76.42 |[refuah.idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion  |B ock 6
23.91.70. 42 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
164.132. 161. 16 |[ltaly 147.237.77.74 |lawidf.il C1000146: HTTP. AhrefBot craw er Per nirt 6
74.63.228.226 |lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
189.23.200.22 |Razil 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
67.228.150.34 |lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
84.245.33.104 |Netherl ands 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6




08-09-2016 to 08-10-2016

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry [Ste |Signature
41.190. 4. 30 147.237.77.216|Ngeria dover.idf.il ET SCAN NVAP -sA (2) 426
46.236. 115. 84  [147.237.77. 226 |Sweden waw chanat z. aka.idf.il [SQ I njection - Select From 54
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 43
81. 88. 48. 113 147.237.76.42 |itay refuah.idf.il SQ Injection - Select From 27
189.23.200.22 |147.237.72.166 |Brazil aka.idf.il SQ Injection - Select From 26
87.70. 35. 212 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 20
50. 63. 196. 35 147.237.76.42 |Wited Sates refuah.idf.il SQ Injection - Select From 20
185. 96. 92. 58 147.237.72. 166 |Uhi ted Kingdom |aka.idf.il SQ Injection - Select From 18
37.228.93.70 147.237.77. 74 |Russian Federation |lawidf.il SQ Injection - Select From 18
46.120.122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 16
66. 135. 63. 82 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 14
66. 29. 216. 31 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 13
185.99. 33.5 147.237. 77. 233 |Lebanon atal.idf.il ET SCAN NVAP -sA (2) 9
74.63.228.226 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 8
49. 236. 200. 182 |147.237.77.74 |\l aysia lawidf.il SQ Injection - Select From 8
205.144.171. 34 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 8
23.91.70.42 147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 8
67.228.150.34 |147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select From 8
74.208.192. 137 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 8
66. 135. 63. 82 147.237.77. 233 |lhited Sates aal.idf.il SQ Injection - Select From 8
66. 96. 128. 60 147.237.72. 166 |Lhited Sates aka.idf.il SQ Injection - Select From 8
216.26.128.28 |147.237.72.166|Wited Sates aka.idf.il SQ Injection - Select From 8
177.12.172. 43  [147.237.77.74 |Bazil lawidf.il SQ Injection - Select From 8
202. 124.109. 87 |147.237.77. 216 |New Zeal and dover.idf.il S Injection - Select From 8
184.168.152. 58 |147.237.77.74 |Wnited Sates lawidf.il SQ Injection - Select From 8
84.245.33.104 |147.237.72. 166 |Net her| ands aka.idf.il SQ Injection - Select From 8
23.97.225.177 |147.237.72. 166 |Net her | ands aka.idf.il S Injection - Select From 7
23.97.230. 36 147.237. 72. 166 |Net her | ands aka.idf.il SQ Injection - Select From 5
80, 246.130. 24 |147. 237 77 233 |1 r ael atal idh il ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 5
DDos attack
46.120.122.219 |147.237.76.42 |[Israel refuah.idf.il Xenu Link S euth Wser Agent 4
182. 190. 212. 102|147. 237. 77. 74 |Paki stan lawidf.il Xenu Link Seuth User Agent 4
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link S euth User Agent 4
91.125.184.101 |147.237.77.216|united Kingdom [dover.idf.il Tehila - Perl LWP wth fake user agent 3
91.125.184. 101 |147.237.77.74 |United Kingdom |lawidf.il Tehila - Perl LWP with fake user agent 3
183. 60. 48. 25 147.237.0.35 [China akaws. i df . | ET SCAN Potential WWC Scan 5900- 5920 2
84.241.63.17  |147.237.0.15 :é?gi)”'z'i'fm kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 2
37.26.148.241 |147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
91.224.160. 106 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 2
109. 253. 131. 178|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 2
212.235.98. 139 [147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 2
66.249. 65. 184 |147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
95. 86. 88. 33 147.237. 77. 233 |l srael aal.idf.il ET OCB Large anount of TGP ZeroWndow - Possible Niller2 2
DDos at t ack
195. 95. 169. 202 |147. 237. 77. 121 |Pol and e navy.idf.il ET SCAN Potential SSH Scan 2
94.102. 48.194 |147.237.8.50 |Netherl ands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 2
146.148.127.1 |147.237.76.198|lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 2
94.102. 48.194 |147.237.0.33  |Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 2
46.120.122.219 |147.237.76.31 |[Israel nakchal .i df.il Xenu Link S euth User Agent 2
66.249.78.158 |147.237.72. 166 |Wited Sates aka.idf.il SERVER APAO_E Apac.he mod_ssl - non-SSL. connection to SS. 2
port denial of service attenpt
5. 255. 90. 133 147.237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 2
62.210.97.79  |147.237.77. 216 |France dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2




08-09-2016 to 08-10-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Sig natu re‘ Message

41. 69. 93. 108 Egypt 147.237.77. 216 |dover.i df i drop drop 16794
41. 69. 93. 108 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7329
195. 200. 153. 52 |United Ki ngdom 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 1361
41.69.93.108  |Egypt 147.237.77. 216 |dover. i df . drop ::stteg;ed post SYN packet - ST or SN drop 223
149. 255. 208. 44 |lrag 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 204
192.198. 151. 43 |Eur ope 147.237.76. 200 |eitan. aka.idf.il [drop First packet isn't SN drop 135
185. 25. 32. 39 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 124
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 113
212.199. 154. 194|l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 112
195. 200. 153. 52 [Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop drop 86
168.235.197.20 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 77
158. 223. 166. 96 |Uhited K ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 68
37.26. 146. 244  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
82.102. 224. 46 glcis;iigijan Territory, 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 61
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 56
213.71.171. 203 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
212.179.37.196 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
66.249. 93. 103  |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 54
37.26.146.141 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
195. 200. 153. 52 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
62.210.181.90 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
5. 43, 199. 191 glcisgii:;a” Territory, 147.237.77. 176 |nat pash. i of il |dr op First packet isn't SWN drop 50
46. 19. 86. 254 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 49
198. 7. 238. 40 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
41. 33.231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
176.13. 2. 143 | srael 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SN drop 41
79.178.48.193 |lsrael 147.237.72. 167 |i shuri maka.i of .i [dr op First packet isn't SYN drop 40
157.55.39. 8 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
62.207. 60.228 |Netherl ands 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 34
176.214. 79. 155 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
79.181. 254. 169 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 32
195. 88. 208. 156 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
37.26. 146. 235 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
99.112.221. 237 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
37.235.53.238 |Spain 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
178.22.70.91 Sntzerl and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
199. 167. 129. 140|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
178.17.170.69 |Ml dova, Republic of 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
192. 40.57.144 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
37.247.48.152 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
94.75.199.193 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
81.128.152.9 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
158. 255. 208. 29 |Hong Kong 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 211. 190|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 328
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 204
109. 253. 211. 170]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 190
46. 19. 85. 88 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 177
109. 66. 160. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 162
46.19. 86. 160 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 146
46. 19. 86. 38 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 141
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 133
85. 250. 193. 247 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 128
80. 178.102. 199 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 126
37.26.146. 244 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 109
37.26.149.140 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 90
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 89
46.210. 160. 196 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 86
2.53.59.73 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 85
2.55.174.75 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
2.55. 166. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 69
85. 64. 204. 43 I srael 147.237.76.31 |nakchal .idf.il D stributed Suspici ous Response Code B ock 67
176.13.240.78 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 66
109. 253. 158. 31 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 66
176.13. 8. 20 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 65
46. 19. 86. 112 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 58
46. 19. 86. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
2.53. 63. 233 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 54
37.26.149.212 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 52
2.53.163. 131 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 51
2.55.56.54 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 50
109. 67. 103. 143 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
79.178.227.167 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 49
84.108. 232. 252 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 49
2.55.26. 217 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 48
109. 253. 129. 198|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
176.13.17. 204  |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 39
46. 19. 86. 128 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 38
176. 13. 245. 122 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
46.19. 85. 222 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
176.13.15.252 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
2.53.188. 101 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 33
93.173.184.73 |Israel 147.237. 72. 166 |aka. i df . i | Lnaut hor | zed n/'\git;lfs‘;ggﬁfglf_g;px Bl ock 33
2.53.162. 159 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 31
121.9.141. 28 Chi na 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 121.9. 141. 28 B ock 29
109. 253. 208. 238l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 29
2.53.133. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 28
79.180.86.229 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 28
46.19. 85. 73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 26
46.19.85.8 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Uhaut hori zed URL Access from46.19. 85. 8 B ock 26
84.95. 208. 20 | srael 147.237.77. 226 }AWN chanat z. aka. Ml tiple Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 25
109. 65. 187. 162 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
46.120.122.219 |israel 147. 237.72.166 |aka. i df . i | Z’“G'. tliz‘z)'.elzl‘;a;;go” zed Nethod for Known URL from B ock 22
46.19. 85. 73 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 22
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