08-08-2015-00:00:00 to 08-09-2015-00:00:00

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
70, 000"
60, 000"
50 000", M dover.idf.il
T M radi matal .idf.i
40, 000" W aka.idf.il
30, 000+ W anan.idf.il
Number M rat pash. i df . i |
A tgcks 20, 0007 M nobile.idf.il
, 000+" M refuah.idf.il
. Wiawidf.il
O ; & SR s\&\ @58\ & atal .idf.il
~ : o . . e : ’ i idf i
O\\Q} Q}f& P é@ (5?(\ s,Q\\ &\)é‘ N S é\& M tikshuv.idf.il
S N @Q ® N oF
&
Top Tar get
[Top Attackers |
10, 000+
8, 000+
W 213.175.183. 170
| 82.145. 221. 54
6. 0001 M 185.58.201. 34
i 82. 145. 220. 127
Nunber 4, 000+ W 46. 19.85.91
A tgcks - Il 70. 39. 187. 134
2. 0001 W 46. 116. 151. 224
M 176.31.117.76
149. 78. 154. 69

AN S T P N L C S
RS L S, SN SR R R
o PP o A R . S A
A N . X o % N . . o
Moo LY o R G~

Top Attackers

M 46. 19. 86.55




08-08-2015-00:00:00 to 08-09-2015-00:00:00

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address

Sum(Packet_Count

‘Attacker Country

‘ IP_Map.site

)

66. 249. 78. 254 I srael 147.237.72.166 |akaidf.il TOP handshake violation, first drop 16979
packet not syn
66. 249. 67. 81 I srael 147.237.77.74  |lawidf.il TP handshake viol ation, first drop 14077
packet not syn
107.178.194.83  |united Sates 147.237.77.226  |wnw chanat z. aka. i of . i1 |1 nandshake violation, first drop 6346
packet not syn
192.249.64.249  [tited Sates 147.237.77.216  |dover.idf. il TCP handshake viol ation, first forward 3164
packet not syn
79.183. 128. 69 I sr ael 147.237.77.216  |dover.idf.il T hanashake viol ation, first forvard 3016
packet not syn
66. 249. 93. 160 I'srael 147.237.77.216  |dover.idf.il TCP handshake viol ation, first f orwar d 2755
packet not syn
66. 249. 78. 173 I srael 147.237.77.216  |dover.idf.il TOP handshake violation, first drop 2740
packet not syn
46.116.72.118  |Israel 147.237.77.216  |dover.idf.il TCP handshake viol ation, first forvard 2563
packet not syn
5. 43.192. 79 Palestinian Territory, |14z 537 77176 |nat pash.i df .| TOP handshake violation, first drop 1702
Cceupi ed packet not syn
77.127.95. 156 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 1553
79.182. 149. 149 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 851
85. 64. 214. 89 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 706
84.110. 83. 182 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 563
46.121. 110. 241 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 546
5.28. 130. 169 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 526
176.13.5.56 I srael 147.237.77.216  |dover.idf. il TCP handshake viol ation, first forward 490
packet not syn
31.168. 90. 17 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 416
79.179. 109. 109 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 277
46.116. 155. 80 | srael 147.237.72.156 |anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 256
109. 64. 200. 242 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 238
77.127.101. 136 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 219
82. 166. 22. 13 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 200
109. 186. 34. 202 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-Q i dest - r eset 173
213.57.160. 27 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 169
79.183. 160. 51 | srael 147.237.72.156 |anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 163
84.108. 37. 229 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 113
84.108. 168. 81 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 109
149. 78. 184. 219 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 93
46.120. 198. 133 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 88
2.54.32.169 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 84
176.13.1.171 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 81
46. 117. 29. 205 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 81
2.54.63. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 78
84. 94. 80. 237 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 78
176. 13. 10. 31 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-Q i dest - r eset 76
93.172.135. 136 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 72
62.219. 126. 244 | srael 147.237.72.156 |anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 71
2.52.160. 135 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 71
46. 19. 86. 37 | srael 147.237.0. 19 nadi matal .idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 69
85. 64. 45. 45 | srael 147. 237. 72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-d i dest - r eset 61
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 58
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 34
10.0.0.3 147.237.76. 42 refuah.idf.il Invalid TGP H ags dr op 30
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 22
79.177.61. 108 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 20
46. 19. 85. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 20
46. 116. 94. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 19
79.179. 10. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
62.0.114. 185 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 18
192. 168. 14. 119 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry

\Target Address |S te

|NarTe

|Davi ce Acti on| Count

77.127.95. 156 | srael 147.237. 72. 156 |anan. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 105
79.182. 149. 149 |lsrael 147.237.72. 156 |anan.idf . il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 62
176. 228. 149. 147|l srael 147.237.76.31 |[nakchal .idf.il|CLO00004: HITP:. options nmethod (M crosoft) B ock 21
95.179. 106. 151 |Russi an Federation 147.237.76.42 |refuah.idf.il |Cl000108: HITP. Trying to | ocate existing FO<editor B ock 11
82. 166. 22. 13 | srael 147.237. 72. 156 |anan.idf .il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 10
109. 66. 128. 80 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 6
84.108. 44. 125 | srael 147.237.77.234 |hal ag.idf.il |7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 5
46.121. 116. 143 |l srael 147.237.77.233|atal .idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 5
93.172.185. 227 |lsrael 147.237.76.42 |refuah.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 4
109. 66. 68. 106 | srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 4
46. 19. 85. 23 | srael 147.237.76.42 |refuah.idf.il |7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute|B ock 3
37.26. 148. 227 | srael 147.237.77. 176 [nat pash. i df .11]14170: HITP. B ank User-Agent (descriptor but no string) B ock 3
46. 120. 229. 31 | srael 147.237.77.234 |hal ag.idf.il |7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 3
24.161.55.206 |lhited Sates 147.237.72. 156 |anan.idf . il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 3
24.250.129.65 |Lhited Sates 147.237.77. 216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 3
89.176.54.116 |Czech Republic 147.237.77. 216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 3
46.116. 179. 248 |l srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 3
79.180. 217. 31 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 3
95.179. 34.8 Russi an Federation 147.237.77. 216 |dover.idf.il |ClO00108: HITP. Trying to | ocate existing FCKedi t or B ock 3
46. 19. 85. 140 | srael 147.237.76.42 |refuah.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 3
81.218. 33. 77 | srael 147.237.77. 216 |dover.idf.il |CLOO0004: HITP. options method (M crosoft) B ock 3
24.57.243.7 Canada 147.237.77. 216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
149. 78. 86. 173 | srael 147.237.76. 31 |nakchal .idf.il|CL000004: HTTP:. options nethod (M crosoft) B ock 2
41.202. 168. 161 [Sudan 147.237.77. 216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 2
176. 228. 40. 169 |l srael 147.237.76.42 |refuah.idf.il |7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 2
46.121. 85. 48 | srael 147.237.77.216 |dover.idf.il |ClLO00004: HITP:. options nethod (M crosoft) B ock 2
41.234. 168. 243 |Egypt 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
46.19. 85. 5 | srael 147.237.77.216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 2
185. 32. 179. 17 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fragroute|B ock 2
94.159. 242. 175 |l srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 2
46.19.85. 7 | srael 147.237.77. 216 |dover.idf.il |7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 2
145. 116. 179. 251 |Net her | ands 147.237.77.216|dover.idf.il |7120: TGP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 2
41.45,121. 23 Egypt 147.237.77. 216 |dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
109. 66. 128. 145 |l srael 147.237.76.42 |refuah.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 1
46. 116. 233. 65 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute|B ock 1
188. 120. 134. 79 |l srael 147.237.77. 176 |nat pash.i df .i1]7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 1
84.108. 4. 163 | srael 147.237.72.166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 1
79. 182. 53. 62 | srael 147.237.72. 156 |anan.idf . il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute|B ock 1
5.29.122. 84 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 1
85. 64. 109. 73 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute|B ock 1
46.19. 85. 175 | srael 147.237.76.42 |refuah.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute|B ock 1
82.81.11.239 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 1
123.126.113.80 |Chi na 147.237.72. 166 |aka.idf .il Cl03: HITP:. User Agent Sogou+web+spi der B ock 1
79.178.137. 147 |lsrael 147.237.77.216 |dover.idf.il |7120: TGP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute|B ock 1
94, 159. 147. 154 |Israel 147.237.76.31 |[nakchal .idf.il|CLO00004: HITP:. options nmethod (M crosoft) B ock 1
46.117.0. 220 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 1
46. 19. 85. 86 | srael 147.237.76.42 |refuah.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute|B ock 1
188. 161.186.1 |Palestinian Territory, Qcupi eq147.237.77.216 |dover.idf.il [10714: HITP. Netsparker Security Scanner B ock 1
37.142. 64. 139 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 1
149.88.91.170 |Lhited Sates 147.237.72. 156 |anan.idf . il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute|B ock 1
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|Top Attackers In |D|

Atacker Address |Attacker Country | Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 139
10.0.0.3 147.237.76. 42 refuah.idf.il ET SCAN TCP Traffic (ET SCAN Mal forned Packet SYN FIN 41
186. 15. 2. 129 osta Hca 147.237.77.216 |dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 30
109. 67. 169. 151 | srael 147.237.72.166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 16
66. 249. 69. 63 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 12
45.114.11. 46 147.237.77.178 e. nat pash. i df .il ET SCAN Potential SSH Scan 4
66. 249. 93. 253 Lhited Sates 147.237. 76. 30 hi nush. i df . i ET SCAN NVAP -sA (2) 4
45.114.11. 46 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 4
45.114.11. 46 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 4
45.114. 11. 46 147.237. 76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 3
220.194.63. 2 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 3
208. 80. 155. 222 Lhited Sates 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 3
45.114.11. 46 147, 237. 76. 200 eitan. aka. idf.il ET SCAN Potential SSH Scan 3
45.114.11. 46 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 44 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 3
45.114. 11. 46 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 46 147.237.72.167 |ishurimaka.idf.il ET SCAN Potential SSH Scan 3
220.194. 63. 2 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il ET SCAN Potential SSH Scan 3
45.114.11. 46 147, 237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 44 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 173 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
91. 236. 3. 196 Russi an Federati on 147.237.76. 148 |ggcenter.aka idf.il ET SCAN Potential SSH Scan 2
5. 2.156. 182 Ronani a 147.237.77.176 |matpash.idf.il Tehila - Perl LW wth fake user agent 2
45.114.11. 46 147.237.76.148 |ggcenter.aka.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 2
188. 138. 9. 51 CGer many 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
45.114.11. 46 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
31.184.242. 17 Russi an Federation |147.237.77.216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
45.114.11. 49 147.237.77.205 |prisha.idf.il ET SCAN Potential SSH Scan 2
119. 167. 153. 189 Chi na 147.237.0. 35 akaws. i df. il ET SCAN Potential SSH Scan 2
91. 236. 3. 196 Russi an Federation 147.237.77.234 |halag.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 2
212. 231. 63. 69 Spai n 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 2
84.1.159. 210 Hungary 147.237.76.199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 2
66. 249. 93. 146 Lhited Sates 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sA (2) 2
45.114. 11. 46 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 2
188.138.9. 51 Ger many 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 2
212.231. 63. 69 Spai n 147.237.77.233 |atal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 2
66. 249. 65. 18 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
5.2.156. 182 Romani a 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 2
45.114. 11. 46 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 2
91. 236. 3. 196 Russi an Federation 147.237.76.197 |e hinush.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.0. 35 akaws. i df .il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘ Message
82.145. 221.54  |Eur ope 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10018
82. 145. 220. 127 |Eur ope 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5059
70.39.187.134 |Satellite Provider 147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 1864
176.31.117.76 |Fance 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1547
149. 78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1398
46. 19. 85. 100 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 975
77.126.233. 246 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 930
66.249.78.173 |lited Sates 147.237.77. 216 |dover. i of .1 |! V@ 1d segnent retransmssi on Streaming Engi ne: TP Invalid drop 522
Packet dropped. Ret r ansni ssi on
66.249.78.159 |United Sates 147. 237, 77. 216 |dover. i of i1 |/V@ 1d segnent retransmssion Streamng Engine: TP Inval id drop 508
Packet dropped. Ret r ansni ssi on
79.177.217. 175 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 493
66.249.78.166 |Wited Sates 147. 237, 77. 216 |dover. i of .i| |LV@1d segnent retransmssion. Streamng Engine: TGP Inval id drop 476
Packet dropped. Ret r ansnii ssi on
85. 65. 185. 11 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 474
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 457
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 454
190. 229. 126. 235|Argenti na 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 447
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 401
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 384
80. 179. 225. 42 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 377
79.178. 206. 183 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 374
188. 165. 15. 209 |Fance 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 354
164. 138. 127. 105|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 287
212.235.93.252 |Israel 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 287
50. 87.144.145 |lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop dr op 274
68.180.228. 112 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 256
185. 58. 201. 34 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 256
2.54.155. 117 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 243
80. 178. 169. 168 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 242
89. 120. 146. 110 |Ronani a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 237
130.154.3.250 |lLhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop dr op 227
31.168. 164. 198 |l srael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 221
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 216
2.54.16.119 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 214
207.46. 13. 29 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 206
66.249. 64.173 |Liited Sates 147.237.77. 216 |dover. i of .1 |' V@ 1d segnent retransmssi on. Streamng Engi ne: TP Invalid drop 204
Packet dropped. Ret r ansnii ssi on
2.52.18.116 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 202
212.199. 205. 68 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 195
66.249. 64. 168 |Uited Sates 147. 237, 77. 216 |dover. i f i1 |LV@1d segnent retransmssion. Streamng Engine: TGP Inval id drop 194
Packet dropped. Ret r ansnii ssi on
190. 24. 146. 71 Col onbi a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 193
213.57.240. 232 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 190
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 188
87.69.245.175 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN dr op dr op 186
5.43.192. 79 z'cf;i'géa” Territory, 1147, 237. 77. 176 |nat pash. i o .i 1| rst packet isn't SN drop drop 178
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 178
66.249.64.178 |Uited Sates 147.237.77. 216 |dover. i of .1 |!/V@1d segnent retransmssi on Streaning Engi ne: TP Invalid drop 176
Packet dropped. Ret r ansni ssi on
207.46.13.108 |lLhited Sates 147.237.77.74 |lawidf.il SAMrul e dr op dr op 174
157. 55. 39. 122 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 166
157.55.39.113 |lhited Sates 147.237.0.34 |tikshuv.idf.il|SAMrul e drop drop 162
46. 19. 86. 20 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 161
37.26.146.134 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN dr op dr op 155
5. 255. 253. 61 Russi an Federation 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 146
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Ste Acti on ‘Oount
213. 175. 183. 170|Lebanon 147, 237.77. 216 |dover.idf. i1 |D.Stributed tnauthorized UL Access on B ock 11351
wan i df . i1/t enpl at es/ honepage/ undef i ned
185. 58. 201. 34 147.237.77. 216 |dover.idf.j| [P Stributed thauthorized UL Access on B ock 6426
wan i df . i 1/t enpl at es/ honepage/ undef i ned
46.19. 85. 91 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from46. 19. 85.91 Bl ock 1892
) . . .JToo Many of the Sane Response Code (404) in Session from
46.116. 151. 224 |israel 147.237.0.19  [madi maral idf.if,o0 "V O Ihe p (404) B ock 1809
46. 19. 86. 55 | srael 147.237.0.19 |nadimatal.idf.i|Too My of the Sane Response Code (404) in Session from46. 19. 86. 55 B ock 1297
89. 138. 216. 143 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 1073
31. 154. 92. 249 | srael 147.237.0.19 |nadimatal.idf.ijToo Many of the Sanme Response GCode (404) in Session from 31.154. 92. 249 |B ock 909
176. 13. 23. 134 | srael 147.237.0.19 [nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 609
46. 19. 86. 37 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 438
2.54.24. 29 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 420
149. 78. 49. 115 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 408
185. 58. 201. 34 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ undef i ned Bl ock 243
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 204
46. 121. 65. 16 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 174
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 144
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed UR. Access on wwu i df.il/atal 1/izkor/vi ew i ng. asp |B ock 114
176. 12. 145. 163 |l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 108
66.249.78.166 | srael 147, 237.77. 216 |dover.idf. i1 D Stributed thauthorized URL Access on B ock 96
ww i df . il /atal 1/izkor/ vi ew i ngt op. asp
85. 65. 247. 49 | srael 147.237. 77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response Gode B ock 93
46. 121. 40. 249 | srael 147.237.77. 243 |nobi le.idf.i | D stributed Suspi ci ous Response Gode Bl ock 87
37.26.149. 216 | srael 147.237.77. 243 |nobile.idf.i | D stributed Suspi ci ous Response Gode Bl ock 69
66.249.78.159 | srael 147, 237.77. 216 |dover.idf. i1 D Stributed thauthorized URL Access on B ock 66
ww i df . il /atal 1/i zkor/ vi ew i ngt op. asp
66.249. 78. 159 |l srael 147.237. 77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 60
37.26. 148. 149 | srael 147.237.77. 243 |nobi le.idf.i | D stributed Suspi ci ous Response Gode Bl ock 57
176.13.2.91 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 51
193. 201. 224. 126|lkrai ne 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 193. 201. 224. 126 B ock 45
77.127.133. 207 |lsrael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 45
188. 165. 15. 209 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 209 Bl ock 45
46. 19. 86. 55 | srael 147.237. 77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response Gode B ock 45
188. 143. 232. 35 gj:;;”i on 147.237.77.176 |natpash.idf.il |Paraneter Type Violation fronfate in wa cogat.idf.il/901-en/cogat.aspx  [B ock 42
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 68. 180. 228. 112 Bl ock 42
188. 143. 232. 35 g;z::t”ion 147.237.77.74 |lawidf il Ml tipl e Unauthori zed URL Access from 188. 143. 232. 35 B ock 42
77.162.249.39 |Nether| ands 147.237.72. 166 |aka.i df .i | Ml ti pl e Unaut hori zed URL Access from 77. 162. 249. 39 B ock 39
176. 13. 6. 115 | srael 147.237.77. 243 |nobi le.idf. il D stributed Suspi ci ous Response Gode Bl ock 33
89. 138. 216. 143 |l srael 147.237.77. 243 |nobi le.idf . il O stributed Suspi ci ous Response Gode Bl ock 33
176.13.4. 45 | srael 147.237.77. 243 |nobi l e.idf . i | DO stributed Suspi ci ous Response Gode Bl ock 33
46. 19. 86. 16 | srael 147.237. 77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response Gode B ock 30
79.179. 169. 150 |Israel 147.237.77. 243 |nobile.idf.i | D stributed Suspi ci ous Response Gode Bl ock 27
79.178.14.8 | srael 147.237.77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response Code B ock 27
178.137.87.228 |lkraine 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/1283-17155-en/ B ock 24
46. 19. 85. 93 | srael 147.237.77. 243 |nobi le.idf . i | O stributed Suspi ci ous Response Gode Bl ock 21
176. 12. 140. 186 |l srael 147.237.77. 243 |nobi l e.idf . i | DO stributed Suspi ci ous Response Gode Bl ock 21
77.127.24.172 |lsrael 147.237. 77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response Gode B ock 21
C e Unaut hori zed URL Access to
213. 251. 182. 103|F ance 147.237.77. 176 |nat pash. i df . il Wi cogat . i df . i | /si p_storagelfil es/ O/ si ze220x0/ 3410. ] pg. s ¢ Bl ock 18
77.125.80.119 | srael 147.237.72. 166 |aka.idf . il Ml tipl e Uhaut hori zed URL Access from 77.125. 80. 119 Bl ock 18
82.166.22.13  |israel 147. 237. 72. 156 |anan. i df .i | %gtﬁ&%ﬁfgﬁ" &fﬁgﬁ;ﬁ&gfj&g’? 22.13 (Protocol violation None 15
157. 55. 39. 59 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut horized URL Access from 157. 55. 39. 59 Bl ock 15
157.55.39. 122 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 122 B ock 15
109. 65. 24. 25 | srael 147.237.77. 243 |nobi le.idf . il O stributed Suspi ci ous Response Gode Bl ock 15
46.119. 124. 209 |lkrai ne 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1283-17155-en/ Bl ock 15
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