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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )
66. 249. 67. 79 I srael 147. 237.77. 74 lawidf il :Stj Zi?]dShake vioation, first packet g 8054
212.98. 147. 194 Lebanon 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake violation, first packet . 7449
185. 58. 201. 34 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 6896
66. 249. 93. 168 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake violation, first packet . 5126
37.237.212. 36 Irag 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 3097
31.154.91. 214 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 734
66. 249. 67. 34 I'srael 147.237.77.170  |nmarachot.idf il E Zifldsmke vidation, first packet |, 586
95. 86. 70. 78 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 554
149. 88. 74. 37 Lhited Sates 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 496
79.181.102.213 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 494
213.57.102. 106 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 476
109. 64. 159. 43 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 470
93.172. 48. 212 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 458
37.142. 64. 105 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 430
31. 154. 92. 206 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 371
46.116. 8. 166 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 326
213.57.104. 44 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 324
84.109. 179. 179 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 311
213.57.160. 27 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 286
46. 120. 34. 43 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 255
109. 186. 100. 186 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 242
46.117.28.13 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 232
37.142.64. 34 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 224
77.127.60. 67 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 224
41.33.232. 65 Egypt 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 217
82. 166. 69. 218 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 183
46.120.94.9 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 178
77.127.101. 136 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 173
84.109. 90. 16 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 165
149. 88.9. 171 Lhited Sates 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 163
37.142. 64. 96 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 151
85. 65. 57. 232 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 146
5.28. 166. 175 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 142
66. 249. 78. 159 I srael 147.237.77.216  |dover.idf.il :g Zi?]dShake vioation, first packet g 133
79.182. 202. 90 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 127
37.142. 64. 109 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 124
46.19. 85. 222 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 123
5.22.135.177 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 111
213.57.42.237 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 105
79.176. 159. 247 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 95
149. 78.118. 186 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 91
213.57.164. 201 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 91
79.179. 5. 102 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85
46.120. 158. 23 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 84
77.125.10. 195 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
109. 186. 16. 58 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 77
37.26. 148. 221 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i forward 76
37.26.148.221 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 76
46.19. 85. 105 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 74
46.117. 6. 188 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 73
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

get Address

dte

45. 35. 20. 195 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 24
82.102. 141. 252 |Israel 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 19
98. 126. 46. 227 |lhited Sates 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FO<editor B ock 14
45. 35. 20. 195 147.237.77. 216 |dover.idf.il 0854: HITP: upl oad* Access B ock 12
98.126. 46.227 |Lhited Sates 147.237.77. 216 |dover.idf.il 0854: HITP. upl oad* Access B ock 9
77.125.216. 110 |lsrael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 7
46.121. 158. 214 |l srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
46. 120. 137. 220 |l srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
24.91.152. 191 Lhited Sates 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
41.41. 98. 220 Egypt 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
68. 9. 242. 162 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
85. 250. 234. 221 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 3
79.176. 159. 247 |lsrael 147.237. 72. 156 |anan. i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
213.57.169. 93 | srael 147.237.76.31 |[nakchal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
46.19. 85. 133 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fragroute B ock 3
173.196. 183. 198|lLhited Sates 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
80.179. 184. 165 |lsrael 147.237.72. 166 |aka.idf .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
85. 64. 246. 254 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 2
79.182. 180. 39 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
46.19. 85. 245 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
82.102.169. 113 |Israel 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
109. 64. 21. 223 | srael 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
37.26. 148. 206 | srael 147.237.72. 166 |aka.idf .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
58. 220. 241. 133 |Chi na 147.237.77. 170 |naar achot . i df . i | 0854: HITP: upl oad* Access B ock 2
77.126.14.174 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
146.0.79.163  [Netherlands  |147.237.76.86 |navy.idf.il 12348: HTTP. PHP-Qd Query String Paraneter Command Injection g o 2
WUl nerability
37.26. 147. 166 | srael 147.237.76.42 |refuah.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
89. 243. 27. 29 Uni ted Ki ngdom|147.237.76.86 |navy.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 2
46.19. 85. 71 | srael 147.237. 77. 226 |ww chamat z. aka. i df . i | |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
149. 88. 149. 72 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
37.142.64. 121 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
109. 65. 81. 218 | srael 147.237. 77. 170 |n@arachot . i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
77.125.0.234 | srael 147.237.72. 166 |aka.idf .i | 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
5.29. 155. 134 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
93.174.93.129 |Netherl ands 147.237.77. 234 |hal ag.idf .i | Q003: HITP: phpM/Adm n access B ock 1
191.178.111. 145|Brazil 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
130. 75. 2. 26 Ger many 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fragroute B ock 1
37.26. 148. 149 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
212.25.82.123 |lsrael 147.237.77. 170 |naar achot . i df . i | C1000004: HITP:. options nethod (M crosoft) B ock 1
2.54.34.163 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
93.174.93.129  |Net her| ands 147.237.77.74 |lawidf.il Q003: HTTP: phpM/Adni n access B ock 1
46.19. 85. 120 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fragroute B ock 1
173.22.133. 4 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
85. 65. 19. 135 | srael 147.237.72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
80. 14. 170. 22 France 147.237.77. 176 |nat pash. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
37.142.187. 20 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 1
109. 65. 81. 233 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 174. 93. 129 Net her | ands 147.237.77. 235 |sviva.idf.il Q003: HITP: phpM/Adm n access B ock 1
87. 68. 80. 203 | srael 147.237.77. 233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 135
176. 13. 22. 62 | srael 147.237.0.19 |nadimatal.idf.il ET SCAN Possi ble SS_ Brute Force attack or Ste Gaw 20
213.204. 103. 36 |Lebanon 147.237.77. 233 |atal .idf.il ET SCAN NVAP -sA (2) 16
176. 13. 22. 62 I srael 147.237.0. 19 nadi matal .idf.il | NDI CATOR- SCAN nyscan 16
176. 13. 22. 62 | srael 147.237.0.19 |nadimatal.idf.il GPL SCAN nyscan 16
41.142.106.39 [Morocco 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 5
41.142.106.39 [Morocco 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 4
192.210. 198. 132|Lhited Sates 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 4
66. 249. 67. 67 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
31.184.242. 17 Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
45.114.11. 44 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 3
78.22.108.120 |Bel gi um 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 3
84.111.232.199 |[Israel 147.237.77. 233 |atal .i df.il a':—trtif Large amount of TCP ZeroWndow - Possible N Iler2 Dros 3
218. 65. 30. 107 Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 3
218. 65.30. 107 |China 147.237.77. 170 |naar achot . i df . i | ET SCAN Potential SSH Scan 3
45.114.11. 47 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 93. 154 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
78.22.108. 120 Bel gi um 147.237.76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.77. 179 |e.nazi .idf . il ET SCAN Potential SSH Scan 2
151. 252. 104. 251 |Russi an Federati on 147.237. 72. 156 |anan. i df . i | ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.76. 31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
112. 36. 135. 234 |Chi na 147.237.77. 179 |e.nazi .idf .il ET SCAN Potential SSH Scan 2
66. 249. 79. 70 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
218. 65. 30. 107 Chi na 147.237.72. 167 |ishurimaka.idf.il ET SCAN Potential SSH Scan 2
176.12. 142. 117 |israel 147.237.77. 233 |atal i df i aEtI'telﬁ(S Large amount of TCP ZeroWndow - Possible Niller2 DDos 2
218. 65. 30. 107 Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 2
186. 237. 219. 101|Brazil 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
37.46. 39. 155 I srael 147.237.72. 156 |anan. i df . i | | NDI CATOR- SCAN nyscan 2
85. 158. 184. 234 |Russi an Federation 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
66.249.78.158 |United Sates 147, 237.72. 166 |aka. i of i SERVER APACHE Apache mod_ss| non-SSL connection to SSL port 2
deni al of service attenpt
37. 8. 69. 84 zlcis;i':('ja” Territory, {147 237.77. 176 |nat pash. i of . i ET SCAN NVAP -sA (2) 2
74.82.194. 10 Canada 147.237.76. 196 |e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
45.114.11. 44 147.237.76.200|eitan. aka.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.76. 200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 2
78.22.108. 120 Bel gi um 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
218. 65.30. 107 |China 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 2
89. 248. 174. 100 |Net her| ands 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 2
124. 41. 200. 147 |Nepal 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 2
213.41.72.13 F ance 147.237.77. 176 [nat pash. i df . i | GPL SCAN nnmap TCP 2
45.114.11. 44 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
218. 65.30. 107 |China 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 2
66.249.93.237 |Lhited Sates 147.237.77. 226 [wwn chanat z. aka. i df .il |ET SCAN NVAP -sA (2) 2
218. 65.30. 107 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.76. 200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
94.23.254. 103 |Fance 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘I\/éssage
37.237.212. 36 Irag 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 25983
185. 58. 201. 34 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 13718
5.29.70.51 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 6021
95. 35.173. 13 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 5036
46.210. 220. 8 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2774
213.175. 183. 170|Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1992
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1929
212.98. 147. 194 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1889
77.127.179.55 |lsrael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 1618
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 1570
212.76.97. 204 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1258
95. 86. 80. 177 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 1199
185. 4. 252. 171 |Lebanon 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1146
37.237.212.36 |lrag 147.237.77. 216 |dover.idf.il dr op drop 1135
46. 19. 85. 145 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 858
164. 138. 124. 187|l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 810
109. 67. 137. 41 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 806
2.54.146. 41 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 762
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 737
2.54.37.57 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 734
37.237.212.36 |lraq 147.237.77.216|dover.idf.il Bad TCP sequence noni t or 685
79.179.21.117 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 649
108. 12.143.25 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 647
2.54.167. 68 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 642
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 617
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 615
62. 207. 60. 228  |Net her| ands 147.237.77. 176 |nat pash.idf.il|F rst packet isn't SN dr op drop 590
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 589
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop dr op 586
109. 67. 18. 39 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 579
82. 81. 3. 158 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 574
37.237.212.36 |Irag 147. 237. 7. 216 [dover_idr i1 [S1 TS WD diTferent Wndow - pog 10p sequence alert 570
41. 33. 232. 65 Egypt 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 537
192. 249. 64. 249 |Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 518
46. 121. 88. 121 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 505
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 492
54.72.73.168 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 491
5. 255. 253. 61 gj:;;”ion 147.237.77. 216 |dover.idf.il |First packet isnt SN drop drop 464
2.54.35.127 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 463
46.210. 216. 250 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 461
37.26.146.249 |lsrael 147.237.77.216|dover.idf.il |Frst packet isn't SN dr op drop 460
37.237.212.36 |irag 147.237.77. 216 |dover. i of . i1 fz;;e”ansm't wth different wndow gy 1p sequence monitor  [459
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 458
66.249.78.166 |lnited Qates  |147.237.77. 216 |dover.idr. it [V 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 458
dr opped. Ret r ansni ssi on
2.52.61.231 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 458
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 450
79.182. 165. 91 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 448
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 446
66.249.78.159 |United Sates  |147.237.77. 216 |dover.idr.i1 | V@1 segment retransmssion. Packet |Sreamng Engine: T(P Invalid drop 446
dr opped. Ret r ansnii ssi on
87.68.75.0 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 441
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A tacker Devi ce

Attacker Address Target Address |dte ‘Count

Country Action

. . D stributed Unaut hori zed URL Access on
185. 58. 201. 34 147.237. 77. 216 |dover.idf.il vowe i of i |/t enpl at es/ ar ti ol ef undef i ned Bl ock 102780

D stributed Lhauthori zed URL Access on

213.175.183. 170|Lebanon 147.237.77. 216 |dover.idf.il ww i o i |/t enpl at es/ arti cl ef undef i ned B ock 100146
176. 13. 22. 62 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 5523
87.69. 134. 205 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 1503
77.125.113. 140 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) Bl ock 1302
2.54.152.132 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from2.54.152. 132 |B ock 848
87.68. 76. 78 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 807
176. 13. 8. 214 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 643
2.52.35.139 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 579
46. 19. 86. 40 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 492
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 447
5.22.130. 21 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session fromb5. 22.130.21 |B ock 447
213. 175. 183. 170|Lebanon 147.237.77. 216 |dover.idf.j| [P StITbuted thauthorized UR. Access on B ock 399
wan i df . i1/t enpl at es/ honepage/ undef i ned
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 399
213.175. 183. 170|Lebanon 147.237.77. 216 |dover.idf.il Uhaut hori zed UR. Access to wwidf.il/tenpl ates/articl e/ undefi ned Bl ock 366
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 Bl ock 348
109. 67. 157. 177 |Israel 147.237.0.19  |madi matal .icf.i [ °° MY of the Sane Response Code (404) in Session from B ock 213
109. 67. 157. 177

84.111. 235. 81 | srael 147.237.77. 243 |nobile.idf . il O stributed Suspi ci ous Response Gode Bl ock 189
77.127.24.172  |lsrael 147.237. 77. 243 |nobi l e.idf .i | Suspi ci ous Response Code Bl ock 120
109. 67.192. 130 |lsrael 147.237.77. 243 |nobile.idf.il D stributed Suspi ci ous Response Code Bl ock 108
109. 67.56. 127 |israel 147.237.77. 243 |mbile.icf. i1 | ameter Type Molation Repeat Passvord in B ock 105

nobi | e. i df . i|/sachar/changepasswor d
79.182.130. 231 |Israel 147, 237, 76. 200 [ei tan. aka. i df .| | aUthori zed LRL Access to Bl ock 96
waw el tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx

D stributed Uhauthorized URL Access on

185. 58. 201. 34 147.237.77. 216 |dover.idf.il . . . B ock 84
wa i df . i1/t enpl at es/ honepage/ undef i ned
46. 19. 85. 76 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 66
31.154.91.178 |lsrael 147.237. 77. 243 |nobi l e.idf .i | D stributed Suspi ci ous Response Gode Bl ock 66
118.123.8.204 |China 147.237.77. 170 [naarachot . i df.il [Mil ti pl e Uhaut hori zed URL Access from 118. 123. 8. 204 Bl ock 63
114. 230. 107. 185|Chi na 147.237.72. 166 |aka.i df .i | Ml ti pl e Uhaut hori zed URL Access from 114. 230. 107. 185 Bl ock 57
176. 12. 140. 114 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 54
79.182.189. 165 |lsrael 147.237.72. 166 |[aka. i df . il Ml tipl e Whaut hori zed URL Access from 79. 182. 189. 165 Bl ock 48
213.175. 183. 170|Lebanon 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wa i df.il/tenpl at es/ honepage/ undef i ned Bl ock 45
176.12.138. 133 |l srael 147.237. 77. 243 |nobi l e.idf .i | D stributed Suspi ci ous Response Gode Bl ock 42
46.117. 83. 50 | srael 147.237.72. 166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from46. 117. 83. 50 Bl ock 41
66.249.78.166 | srael 147. 237.77. 216 |dover. i df .i \?M:Vtir('ﬁbﬂtle/d a:l:;?jti Zok:)'rfsidevu\,} nsfgss;:n B ock 36
46. 121. 40. 249 | srael 147.237.77. 243 |nobile.idf . il O stributed Suspi ci ous Response Gode Bl ock 36
176. 13. 9. 143 | srael 147.237. 77. 243 |nobi l e.idf .i | D stributed Suspi ci ous Response Gode Bl ock 33
176.12. 147. 222 |l srael 147.237.77. 243 |nobi l e.idf i | D stributed Suspi ci ous Response Gode B ock 33
80. 86. 94. 7 Ger many 147.237.0.34 |tikshuv.idf.il [Miltiple Uhauthorized URL Access from 80.86.94. 7 Bl ock 30
68.180.228. 112 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 68. 180. 228. 112 Bl ock 30
66.249.78.173  |Israel 147. 237. 77. 216 |dover . i df .| \?W;Vtiréfbﬂtle/d attgé;;’ti Zokro'rfsldevlﬁ‘ ngtcgssass ;n B ock 30
37.26. 147. 243 | srael 147.237.77. 243 |nobi l e.idf i | D stributed Suspi ci ous Response Gode B ock 30
176. 13. 11. 32 | srael 147.237.77. 243 |nobile.idf.il D stributed Suspi ci ous Response Gode Bl ock 27
66.249. 78.159  |Israel 147.237.77. 216 |dover. i ¢f i1 |D Str1buted thauthorized LR Access on B ock 27
ww i df . il /atal 1/izkor/vi ew i ng. asp
204.12.251.37 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to vy aka. i df.il/defaul t.aspx Bl ock 27
149, 78.231.119 |lhited Sates 147.237.77. 243 |nobile.idf.il D stributed Suspi ci ous Response Code Bl ock 24
207.46.13. 70 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 70 Bl ock 24
66.249. 78.159  |Israel 147. 237. 77. 216 |dover. i df .| miréfb_”itﬁd allﬁb’ti Zig'rfs?evuvj ngfgssjs pon B ock 24
175.44.9. 30 Chi na 147.237.72. 166 |aka. i df .i | Mil ti pl e Uhaut hori zed URL Access from 175. 44. 9. 30 Bl ock 24
66.249.78.173  |Israel 147. 237.77. 216 |dover.idf. i1~ |D Stributed thauthorized LR Access on B ock 21
ww i df.il/atal 1/izkor/vi ew i ng. asp
176. 13. 18. 255 | srael 147.237.77. 243 |nobile.idf . il DO stributed Suspi ci ous Response Gode Bl ock 21
66.249.78. 166 I srael 147, 237.77. 216 |dover.idf.j1  |D Stributed thauthorized LR Access on Bl ock 21

wwy i df.il/atal 1/izkor/vi ew i ny. asp
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