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|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target Sum(Packet_Count

‘ IP_Map.site

Address Country Address )
188. 165. 248. 54 France 147.237.72.156  |aman.idf. il Ig Zz’;dsr‘ake violation, first packet |, . 25486
66. 249. 67. 53 I srael 147.237.77.216  |dover.idf.il Ig: ZiﬂdShake vioation, first packet | 24405
82. 192. 68. 46 Net her | ands 147.237.77.216  |dover.idf.il Ig Zirr‘ldsr‘ake violation, first packet |, . 22584
37.236. 138, 116 I'raq 147.237.77.216  |dover.idf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet ;o oy 13318
66. 249. 65. 199 I srael 147.237.77.176  |mat pash.idf.il Ig Zz’;dsr‘ake vioation, first packet | 10136
84. 48. 98. 224 Nor way 147.237.77.216  |dover.idr.il Ig: 2";‘/’;"3“"’“‘8 violation, first packet | 6209
5. 175. 200. 195 Ger many 147.237.77.226  |vmw chanat z. aka. i df . | Ig Zz’;dsr‘ake vioation, first packet | 6161
66. 249. 78. 146 I srael 147.237.72.166  |akaidf.il Ig: 2";‘/’;"3“"’“‘9 violation, first packet | 4923
66. 249, 78. 254 I srael 147.237.72.166  |aka.idf.il Ig Zz’;dsr‘ake violation, first packet |, . 4751
5. 175. 200. 177 Ger many 147.237.77.74  |lawidf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet | 2586
109. 67. 206. 227 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 2250
94.206. 11. 242 Wnited Arab 147.237.77.176  |natpash.idf.il TQP handshake viol ation, first packet | 1961
Emrates not syn
80. 246. 136. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1925
149. 78. 80. 132 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1520
212.117.154. 242 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1388
176.223.84.223  |Ger many 147.237.77.226  |wwn chanatz. aka.idf i1 |1 Zirr‘]dsr‘ake vioation, first packet | 1361
37.236. 138. 116 Iraq 147.237.77.216  |dover.idf.il Ig Zi’s]dsmke vioation, first packet | 995
176.13. 21. 215 I st ael 147.237.77.216  |dover.idf. il o Zirr‘]dsr‘ake violation, first packet |¢ o q 852
176. 223. 81. 49 Ger many 147.237.77.74  |lawidf.il Ig Zi?]dsmke vioation, first packet | 675
212. 25. 84. 200 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 586
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 463
212.179.21.194 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 459
94. 249. 246. 175 Ger many 147.237.77.226  |viw chamatz. aka. i df . | Ig Zi’s]dsmke vioation, first packet | 454
149. 88. 108. 216 Lhited Sates 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 412
85. 250. 183. 5 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 377
176.223.84.116  |Germany 147.237.77.74  |lawidf. il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet | 343
109. 64. 27. 201 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 334
77.125.5. 12 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 319
82. 211. 18. 69 Ger many 147.237.77.74  |lawidf.il IS: :";‘:]dShake vioation, first packet | 314
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al Nets dr op 312
77.125.115. 76 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 311
37.142. 64. 105 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 308
85. 64.124. 32 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 299
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 295
77.125.78. 227 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 293
46. 120. 53. 199 | srael 147. 237. 72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 291
37.142. 64. 135 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 285
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 283
85. 64. 62. 196 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 265
79.181. 120. 49 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 248
84.108.118. 187 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 248
85. 64. 76. 140 | srael 147. 237. 72. 156 anan. i df i | Anonal y-TLS-renegoti ation-d i dest - r eset 240
85. 64. 2. 106 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 239
93.173. 26. 20 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 230
82. 81. 160. 227 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 225
31.168. 230. 194 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 207
46.117.161.91 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 196
95. 86. 125. 155 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 195
37.142.64.79 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 186
109. 65. 175. 108 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 183
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g.,

109. 67. 206. 227 |Israel 147. 237. 72. 156 |anan. i df .i | B ock 171
Fagrout e

212.117. 154. 242|i srael 147. 237. 72. 156 |anan. i df . i gligrolf Segrent Qverlap Wth Dfferent Data, e.g., B ock 114

110. 83.192. 167 |Chi na 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 23

149. 88. 108. 216 |Uited Sates 147, 237. 72. 156 |anan. i of .| 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 21
F agrout e

82. 205. 101. 145 glcis;ilgéan Territory, 147.237.77. 176 |natpash. i df il |C1000004: HTTP. options method (M crosoft) B ock 20

110. 83. 192. 167 |Chi na 147.237. 77. 216 |dover.idf.i1 __ |0854: HITP. upl oad* Access B ock 11

85. 250. 124. 48 | srael 147.237.76.31 |nakchal .idf.il |CLOO0004: HTTP:. options nethod (M crosoft) B ock 9

89. 138. 249. 244 |Israel 147.237.76.42 |refuanhidf.il |20 TO> Segment Qverlap Wth Dfferent Data, e.g., B ock 7
Fragrout e

192. 116. 177. 194|i srael 147.237.72. 166 |aka.i df .i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 6
Fagrout e

79.179. 121. 186 [l srael 147.237.77. 233 |atal i cf . i1 7120 TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 6
Fragrout e

46.116. 128. 247 | srael 147.237.72. 166 |aka.i df .i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagrout e

46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf i1 |20 T Segment Qverlap Wth Dfferent Data, e.g., B ock 4
Fragrout e

93.173.37.56  |Israel 147.237.77. 216 |dover. i of i1 | /X2 TP Segrent Qverlap Wth Dfferent Cata, e.g., B ock 4
Fagrout e

46.19.85.108 [ srael 147.237.77. 216 |dover.idf i1 |20 T Segment Qverlap Wth Dfferent Data, e.g., B ock 4
Fragrout e

80.179.37.248 |israel 147.237.77. 233|atal .i df il 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 4
Fagrout e

181. 55. 174. 204 |Col onbi a 147. 237. 77. 216 | dover. i df . i1 élzgrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 4

197. 40. 152. 198 |Egypt 147. 237. 77. 216 |dover. i df .i ?g;olf Segrent Qverlap Wth Dfferent Data, e.g., B ock 4

211.59.8.170 Korea, Republic of 147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 4

212.235.98. 139 |lsrael 147.237.72. 166 |aka.i df .i | CLl000004: HITP: options nethod (M crosoft) B ock 4

85.64. 247,164 | srael 147.237.77. 233 |atal icr.i1 |20 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 4
Fragrout e

41.42.213.151  |Egypt 147. 237. 77. 216 |dover . i of . i | ;rligrolf Segent Qverlap Wth Dfferent Data, e.g., B ock 4

211.59. 8. 170 Korea, Republic of 147.237. 77. 170 |naar achot . i df . i |C1000108: HITP. Trying to | ocate existing FQ<edi t or B ock 4

184.57.129.196 |[Wnited Sates 147. 237.77. 216 |dover. i df .i ?g;olf Segrent Qverlap Wth Dfferent Data, e.g., B ock 4

77.126.6. 27 I srael 147. 237. 72. 166 |aka. i of . i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 3
Fragrout e

95. 86. 117. 20 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

46.185. 146. 161 |Jordan 147.237.77. 216 |dover. i df .i Zrlzgro;f Segent Qverlap Wth Dfferent Data, e.g., B ock 3

5.102. 254,213 | srael 147.237.72. 156 |aman. i of i1 |/120 T Segnent Qverlap Wth Dfferent Cata, e.g., B ock 3
Fagroute

46.19.85.211  [Israel 147.237.77. 216 |dover. i of i1 |12 TP Segnent Qverlap Wth Dfferent Cata e.g., B ock 3
F agrout e

46.19. 85. 42 I'srael 147.237.77. 216 |dover. i of i1 |/1290 TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 3
Fagroute

46.19. 85. 32 I srael 147.237.72. 166 |aka.i f .| 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 3
F agrout e

5.29. 108. 158 | srael 147.237.76.31 |nakchal .idf.il |CLOO0004: HITP. options nethod (M crosoft) B ock 3

76.79.128.66  |lnited Qates 147. 237. 77. 216 |dover . of . i ;fgrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 3

217.55.146. 162 |Egypt 147. 237. 77. 216 |dover . i of . i | ;rligrolf Segent Qverlap Wth Dfferent Data, e.g., B ock 3

31.154.178. 141 |Israel 147.237.72. 156 |aman.idf i1 |20 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 3
Fragrout e

192.117. 13. 162 |Israel 147.237.76. 42 |refuah.idf.il ;rligrolf Segrent Qverlap Wth Dfferent Data, e.g., B ock 3

46.120. 178. 106 |l srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP:. options nethod (M crosoft) B ock 3

46.19. 85. 57 I'sr ael 147.237.76.31 |nakchal .idf.i1 |12 TP Segrent Qverlap Wth Dfferent Cata e.g., B ock 3
Fagrout e

213.57.194.71 [ srael 147.237.77. 216 |dover.idf i1 |20 T Segment Qverlap Wth Dfferent Data, e.g., B ock 3
Fragrout e

46.19.85.198  |israel 147.237.77. 216 |dover. i of i1 | /120 TP Segrent Qverlap Wth Dfferent Cata, e.g., B ock 3
Fagrout e

46.19.85.162  |Israel 147.237.76.86 |navy.idf.il 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragrout e

83.130. 107. 129 |israel 147. 237. 72. 156 |anan. i df . i | ?g;olf Segrent Qverlap Wth Dfferent Data, e.g., B ock 2

109. 160. 169. 104|l srael 147.237.77.74 |lawidf.il CL000004: HTTP: options nethod (M crosoft) B ock 2

85.250. 10,136 |l srael 147.237.72. 166 |aka i df .i 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 2
Fagroute

202.67.43.41  |Indonesia 147.237.72. 166 |aka.i df . 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
F agrout e

46.19. 85. 88 I'srael 147.237.77. 216 |dover. i of i1 |/120 TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 2
Fagroute

109.65.81.13  |Israel 147.237.72. 166 |aka.i df .i 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
F agrout e

79.183.198. 189 |lsrael 147.237.76.31 |nakchal .idf.il |CLOO0004: HITP. options nethod (M crosoft) B ock 2

78.108. 161. 226 |Lebanon 147. 237. 77. 216 |dover . i of .i ;fgrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 2

85. 64. 178. 9 I srael 147. 237. 72. 156 |anan. i df . | 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
Fagrout e

194. 176. 105. 165|Uni ted Ki ngdom 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

‘Att acker Qountry Target Address |Ste
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 108
176.12. 142 137 |1 srael 147.237. 77. 233 |atal idf il alil;;?f Large amount of TCP ZeroWndow - Possible Niller2 DDos 9
37.26.148.218 |lsrael 147.237. 72. 156 |anan.i df .il PCLI Cy- OTHER TCP packet with urgent flag attenpt 8
66. 249. 67. 65 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 6
41. 140. 78. 10 Mor occo 147.237.77. 216 |dover.idf.il SERVER- WEBAPP WEB- | NF access 6
41.140. 78. 10 Mbr occo 147.237.77. 216 |dover.idf.il SERVER- WEBAPP TRACE at t enpt 5
218. 65. 30. 107 |China 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 3
62.0.41. 2 | srael 147.237.77.74 |lawidf.il http i nspect: MALTI PLE HOST HEADERS DETECTED 3
212.179.21. 194 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 3
176.13.17. 178 |l srael 147.237.0.19 |nadimatal.idf.il ET SCAN Possi ble S3. Brute Force attack or Ste Gaw 3
45.114. 11. 47 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 3
218. 65. 30. 107 |Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 3
31.184.242. 17 |Russian Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
45.114.11. 46 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
79.176. 115. 168 |l srael 147.237. 72. 156 |anan.i df .i | portscan: TCP D stributed Portscan 2
218. 65. 30. 107 |Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 2
45.114. 11. 47 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
41. 140. 78. 10 Mor occo 147.237.77. 216 |dover.idf.il SERVER VBAPP PHP- Q3 renote fil e include attenpt 2
66.249. 93. 160 |lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 47 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
191.97. 37. 15 Argentina 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
41. 140. 78. 10 Mor occo 147.237.77. 216 |dover.idf.il ET VB SERVER aut o _prepend_file PH? config option in uri 2
45.114. 11. 47 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
201.76.122. 4 Brazil 147.237.76. 197 |e. hinush. i df .i | ET SCAN Potential SSH Scan 2
45.114. 11. 46 147.237.77. 176 |nat pash. i df .i | ET SCAN Potential SSH Scan 2
82. 205. 71. 231 (';ajcisgi';'ja” Territory, 147.237.76.86 |navy.idf.il ET SCAN NVAP -SA (2) 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
218. 65. 30. 107 |China 147.237.77. 179 |e.nazi .idf .i ET SCAN Potential SSH Scan 2
89. 248. 174. 100 |Net her| ands 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NVAP -sS w ndow 1024 2
41. 222. 206. 163 [Seychel | es 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 2
213. 204. 103. 36 |Lebanon 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
45.114. 11. 47 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237. 72. 156 |anan.i df .i | ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.76.202|e. hal ag.idf .il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
121.34.176.28 |China 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
201.76.122. 4 Brazil 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 2
61.240. 144. 66 |China 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 2
45.114.11. 46 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.0.200 |[mdu.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 66 |Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 2
45.114.11. 47 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 2
41.140. 78. 10 Mor occo 147.237.77. 216 |dover.idf.il SERVER | | S cnl. exe access 2
194. 63. 142. 85 |Russi an Federati on 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
66.249.79.218 |Whited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S’ te ‘ Message
Country
37.236.138. 116 |lraq 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 79000
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3518
95.86. 115. 114 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 3053
79.179.102. 141 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1991
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1774
66. 87. 68. 187 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1459
85. 130. 160. 78 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1283
37.237.232.20 Irag 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1271
168. 235. 197. 144 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1228
46.210. 130. 51 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1085
190. 24.146. 71 |Col onbi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 903
95. 86. 119. 169 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 858
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 857
46.19. 86. 216 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 827
82.145.216.97 |Europe 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 793
66. 87.68. 71 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 725
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 665
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 622
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 617
66.249.67.53  |lnited Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmission. Packet |Sreamng Engine: T(P Invalid drop 616
dr opped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 607
95. 86. 120. 53 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 594
66.249.67.59  |United Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransnission. Packet |Sreamng Engine: T(P Invalid drop 578
dr opped. Ret r ansm ssi on
66.249.67.65  |Uited Qates |147.237.77. 216 |dover.icf.i| V3! d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 572
dr opped. Ret r ansni ssi on
188. 165. 15. 152 |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 538
31.44.141. 117 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 532
66.249.84.182 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 521
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 518
71.201. 156. 31 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 510
66.249.84.194 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 508
84.94.199. 194 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 505
66.249.84.188 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 490
2.54.39.75 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 476
79.179. 148. 37 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 437
46.5. 86. 167 CGer many 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 417
85.250.92.188 |Israel 147.237.72. 156 |anen. i df . fz;;e”ansm” wth different window o top sequence moni t or 413
2.54.49. 252 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 412
37.237. 205. 60 Irag 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 410
95. 86. 65. 92 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 400
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 383
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 375
105. 188. 93. 127 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 354
31.154.178.141 |israel 147.237.72. 156 |anen. i df . i;;e“a”s"“ with different wndow a4 10p sequence noni t or 347
37.239.128. 18 Irag 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 329
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 326
212.179.57.178 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 323
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 304
83.130. 107. 129 |Israel 147.237.72. 156 |anan. i df .i | ?C'Z;e“ansm't wthdifferent wndow g4 16p sequence monitor 303
5.102. 254. 213  |Israel 147, 237. 72. 156 |anan. i df . i i;;e”ansm't w th different w ndow Bad TCP sequence noni t or 299
5. 102. 254. 213 | srael 147.237.72. 156 |anan.idf.il|FH rst packet isn't SYN drop drop 293
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A tacker

Devi ce

Attacker Address Target Address |Jte ) ‘Count
Country Action
176.13. 6. 36 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 1712
176.13.17.178 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 793
185.32.179.31 |lIsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 758
2.52.2.160 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from2.52. 2. 160 B ock 666
176. 13. 20. 234 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 582
) . . . 1Too Many of the Sane Response Code (404) in Session from
80. 246. 136. 100 |I srael 147.237.0.19  [naci matal i cf.i{g > 246}’136. 100 P (404) B ock 546
5.102. 254. 185 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 324
46.19. 86. 140 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 278
176. 13. 21. 239 | srael 147.237.0.19 nadi matal .idf.i|Too Many of the Sane Response Code (404) in Session from176.13.21. 239 |B ock 276
37.26.149. 162 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 266
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 67. 65 B ock 236
66. 249. 67. 53 | srael 147.237.77. 216 |dover.idf.il Mil tiple Unhauthorized URL Access from 66. 249. 67. 53 B ock 220
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 67. 59 B ock 216
185. 32. 179. 30 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 196
176.13.5. 19 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from176.13.5.19 B ock 186
176. 12. 139. 72 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 136
46.19. 85. 216 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 70
37.26.147. 128 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 66
87.69.126.118 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 66
188. 165. 15. 152 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 152 B ock 46
37.26.148.176  |Israel 147.237.77. 243 |mbileich | [Py aneter Type Molation RepeatPassword in Bl ock 42
nobi | e.i df . i1/sachar/changepasswor d
176.13. 4. 111 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 42
2.54.148.196  |Israel 147.237.77. 243 |mbileicr. i1 [FZameter Type Violation Repeat Password in Bl ock 40
nobi | e.i df . il/sachar/changepasswor d
37.236.138. 116 |lraq 147.237.77.216 |dover.idf.il Post Request - Mssing Content Type from 37.236.138. 116 B ock 38
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 68. 180. 228. 112 B ock 38
185.32. 179. 165 |Israel 147.237.77. 243 |nobi le.i o . i1 Easstswt';ed Paraneter Type Mol ation on nobile.idf.il/sachar/login paraneter |p 30
2.54.172.106 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Miny of the Sane Response Code (404) B ock 24
109. 65. 33. 94 | srael 147.237.77. 243 |nobi | e.i df .i | D stributed Suspi ci ous Response ode B ock 20
5.29.151. 24 | srael 147.237.77. 243 |nobi le.i df . i1 Mil ti pl e Uhaut hori zed URL Access from 5. 29. 151. 24 B ock 20
81.162.235.99 |Wkraine 147.237.76.86 |navy.idf.il Mil tipl e UWhaut horized URL Access from 81. 162. 235. 99 B ock 18
81.162.235.99 |lkrai ne 147.237.76.86 |navy.idf.il PHP Att enpt B ock 18
R Unaut hori zed URL Access to
213. 251.182. 103[France 147.237.77. 176 |nat pash. i df . v cogat . i df .il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 18
37.26.148.176 |Israel 147.237.77. 243 |mbile.icf.i|  |Frameter Type Violation hewkassvord in Bl ock 16
nobi | e. i df . i | /sachar/changepassword
192. 116. 232. 69 |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 16
] S Unknown Paraneter | in
151.80. 31. 137 Italy 147.237.76.30  |hi msh. idf. il wan chi nush. atal . idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 14
94. 159. 196. 83 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
176.12.144.76 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 14
208.115.111.73 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 208. 115. 111. 73 B ock 14
176. 13. 13, 91 I sragl 147. 237. 77. 243 |nobile. i df i Dstributed Parangter Type Mol ation on nobile.idf.il/sachar/changepassword B ock 14
par anet er Qurr ent Passwor d
80. 246. 139. 95 | srael 147.237.77. 243 |nobi le.i df . i | Paraneter Type Mol ati on Password in nobile.idf.il/sachar/l ogin B ock 12
213.151.61. 104 |lsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 213. 151. 61. 104 B ock 12
109. 237. 211. 114|Net her| ands 147.237.0.34 |tikshuv.idf.il |Dstributed PH? At tenpt B ock 12
46.19.86. 171 | srael 147.237.77. 243 |nobi | e.i df .i | Mil ti pl e Unhaut hori zed URL Access from46. 19. 86. 171 B ock 12
109. 65. 191. 249 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 12
62.0.34.177 | srael 147.237.76.86 |[navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 62. 0. 34. 177 B ock 12
109. 65. 33. 94 | srael 147.237.77. 243 |nobi le.idf . i | Suspi ci ous Response Code B ock 12
176.13.18.199 |lIsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 10
188. 143. 232. 70 g;:::ﬂ on 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut horized URL Access from 188. 143. 232. 70 B ock 10
146. 185. 31. 218 |Unhited Ki ngdom |[147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/navy/ htnh/tool fs. asp B ock 10
79.178. 199. 35 | srael 147.237.77. 243 |nobi le.i df . i | Mil tiple UWhaut horized URL Access from 79. 178. 199. 35 B ock 10
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