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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Address

Sum(Packet_Count

Attacker
Country

‘Target

‘ IP_Map.site

)

0.0.0.0 147.237.77.216  |dover.idf.il HTTP- POST- Segnent ed- DoS dest -r eset 483530
66. 249. 78. 62 I srael 147.237.72.166  |akaidf.il o Zirr‘]dsr‘ake vioation, first packet | 364061
66. 249. 93. 164 I'srael 147.237.77.216  |dover.idf.il Ig Zi?]dsmke vioation, first packet | 257859
66. 249. 65. 92 I srael 147.237.77.216  |dover.idf.il o Zirr‘]dsr‘ake vioation, first packet | 186567
65. 19. 138. 33 Lhited Sates 147.237.77.216  |dover.idf.il Ig Zi’s]dsmke vioation, first packet | 160425
66. 249. 78. 254 I srael 147.237.72.166  |akaidf.il o Zirr‘]dsr‘ake vioation, first packet | 83162
66. 249. 67. 34 I'sr ael 147.237.77.170  |mmarachot.idf. il Ig Zi?]dsmke violation, first packet | 56459
98.110.222.170  |Wited Sates 147.237.77.216  |dover.idf.il o Zirr‘]dsr‘ake vioation, first packet | 44055
66. 249. 67. 79 I srael 147.237.77.74  |lawidf.il Ig Zi’s]dsmke violation, first packet | 39443
199. 115. 115. 209 |Wnited Sates 147.237.77.216  |dover.idf.il DO5- Tool - Swi t chbl adG dest -r eset 32689
66. 249. 64. 151 I srael 147.237.77.226  |ww chamat z. aka. i df . i | IS: :";‘:]dShake violation, first packet | 32196
66. 249. 78. 9 I srael 147.237.72.166  |aka idf.il :g Zif]dsmke violation, first packet | 29638
41.33.231. 86 Egypt 147.237.77.216  |dover.idf.il IS: :";‘:]dShake violation, first packet | 26601
66. 249. 65. 47 I srael 147.237.77.216  |dover.idf.il :g Zif]dsmke violation, first packet | 16522
62.163.165.130  |Netherl ands 147.237.77.216  |dover.idf.il IS: :";‘:]dShake violation, first packet | 14701
66. 249. 65. 94 I srael 147.237.77.216  |dover.idf.il :g Zif]dsmke violation, first packet | 9003
66. 249. 65. 95 I srael 147.237.77.216  |dover.idf.il IS: :";‘:]dShake violation, first packet | 6320
66. 249. 64. 156 I srael 147.237.77.226  |vmw chanat z. aka. i df . | :g Zif]dsmke violation, first packet | 4219
2.92.131. 88 Russi an Federation (147.237.77.216 dover.idf.il IS: Zirrl]dshake violation, first packet drop 4163
111. 1. 39. 226 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vioation, first packet 1o o g 3461
199. 115. 115. 209 Lhited Sates 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 3187
54. 244, 22. 103 Uited Sates 147.237.77.216  |dover.idr.il Ig: Zi‘lrgdShake violation, first packet | 3136
66. 249. 65. 89 I srael 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet | 3042
66. 249. 65. 14 I'srael 147.237.77.243  |nobileidf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet | 2868
54.72.0.55 Lhited Sates 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet ¢ o 2773
89. 138, 227. 250 I srael 147.237.77.216  |dover.idf.il Ig: ZiﬂdShake vioation, first packet ;. o g 2645
84. 228. 32. 88 I'srael 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet ¢ o g 2508
184. 72. 191. 180 Lhited Sates 147.237.77.216  |dover.idf.il Ig: ZiﬂdShake vioation, first packet | 2473
199. 115. 115. 209 |Wnited Sates 147.237.77.216 |dover.idf.il HTTP- POST- Segnent ed- DoS dest-r eset 2202
81.137.247.232  |Wnited Kingdom |147.237.77.216 |dover.idf.il o Zirr‘]dsr‘ake vioation, first packet | 1864
46.120. 131. 152 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1446
220. 165. 10. 41 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vioation, first packet ¢ o g 1442
131.253.25.230  |Uited Sates 147.237.77.216  |dover.idf.il IS: :";‘:]dShake violation, first packet | 1264
112.17.1.16 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vidation, first packet ¢ o 1178
119.167.234.51  |china 147.237.77.216  |dover.id.il o :";‘:]dShake violation, first packet |\ g 1175
183. 95. 132. 175 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vidation, first packet ¢ o 1126
112.114. 63. 15 hi na 147.237.77.216  |dover.id.il o :";‘:]dShake violation, first packet |\ g 1103
60. 5. 255. 135 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vidation, first packet ¢ o 1102
202. 106. 16. 36 hi na 147.237.77.216  |dover.id.il o :";‘:]dShake violation, first packet |\ g 991
115. 231. 40. 92 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vioation, first packet ¢ o g 917
119. 145. 151. 55 Chi na 147.237.77.216  |dover.idf.il Ig: :‘;‘:\dShake violation, first packet |\ g 876
222.222.193. 3 Chi na 147.237.77.216  |dover.idf.il :g Zif]dsmke vioation, first packet ¢ o g 816
218.7.121. 201 hi na 147.237.77.216  |dover.id.il o :";‘:]dShake violation, first packet |\ g 750
79.179.57. 74 | srael 147. 237. 72. 156 anan. i df i | Anonal y-TLS-renegoti ation-d i dest - r eset 720
117. 25. 149. 19 Chi na 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vidation, first packet f¢ . . q 713
219. 146. 66. 45 Qhi na 147.237.77.216  |dover.idf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet ;. o g 691
220. 168. 133. 35 Chi na 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet ¢ o g 639
199.115. 115. 209 |Wnited Sates 147.237.77.216  |dover.idf.il Ig: 2";‘/’;"3“"’“‘9 vioation, first packet | 632
218.7.132. 15 Chi na 147.237.77.216  |dover.idf.il Ig Zz’;dsr‘ake vioation, first packet ¢ o g 614
111.1.56. 19 hi na 147.237.77.216  |dover.idf.il Ig: 2";‘/’;"3“"’“‘9 violation, first packet |\ g 607
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

7120: TGP Segnent Overlap Wth Dfferent Data, e.g.,

188. 120. 148, 145|I srael 147.237. 72. 156 |anan. i df .| B ock 31
Fragroute

58. 150. 60. 91 Korea, Republic of 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate exi sting FCKeditor B ock 21

213.139.52.85  |Jordan 147.237.76.86 |navy.idf. il glggrolf Segrent Qverlap Wth Different Data, e.g., B ock 13

58.150. 60. 91 |Korea, Republic of 147. 237. 77. 216 |dover.i cf . i | 0854 HTTP. upl oad* Access B ock 11

93.172.40. 16 | srael 147.237.76. 31 |nakchal .idf.il C1000004: HTTP:. options method (M crosoft) Bl ock 10

213.139.52.85 |Jordan 147. 237. 77. 216 |dover. i of . i | gigrolf Segent Qverlap Wth Different Data, e.g., B ock 8

193. 43. 245. 250 |l srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6

193. 43. 246. 250 |l srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6

92.104.231. 234 |Switzerl and 147. 237. 77. 216 |dover . i df i Qigmlf Segent Qverlap Wth Different Data, e.g., B ock 6

85. 250. 131. 208 |l srael 147.237.77. 216 |dover. i f i1 |20 TP Segment Qverlap Wth Different Data, e.g., B ock 6
Fragroute

149.78.57.68  |Israel 147.237.77. 233 |atal i cf . i1 7120: TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 6
Fagrout e

89. 138.230.76 |lsrael 147.237.76. 31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 6

79.182.125.175 |israel 147.237.77. 233 |atal .iof.il 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 5
Fragroute

108.231.22.57 |wited Sates 147. 237. 77. 216 |dover. i of . i | gigrolf Segent Qverlap Wth Different Data, e.g., B ock 5

79.177.111. 200 [Israel 147.237.72. 166 |aka.i f . 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 5
Fragroute

92.110. 216.85  |Nether! ands 147. 237.77. 216 |dover. i df .1 gggrolf Segent Qverlap Wth Different Data, e.g., Bl ock 5

82.192.95.163  |Netherl ands 147. 237. 77. 216 |dover . i of . i Qazgmlf Segment Qverlap Wth Different Data, e.g., B ock 4

82. 81. 240. 106 | srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options method (M crosoft) B ock 4

93.173.60.139 | srael 147.237.77. 233 |atal i of .i | 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 4
Fagrout e

67.67.175.86  |Wited Sates 147.237.77. 216 |dover. i of . i ngm;f Segent Qverlap Wth Different Data, e.g., B ock 4

84.110.212.59 | srael 147.237.76.42 |refuah.idf.il glggrolf Segent Qverlap Wth Dfferent Data, e.g., B ock 4

85.64.177.12 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4

62.90.152. 189 [l srael 147. 237. 72. 156 |aman. i df . 7120: TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 4
Fragrout e

79.181.61.144 |Israel 147.237.76.42 |refuah.icr.il |20 T Segment Qverlap Wth Different Data, e.g., B ock 3
Fragroute

197.117.165.80 |Ageria 147. 237. 77. 216 |dover. i of . i | 7120: TCP Segrent Qverlap Wth Different Data, e.g., B ock 3
Fragrout e

46. 253, 87. 142 Pal est_| nian Territory, 147 237. 77. 216 |dover i df .1 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., B ock 3
Qccupi ed Fragroute

209. 213.104.25 |Whited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate exi sting FCKeditor B ock 3

46.121.91.9 I srael 147.237.72. 166 |aka.i df . 7120: TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 2
Fragrout e

213.57.175.153 |israel 147.237. 77. 216 |dover. i df .i | 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragroute

46.19. 85. 70 I srael 147.237.76.42 |refuanidr.il |20 T Segnent Qverlap Wth Dfferent Dta, e.g., Bl ock 2
Fragrout e

93.172.61.87  |israel 147.237.77. 233 |atal .iof.il 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragroute

84.229. 188. 158 [l srael 147. 237. 72. 156 |aman. i df .| 7120: TP Segnent Qverlap Wth Dfferent Cata, e.g., B ock 2
Fragrout e

46.19.85.246  |Israel 147.237. 77. 216 |dover. i df .i | 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragroute

87.69. 125. 177 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 2

46.19.85.253  |Israel 147.237.77. 216 |dover. i of i1 |/+20 T Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
Fagrout e

46. 253. 93. 113 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df i1 7120: TQP. Segnent Overlap Wth Offerent Data, e.g., B ock 2
Qccupi ed Fragrout e

82.166.70.69  |Israel 147.237.76.42 |refuanich.il |20 T Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
Fagrout e

46.19. 85. 25 I srael 147.237.77. 216 |dover. i of . i 7120. TCP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fagroute

185. 12. 187. 179 Pal est_l nian Territory, 147. 237. 77. 216 |dover i df .i | 7120: TGP Segnent Overlap Wth Offerent Data, e.g., B ock 2
Qcecupi ed Fragroute

80.246. 136. 157 |israel 147.237.72. 167 |i shuri maka. i df . i Qigrolf Segent Qverlap Wth Different Data, e.g., B ock 2

197.7.222.176 |Tunisia 147. 237. 77. 216 |dover . i of . glggrolf Segent Qverlap Wth Different Data, e.g., B ock 2

46.117. 196. 230 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2

46. 19. 85. 64 I srael 147. 237. 77. 216 |dover. i of . i | 7120: TCP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragrout e

5. 28. 160. 18 I srael 147.237.77. 216 |dover. i f i1 |20 TP Segment Qverlap Wth Different Data, e.g., B ock 2
Fragrout e

87.68.33.183 | srael 147.237.76.42 |refuahidr.il |20 T Segnent Qverlap Wth Dfferent Data, e.g., B ock 2
Fragrout e

98.214.101. 150 |Lhited Sates 147. 237. 77. 216 |dover . i of . | Eligrolcf Segnent Qverlap Wth Dfferent Data, e.g., B ock 2

81.218.174.190 |lsrael 147.237.77. 170 [n@arachot . i df.i| |C1000004: HITP. options nethod (M crosoft) B ock 2

37.142.64.178 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 2

54.148.33.22  |Wnited Sates 147. 237. 72. 166 |aka. i f .1 | CL000107: DDOS- Spoof ed HTTP Packet s B ock 1

176.12.141. 105 |lsrael 147.237.77. 176 |nat pash. i df .i | 14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
202. 3. 255. 8 French Pol ynesi a 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 37265
202. 3. 255.0 French Pol ynesi a 147.237.77.216 |dover.idf.il GPL SCAN nnap TCP 37233
202. 3. 255. 12 French Pol ynesi a 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 24852
202. 3. 255. 7 French Pol ynesi a 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 12429
202. 3. 255. 11 French Pol ynesi a 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 12361
195. 34.150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 127
61. 148. 115. 22 Chi na 147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 34

41. 140. 8. 185 Mor occo 147.237.0. 15 kosher-kravi .i df.il ET SCAN NVAP -sS w ndow 1024 8

46. 19. 85. 247 | srael 147.237.77.233 |atal.idf.il PQLI Cy- OTHER TCP packet with urgent flag attenpt 8

176. 12. 151. 234 |l srael 147.237.77.170 |nmaarachot.idf.il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos attack 6
132.74.95. 19 | srael 147.237.77.170 |n@arachot.idf.il ET DCS Large anount of TCP ZeroWndow - Possi bl e Nkiller2 DDos attack 5

196. 206. 88. 192 |Mbrocco 147.237.77.216 |dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 4

197. 207.52. 70 Ageria 147.237.77.216 |dover.idf.il XSS - | MG (PCBT) 4

66. 249. 65. 95 Lhited Sates 147.237.77.216 |dover.idf.il ET SCAN NVAP -sA (2) 4
31.184. 242. 17 Russi an Federation |147.237.77.216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4

41. 140. 8. 185 Mor occo 147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 3
45.114.11. 47 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 3
221.203.3.117 |China 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 47 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 44 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 3
45.114. 11. 47 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 3

196. 206. 88. 192 |Morocco 147.237.77.216 |dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 3
45.114.11. 44 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 47 147.237.72.217 |e.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 44 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 3
221.203. 3. 117 Chi na 147.237.72. 217 le.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 44 147.237.76.201 |e. atal.idf.il ET SCAN Potential SSH Scan 3
45.114. 11. 46 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 3
45.114.11. 47 147.237.77.243 |nobile.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76.197 |e hinush.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.77.205 |prisha.idf.il ET SCAN Potential SSH Scan 2
197.207.52.70 |Ageria 147.237.77.216 |dover.idf.il SERVER V\EBAPP encoded cross site scripting HTM. | nage tag attenpt 2
113.175.193. 73 |V et nam 147.237.72.14 |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 2

66. 249. 83. 141 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
221.203. 3. 117 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
2.54.151. 227 | srael 147.237.76.30 |hinush.idf.il ET DO5 Large amount of TCP ZeroVWndow - Possi bl e Nkiller2 DDos attack 2
45.114.11. 46 147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 2

41. 140. 8. 185 Mbr occo 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
45.114.11. 47 147.237. 76. 147 |chinuch. aka.idf.il ET SCAN Potential SSH Scan 2

66. 249. 78. 199 Lhited Sates 147.237.72.166 |aka.idf.il ET SCAN NVAP -sA (2) 2
45.114. 11. 47 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 2

61. 240. 144.66  |Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 2

177. 93. 68. 60 147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.0. 15 kosher-kravi .i df.il ET SCAN Potential SSH Scan 2




|Top Attackers In FW |

08-01-2015-00:00:07 to 08-02-2015-00:00:07

Attacker Address | Attacker Country | Target Address |Ste | Message |Name | Device Action | count
202. 106. 16. 36 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17515
60. 5. 255. 135 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17486
119. 167. 234. 51 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 14068
80. 76. 161. 130 Cat ar 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 13733
112.114. 63. 15 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 13042
220. 165. 10. 41 Chi na 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 12715
218.7.121. 201 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 11848
119. 145. 151. 55 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 10077
117. 25. 149. 19 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 9752
117. 25. 148. 140 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 9676
60. 5. 255. 143 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 9513
119.167.197.118 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 9409
220. 168. 133. 55 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 9275
218. 61. 39. 37 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 9038
115. 231. 40. 92 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 9012
119.167.197. 110 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 8693
120. 192. 84. 226 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 8639
183. 95. 132. 175 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 8328
120. 192. 88. 86 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 7611
218.7.132. 15 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 7413
183. 232. 82. 133 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 7287
219. 146. 66. 45 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 7073
111. 1. 56. 19 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 6914
222.222.193. 3 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 6870
118. 123. 203. 164 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 6318
218.7.121. 203 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 6266
60. 211. 211. 47 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 6230
119. 145. 151. 31 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 6204
220.170. 79. 46 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 6130
220. 168. 133. 35 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 6103
120. 192. 84. 235 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 6032
120. 192. 84. 239 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop drop 5903
117. 25. 148. 152 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 5891
223.99. 253. 144 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 5688
117. 25. 149. 25 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 5442
163. 177.21. 73 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 5320
112.17.1.16 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 5150
218. 205. 79. 117 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 4958
119. 167. 234. 57 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 4862
200. 54. 109. 220 Gile 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 4814
120. 192. 88. 89 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 4808
182. 247. 242. 87 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 4603
199. 115. 115. 209 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 4473
218. 205. 79. 199 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 4360
183.129. 177. 243 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 4341
182. 247. 240. 35 Chi na 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 4296
183. 95. 132. 174 Chi na 147.237.77.216 dover.idf.il Frst packet isn't drop dr op 4151
119.167.197. 108 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 4110
190. 203. 82. 88 \enezuel a 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 4104
113.107. 99. 49 Chi na 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 4042
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste } ‘Count
Country Action
188. 121. 62. 155 |Net herl ands 147.237.77. 216 |dover.idf.il DO stri buted Suspi ci ous Response Gode Bl ock 670
85.64.80.99 |Israel 147.237.0.19  |nadimatal.idf.il a0y o1 Same Fesponse Gde (404) T Session from B ock 612
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 95 Bl ock 442
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 65. 89 Bl ock 406
) s Too Many of the Sane Response Gode (404) in Session from
213.57.104. 198 |israel 147.237.0.19 |madimatal .idf.il 13, 57.5’104. 108 P (404) B ock 392
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 92 Bl ock 376
24.153.241.93 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response CGode Bl ock 290
218. 46.25. 115 |Japan 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 290
117.239. 50. 210 |India 147.237.77. 216 |dover.idf.il DO stri buted Suspi ci ous Response Gode Bl ock 214
) s Too Many of the Sane Response Code (404) in Session from
109. 65. 168. 149 I srael 147.237.0.19  |nadimatal.idf.il T e p (404) B ock 212
2.54.36. 84 I srael 147.237.0.19 |madimatal .idf.il ;0‘;4"’&3?’8‘1: the Same Response Code (404) in Session from B ock 190
80.76.161.130 |Qatar 147.237.77. 216 |dover.idf.il Mil tiple Abnornal |y Long Request from 80.76. 161. 130 Bl ock 102
80.76.161. 130 |Qatar 147.237.77. 216 |dover.idf.il Mitiple Illegal Byte Gode Character in Method from80. 76. 161. 130 Bl ock 102
80.76.161.130 |Qitar 147.237.77. 216 |dover.idf.il Mil tipl e Mal forned URL from80. 76. 161. 130 Bl ock 102
80.76.161. 130 |Qatar 147.237.77. 216 |dover.idf.il Mul ti pl e Unknown HTTP Request Met hod from 80. 76. 161. 130 Bl ock 102
220.255. 3.186 |9 ngapore 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 100
212. 43. 104. 56 Italy 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 68
109. 65. 191. 249 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 58
54. 68. 70. 105 Lhited Sates |147.237.77.216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 50
186. 88. 53. 209  |Venezuel a 147.237.77. 216 |dover.idf.il D stri buted Suspi ci ous Response Code Bl ock 48
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 68. 180. 228. 112 Bl ock 42
37.142.196. 243 | srael 147.237.77. 243 |robi | e. i df .i | Paraneter Type Mol ation Qurrent Password in B ock 38
nobi | e. i df . i|/sachar/changepasswor d
207.91.10.234 |lhited Sates [147.237.77.216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 34
93.173.11. 233 | srael 147.237.72. 166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from93.173.11. 233 Bl ock 32
84. 95. 49. 154 | srael 147.237.72. 166 |aka.idf.il Mil tipl e Uhaut hori zed URL Access from 84. 95. 49. 154 Bl ock 32
109.186.1.93 [ srael 147.237.72. 166 |aka. i df . i Too My of the Sane Response Cbde (404) in Session from B ock 30
109. 186. 1. 93
109. 66. 133. 97 |l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to ww aka. i df.il/edi niresources/inages/ |B ock 24
186. 89. 134. 128 |Venezuel a 147.237.77. 216 |dover.idf.il D stri buted Suspi ci ous Response Code Bl ock 22
190. 74.70. 112  |\enezuel a 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 22
62.201. 200. 13 |lraq 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 22
221. 204. 223. 248|Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 22
46.121. 114. 155 |israel 147. 237. 76. 200 [ei tan. aka. i f . i Oistributed thauthori zed URL Access on B ock 20
waw ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
54. 68. 191. 66 Lhited Sates |147.237.77.216|dover.idf.il DO stributed Suspi ci ous Response Gode Bl ock 20
37.142.196. 243 |l srael 147.237.77. 243 |nobi l e.i df .i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/l ogin B ock 20
120. 192.88.84 |Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 20
120. 192.88.86 |Chi na 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response CGode Bl ock 18
117.187. 10. 140 |Chi na 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 18
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed UR. Access to waw i df.il/atal 1/izkor/vi ew text. asp Bl ock 18
59. 90. 132. 207 India 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode Bl ock 16
190. 207. 183. 119|Venezuel a 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 16
218. 205. 79. 207 |Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode Bl ock 16
176.13.0.228  |Israel 147.237.0.17 Im"y"‘OSher'kra""'df" Distributed I1legal Parameter Bncoding None 16
120.192.88.85 |Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode Bl ock 16
111.1.56.11 Chi na 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 14
221. 204. 223. 245|Chi na 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode Bl ock 14
37.142.226. 233 |lsrael 147.237. 72. 156 |anan.i df .i | Suspi ci ous Response Code Bl ock 14
109. 64. 142. 145 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
62.219. 155. 240 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 12
72.14.199.124 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 12
218. 205. 79. 205 |Chi na 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 12
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