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|Top Attackers | n DDoS- Def ence |

Attacker

Attacker

Target

Device

Sum(Packet_Count

‘ IP_Map.site

Address Country Address Action )

66. 249. 65. 89 I srael 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 41816
packet not syn

66. 249, 93. 164 I st ael 147.237.77.216  |dover.idf.il TCP handshake viol ation, first dr op 30596
packet not syn

202. 3. 255. 11 French Pol ynesi a 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 22269
packet not syn

202. 3. 255. 0 French Pol ynesi a 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 21661
packet not syn

66. 249. 65. 92 I srael 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 18736
packet not syn

66. 249. 93. 168 | srael 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 15911
packet not syn

82.145. 222. 57 Eur ope 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 15801
packet not syn

46.107.102.131  |Hungary 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 15615
packet not syn

66. 249. 65. 95 I srael 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 15372
packet not syn

82. 211. 18. 50 Ger many 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 15336
packet not syn

62. 210. 97. 48 France 147.237.77.216  |dover.idf.il TQP handshake viol ation, first drop 13512
packet not syn

202. 3. 255. 8 French Pol ynesi a 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 12915
packet not syn

188.161. 194, 251 | estinanTerritory, |,/ 537 77 216 |dover.iof.il TQP handshake viol ation, first drop 12534

Cccupi ed packet not syn

202. 3. 255, 12 French Pol ynesi a 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 11084
packet not syn

54. 187. 55. 213 Lited Sates 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 8753
packet not syn

66. 249. 64. 156 I st ael 147.237.77.226  |www chanat z. aka. i df . i1 |10 nandshake violation, first dr op 8368
packet not syn

66. 249. 67. 73 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 7031
packet not syn

66. 249. 93. 243 | srael 147.237.77.233 |atal.idf.il TP handshake viol ation, first drop 5047
packet not syn

54.72. 73. 168 Lited Sates 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 3426
packet not syn

192. 249. 64. 249 Lhited Sates 147.237.77.216  |dover.idf.il TP handshake viol ation, first forvard 3416
packet not syn

66. 249. 67. 81 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 3372
packet not syn

149. 78. 154. 69 Lhited Sates 147.237.77.216  |dover.idf.il TP handshake viol ation, first forward 3241
packet not syn

186.91.159.166  |Venezuel a 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 3164
packet not syn

212.179. 21. 194 | srael 147.237.77.216  |dover.idf.il TP handshake viol ation, first forward 2749
packet not syn

193. 24. 32. 44 Ger many 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 2588
packet not syn

2.69. 42. 109 Sweden 147.237.77.216  |dover.idf.il TCP handshake viol ation, first drop 1979
packet not syn

103. 27. 171. 49 India 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 1313
packet not syn

79.177. 63. 158 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 864

79.181.174.10 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 729

84.111.64.178 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 602

5. 175. 200. 44 Ger many 147.237.77.226  |waw chanat z. aka. i of . i 1 |1, nandshake violation, first drop 588
packet not syn

206. 112. 75. 195 Wited Sates 147.237.77.216  |dover.idf.il TCP handshake viol ation, first drop 533
packet not syn

79.180. 99. 81 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 356

87. 68. 31. 206 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 348

37.237.160. 26 Irag 147.237.77.216 |dover.idf.il HTTP- M SC- Havi j - User - Agent dest - r eset 326

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 320

46.116. 116. 157 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-Q i dest - r eset 266

87.69. 10. 88 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 231

82. 145. 209. 17 Eur ope 147.237. 76. 42 refuah.idf.il Bl ock _Ip Véb In drop 204

5.22.129.212 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 202

149. 88. 97. 81 Lhited Sates 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 200

79.183.113. 62 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 183

79.177.49. 142 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-Q i dest - r eset 180

87.68. 146. 128 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 180

79.181. 150. 61 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 176

84.228. 61. 39 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 174

79.182. 188. 208 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 173

79.182. 23.219 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 173

109. 65. 81. 154 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 171

46.117. 105. 169 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 166
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

7120: TGP Segnent Overlap Wth Dfferent Data, e.g.,

Fragroute

79.177. 63. 158 | srael 147.237.72. 156 |anan. i df . il B ock 53
Fragroute
112.111. 188. 255|Chi na 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 13
211. 149. 201. 209|Chi na 147.237.76.31 |[nakchal .idf.il Cl000108: HITP. Trying to | ocate existing FCKedi t or B ock 11
211.149. 201. 209|Chi na 147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FO<edi t or B ock 11
211. 149. 201. 209|Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | C1000108: HITP. Trying to | ocate existing FO<edi t or B ock 11
211.149. 201. 209|Chi na 147.237.76.30 [hinush.idf.il C1000108: HITP. Trying to | ocate existing FOKedi tor B ock 11
211. 149. 201. 209|Chi na 147.237.76.42 |refuah.idf.il C1000108: HITP. Trying to | ocate existing FCkedi t or B ock 10
106. 185. 39. 169 |Japan 147.237.77. 176 [nat pash.i df . i1 C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 7
213.139.52.53  |Jordan 147. 237. 77. 216 |dover i df . i glggrolf Segnent Qverlap Wth Dfferent Data, e.g., |5 7
85. 250. 204. 13 | srael 147.237.77. 170 |na@arachot . i df .i | C1000004: HITP. options nethod (M crosoft) B ock 6
5.102. 254,239 I srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, e.g.. g oo 6
Fragrout e
89.138.212.29 | srael 147.237. 72. 156 |anan. i of . | 7120 TCP. Segrent Qverlap Wth Dfferent Data, e.g., |y 4
Fragroute
91.121.196.94 |France 147.237.77.74 |lawidf.il i?iid TTP. WordPress Revsl i der/Showbiz PP Fl e B ock 4
83. 143.81. 94 Nor way 147.237.72. 166 |aka.idf .il 3808: HITP. SQ I njection Variabl e Decl arati on Bvasi on B ock 4
93.173. 41. 65 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |C1000004: HITP. options nethod (M crosoft) B ock 4
79.177.111. 200 |Israel 147.237.76.86 |navy.idf.il 7120 TCP. Segment verlap Wth Different Data, e.g., B ock 4
Fagroute
83. 143. 81. 94 Nor way 147.237.72. 166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 4
89. 185.247.72 |Czech Republic 147.237.77.74 |lawidf.il 3808: HITP. SQ I njection Variabl e Decl arati on Bvasi on B ock 4
46.19.85.245  |israel 147. 237. 72. 166 |aka. i df . | 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 4
Fragroute
209. 213.104.25 |Whited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 4
66. 135. 63. 82 Lhited Sates 147.237.72. 166 |aka.idf .il 3808: HITP. SQ Injection Variable Declarati on Bvasi on B ock 4
74.113.112.100 |lhited Sates 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 4
89. 185.247.72 |Czech Republic 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 4
46.117.182.72 |Israel 147.237.72. 166 |aka. i df . 7120. TGP Segrent Qverlap Wth Different Data, e.g., B ock 4
Fagroute
79.182.103.227 |Israel 147.237. 72. 166 |aka. i o .i 7120 TP Segnent Qverlap Wth Dfferent Dita, e.g.. g o 4
Fagrout e
93.92.56.189  |Hungary 147.237.77. 216 |dover. i df . 7120: TP Segent Qverlap Wth Dfferent Data, e.g., |y 4
Fagroute
79.177.55.68  |Israel 147.237.76.42 |refuah.idf.il 7120: TGP Segent Qverlap Wth Different Data, e.g., |y 4
Fagrout e
222.84.5.244 Chi na 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FOedi t or B ock 3
109. 65. 127. 144 |Israel 147. 237.77. 234 |hal ag. i of . i | 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 3
Fragrout e
91.121.196.94  |France 147. 237. 77. 216 |dover. i o .i fﬁ?iﬁd TP VerdPress Revsl i der/Showbiz PHP e B ock 3
154.20.209. 41 |Canada 147.237. 72. 156 |anen. i df .| 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., g 3
Fragrout e
37.26.147.182 |israel 147. 237. 77. 176 |nat pash. i df . i | it"'rlfr?é) HITP. Blank Lser-/Agent (descriptor but no B ock 3
70.44.143.242 |wnited Sates 147. 237.77. 216 |dover. i df .| Izrligmlf Segnent Qverlap Wth Dfferent Data, e.g., g o0y 3
5.20.30.144 [Israel 147.237.0.34  [tikshwv.idf.il 7120: TP Segnent Qverlap Wth Different Data, e.g.. g oo 3
Fragroute
66. 135. 63. 82 Lhited Sates 147.237.72. 166 |aka.i df .il 6134: HITP. SQ I njection Variabl e Decl arati on Bvasi on B ock 3
114. 230. 128. 97 |Chi na 147.237.77. 170 |na@arachot . i df .i | 0854: HITP: upl oad* Access B ock 2
46.19.85.157  |israel 147. 237. 77. 216 |dover . i of . 7120: TGP Segent Qverlap Wth Different Data, e.g., |y 2
Fagrout e
77.126.14.174 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
87.68.68.170 | srael 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
109. 160. 254. 156l srael 147.237.77. 216 |dover.idf.il 15323: HITP: User - Agent ( MRSPUTN K) B ock 2
130. 123.96. 22  |New Zeal and 147.237.77.176 [nat pash.i df .i| C1000004: HITP. options nethod (M crosoft) B ock 2
103. 242.217.50 |Bangl adesh 147. 237. 77. 216 |dover . i df .i | glggrolf Segnent Qverlap Wth Dfferent Dta, e.g., g o 2
109. 65. 31. 67 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
89. 138. 91. 224 | srael 147.237.77. 170 |n@arachot . i df .i | C1000004: HITP. options nethod (M crosoft) B ock 2
46.19.85.202  |israel 147. 237. 77. 216 |dover . i of . 7120: TGP Segent Qverlap Wth Different Data, e.g., |y 2
Fragrout e
103.247.50.178 |9 Lanka 147.237.77. 216 |dover. i of .i | ngrolf Segent Qverlap Wth Different Data, e.g., B ock 2
213.6.5. 98 Pal est_l nian Territory, 147. 237. 77. 216 |dover i df .i | 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., B ock 2
Qcecupi ed Fragroute
77.125. 86. 61 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
82.102. 141. 251 |Israel 147.237.77.74 |lawidf.il 7120: TGP Segrent Qverlap Wth Different Data, e.g., B ock 1
Fragrout e
46.19.85.108  |Israel 147.237.76.42 |refuah.idf.il 7120 TCP. Segrent Qverlap Wth Dfferent Data, e.g., |y 0 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |

202. 3. 255. 0 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 46229

202. 3. 255. 8 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 36755

202. 3. 255. 12 French Polynesia |147.237.77.216 |dover.idf.il CGPL SCAN nmap TCP 24498

202. 3. 255. 7 French Polynesia |147.237.77.216 |dover.idf.il CGPL SCAN nmap TCP 12314

202. 3. 255. 11 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 12243

202. 3. 255. 15 French Polynesia |147.237.77.216|dover.idf.il GPL SCAN nnmap TCP 2624

66. 249. 93. 168 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 272

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 137

197. 32. 58. 224  |Rgypt 147.237.77. 216 |dover.idf.il 2 Injection - Select Fom 63

197.32.58. 224 |Egypt 147. 237. 77. 216 |dover. i df .i | GPL WEB SERVER / et ¢/ passwd 59

197. 32.58. 224  |Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possible SQL Injection Attenpt SHECT FROM 57

197. 32. 58. 224  |ERgypt 147.237.77. 216 |dover.idf.il 5 WNDOMAB M crosoft Forefront UAG javascript handler in UR XSS attenpt 55

197. 32. 58. 224  |Rgypt 147.237.77. 216 |dover.idf.il ET VBB SERER Script tagin UR, Possible Goss Ste Scripting Atenpt 54

197. 32. 58. 224  |Ryypt 147.237.77. 216 |dover.idf.il SQ url ending in cooment characters - possibl e sgl injection attenpt 54

197. 32. 58. 224  |Rgypt 147.237.77. 216 |dover.idf.il ET VBB SERVER /hin/sh In LR Possi bl e Shel | Gommand Execution Attenpt 54

197. 32. 58. 224  |Rgypt 147.237.77. 216 |dover.idf.il PQICy-OHR script tagin R - likely cross-site scripting attenpt 54

197. 32.58. 224  |Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER cnd. exe In UR - Possi bl e Command Executi on Attenpt 54

197. 32. 58. 224  |ERgypt 147.237.77. 216 |dover.idf.il ET VBB SERVER /systenB2 in Ui - Possible Protected Drectory Access Attenpt |54

197. 32.58. 224  |Egypt 147.237.77.216 |dover.idf.il SERVER VWBAPP / et ¢/ passwd fil e access attenpt 54

197. 32. 58. 224  |EHyypt 147.237.77.216 |dover.idf.il SERVER | | S cnl. exe access 54

197. 32. 58. 224 Egypt 147.237.77. 216 |dover.idf.il SERVER- WEBAPP TRACE at t enpt 41

197. 32. 58. 224 Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 34

66. 249. 67. 67 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 8

197. 32. 58. 224  |ERgypt 147.237.77. 216 |dover.idf.il ) 1=1- possible sg injection attenpt 6

197. 32. 58. 224 Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in UR 5

66. 249. 65. 92 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 4

196. 206. 88. 192 |Morocco 147.237.77. 216 |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 4

31.184. 242,17 g;;:t”i o 147. 237.77. 216 |dover. i df . ET CRCP Spanhaus DRCP Listed Traffic | nbound 4

218. 65. 30. 107 Chi na 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 3

61.240. 144. 66 |Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 3

61. 183. 128. 6 Chi na 147.237.8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 3

89. 248. 168. 128 |Net her| ands 147.237.8. 14 e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 3

45.114.11. 49 147.237.77. 205 |prisha. idf.il ET SCAN Potential SSH Scan 3

66.249.78. 172 |Uited Sates 147 237. 72. 166 |laka i df i1 SEF\VER-APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce att enpt

218. 65. 30. 107 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 3

221.203. 3. 117 Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential SSH Scan 3

197. 32.58. 224  |Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e SQL I njection Attenpt UN ON SHECT 3

197. 32. 58. 224  |ERgypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi ble MySQ. SQi Attenpt | nfornati on Schema Access 3

197. 32. 58. 224  |Rgypt 147.237.77. 216 |dover.idf.il Q. union sel ect - possible sg injection attenpt - GET par anet er 3

66.249 78. 165 |wnited Sates 147. 237. 72. 166 |laka i of i SER\/ERAPAO-E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce attenpt

66. 249. 67. 87 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2

45.114.11. 48 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2

221.203. 3. 117 Chi na 147.237.77. 235 |sviva.idf.il ET SCAN Potential SSH Scan 2

199. 101. 186. 226|lhited Sates 147.237.77. 178 |e. nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 2

221.203. 3. 117 Chi na 147.237. 77. 226 [wn chanat z. aka. i df . i | |[ET SCAN Potential SSH Scan 2

45.114. 11. 47 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2

109. 65. 117. 229 |l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NVAP -sA (2) 2

177.71.92.175 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2

45.114.11. 48 147.237. 77. 170 |n@arachot . i df .i | ET SCAN Potential SSH Scan 2

45.114.11. 49 147.237. 77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address |[Ste
Country
82.145. 222.57  |Europe 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 11010
202. 3. 255.0 French Pol ynesi a [147. 237. 77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3392
202. 3. 255. 8 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i Frst packet isn't SN drop dr op 2698
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1995
202. 3. 255. 12 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i | Frst packet isn't SYN drop drop 1800
54.187.55. 213 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1288
109. 67. 190. 42 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1251
31.44.129. 80 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1234
149. 255. 213. 156]Irag 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 995
202. 3. 255.7 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i | Frst packet isn't SN drop drop 901
202. 3. 255. 11 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i | Frst packet isn't SYN drop drop 900
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 710
66.249.65.89  |ited Sates  |147.237.77.216 |dover.idf.il Invalid segent retransmssion. Streaning Engine: TCP Inval i d drop 582
Packet dr opped. Ret r ansni ssi on
66.249.65.92  |wited Sates  |147.237.77. 216 |dover.idf.il Invalid segent retransmssion. Sreamng Engine: TP Invalid drop 528
Packet dropped. Ret r ansn ssi on
66.249.65.95 |ited Sates  |147.237.77.216 |dover.idf.il Invalid segent retransmssion. Streaning Engine: TCP Inval i d drop 510
Packet dr opped. Ret r ansni ssi on
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 499
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 492
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 484
80. 215. 229. 8 France 147.237.72. 166 |aka.idf .i | Frst packet isn't SN drop drop 478
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 476
79.180. 128. 190 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 476
92.62.170.228 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 380
164.97.245.84 |Austraia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 374
105. 90. 214. 123 |EHyypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 372
109. 186. 76. 199 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 360
132.76.50.5 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 355
95. 86. 99. 249 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 349
109. 65. 53. 186 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 341
94. 249, 247. 128 |Ger many 147.237.77. 226 :":"“"‘ chamatz. aka. idf. | g o acket isnt SN drop drop 297
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 296
Russi an Lo -
176. 193. 98. 233 Federat i on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 275
2.54.63.131 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 268
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 261
Russi an s L
95. 221. 221. 68 Federat i on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 259
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop dr op 256
157. 55. 39. 203 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 250
188. 165. 15. 94  |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 243
94.153. 230. 50 |Wkrai ne 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 219
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 218
94. 249, 247. 209 |Ger many 147.237.77. 226 :"’I"W“ chamatz. aka. i df . | o packet isn't SN drop drop 216
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 211
176. 223.82.91 Ger many 147.237.77. 226 :AIWM chamat z. aka. i df . First packet isn't SN drop drop 207
82.211.18.136 |Germany 147.237.72. 166 |aka.i df .il Frst packet isn't SYN drop dr op 204
176.223.84. 116 |Ger many 147.237.77. 226 :":"W“ chanatz. aka. 1df. | o pecket st SN drop drop 203
176. 223. 85. 205 |Ger many 147.237.77. 226 :AIWN chanat z. aka. i df Frst packet isn't SN drop drop 197
54. 244, 22. 103 Lhited Sates 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 196
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 192
202. 3. 255. 15 French Pol ynesi a [147. 237. 77. 216 |dover.idf.il FHrst packet isn't SN drop drop 191
176. 223. 85. 154 |Ger many 147.237.77. 226 :AIWN chamat z. aka. i df . Frst packet isn't SN drop drop 188
155. 254. 126. 154 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 185
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ) Count
Country Action
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Mil tiple Unhauthorized URL Access from 66. 249. 65. 89 B ock 390
46.19.86.204  |israel 147.237.0.19  |nadi matal .idf. il Too My of the Sane Response Cbde (404) in Session from Bock  [384
46. 19. 86. 204
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 65. 92 B ock 348
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthorized URL Access from 66. 249. 65. 95 B ock 342
) R Too Many of the Same Response CGode (404) in Session from
109. 160. 173. 100|l srael 147.237.0.19 |nadimatal .idf.il 109. 160. 173. 100 B ock 186
114. 230.128. 97 |Chi na 147.237.77. 170 |naarachot . i df .i | Mil ti pl e Uhaut hori zed URL Access from 114. 230. 128. 97 B ock 40
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 38
188. 143. 232. 43 R‘Sf;:t”i o 147. 237.77. 216 |dover. i df .i Mil tipl e Unaut horized URL Access from 188.143. 232. 43 B ock 26
198. 204. 245. 202|Lhited Sates |147.237.77.176 |natpash.idf.il Mil ti pl e Uhaut hori zed URL Access from 198. 204. 245. 202 B ock 24
54.244.22.103 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 20
183.79.221. 110 |Japan 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 183.79.221.110 B ock 18
199. 16. 156. 126 |lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 199. 16. 156. 126 B ock 16
199. 16. 156. 125 |lhited Sates |147.237.77.216|dover.idf.il Mil tiple Whaut horized URL Access from 199. 16. 156. 125 B ock 14
188. 165. 15. 94 France 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 188. 165. 15. 94 B ock 14
85.64.178.9 [Israel 147. 237. 72. 166 |aka. i df i tnauthori zed UR. Access to Bock |14
wawe aka. i df . i |/ mai n/ gi yu/ miyun/ m yunsel ect que
] S Paraneter Type M ol ati on PageNumin
68. 180. 228. 100 |Whited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df .i |/ 1073- he/ nakhal . aspx B ock 12
77.126.233.39 |lsrael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 12
R Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | W cogat i df i 1/si p storagel i1 es/ O/ si ze220x0/ 3410 pg. s B ock 12
77.125.3.12 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 12
83.247.7.29 Net her | ands 147.237.72. 166 |aka.idf . il Mil ti pl e Uhaut hori zed URL Access from 83. 247.7. 29 B ock 10
2.52.14.90 | srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 10
37.237.160. 67 Irag 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 37.237. 160. 67 B ock 10
84. 108. 86. 35 | srael 147.237.77. 216 |dover.idf.il Paraneter Type Mol ati on SearchText in ww i df.il/1065- he/ dover. aspx |B ock 10
31.168.101. 163 |Israel 147.237.72. 166 |aka. i df. il Lhaut hori zed URL Access to aka.idf.il/sip storagel/files/3/ B ock 10
89. 139. 49. 65 | srael 147.237. 72. 156 |anan. i df .i | Unaut hori zed HTTP Met hod B ock 10
176. 13. 10. 132 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
109. 160. 233. 131|l srael 147.237.72. 166 |aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
92. 253.59.214 |Jordan 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 92. 253. 59. 214 B ock 8
46.120.230.39 [Israel 147.237.0. 17 Imny' kosher-kravi. Tdf.i 155 o i pited 111 egal Paraneter Encoding None 8
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/view ingtop.asp |B ock 8
66. 249. 65. 83 | srael 147.237. 76. 147 |chi nuch. aka. i df .i | Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. ht m B ock 8
82.166.6. 6 I srael 147. 237. 76. 147 |chi nuch. aka. i df . | Distributed that hori zed URL Access on Bock |8
W chi nuch. aka. i df . i |/ xnhrpc. php
46.116.47.165 |Israel 147.237.0.17 Im”y' kosher-kravi. Tdf-i 15 o i uted 111 egal Paraneter Bncoding None 8
109. 67. 141.89  |Israel 147.237.76.86 |navy.idf.il Unautt hori zed LR Access to B ock 8
vwn navy. i df . i | / resour ce/ userf ol | ow esour ce/ creat e/
66.249.65.89 | srael 147. 237.77. 216 |dover. i df .i Distributed Lhadt horized LR Access on B ock 8
vy i df. il /atal 1/izkor/ vi ew i ng. asp
31.154.92. 108 | srael 147.237. 72. 156 |aman. i df .i | D stributed Suspi ci ous Response Gode B ock 8
S Unaut hori zed URL Access to
37.142.64.120 |lsrael 147.237.77. 243 |nobi [ e.i df .i | mobi | e, i . i | / cat egor yt enpl at s/ | i st chi | ddocunent s/ 1152 B ock 8
46.121. 76. 57 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
89.139. 61. 102 |l srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
A Unaut hori zed URL Access to
2.54.21.62 | srael 147.237.77. 243 |nobile.idf.il nobi | . i df i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1557 B ock 8
) s Uhknown Paraneter | in
188.165. 15. 27 |France 147.237.76.30 |himush.idf. il wwe chi nush. atal .idf.il/tenpl ates/ sendt of ri end/ sendt of ri end. aspx None 8
82.166.6.6 | srael 147. 237. 76. 147 |chi nuch. aka.i df .i | Dstributed PHP At enpt B ock 8
77.126.36.119  |Israel 147. 237. 72. 166 |aka. i df . Wnaut hori zed UR. Access to . o B ock 6
wwv aka. i df . i1/ mai n/ gi yus/tzevet avi rquesti onai re. aspx
79.183.51. 137 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
A Unaut hori zed URL Access to
85.64.128.177 I srael 147.237.77. 243 |mbi | e. i df .11 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1403 Bl ock 6
176.13.15. 111 |1 srael 147 237 0.17 |™W- kosher-kravi .idf.i Par aneter Type M oI_ aFl on ct 1 00$Cont ent Pl qcel—bl dgr l$t xt Ar eaRenar ks B ock 6
| in mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/traini ng. aspx
R Unaut hori zed URL Access to
115. 78.235. 170 |Vietnam 147.237.76.86 |navy.idf.il whn navy. i df . i |/ 994- 8613- hel navy. aspx. aspx Bl ock 6
176.13.2.197 [ srael 147.237.0.17 Im”"' kosher-kravi. i1 |y i pie I11egal Paraneter Encoding from 176, 13. 2. 197 None 6
109. 65. 205. 187 |l srael 147.237.76.86 |navy.idf.il PHP Att enpt B ock 6
46.121.60.11 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
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