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|Top Attackers | n DDoS- Def ence |

Attacker

Device

Sum(Packet_Count

Attacker

‘Target

‘IP_Map.site ‘Name

Address Country Address Action )

66. 249. 93. 164 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 312709
108. 215. 57. 66 Lhited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 12898
66. 249. 65. 92 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 8940
38.111. 147. 88 Lhited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 7511
184.151.111.237  |canada 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 3920
77.75.77. 200 Czech Republic 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 2287
79.182. 212. 191 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake violation, first packet ¢ oy 1386
82. 145. 223. 50 Eur ope 147.237.77.216  |dover.idf.il Ig: Zi‘/ﬂdShake vidation, first packet |, 1360
167.114.156.198  |Wited Sates 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 1220
89. 138. 73. 107 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegotiation-d i dest - r eset 718
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 708
213.57.105. 93 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- TLS-renegoti ation-d i dest - r eset 673
213.57.186. 253 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 644
207. 46. 13. 136 Wited Sates 147.237.77.216  dover icf.il [IF :";rr‘]dShake vidation, first packet |4 ., 532
109. 66. 35. 98 I srael 147.237.77.216  |dover.idf.il E ZilildShake vidation, first packet 10 q 529
93. 173. 159. 214 I srael 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake violation, first packet 1. o g 449
77.125.82.54 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 348
79. 180. 108. 4 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 344
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 316
81. 218. 241. 25 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 284
109. 186. 76. 199 I srael 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake violation, first packet ¢ o0 g 284
79.178. 1. 86 | srael 147.237.72. 167 i shurimaka. i df . i [Anonal y- TLS-renegoti ation-d i dest - r eset 262
87. 68. 159. 241 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 259
213.57.160. 27 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 257
85. 65. 5. 111 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 252
46.117. 140. 191 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 247
10.0.0.15 147.237.77.216  |dover.idf.il E ZilildShake violation, first packet — f¢ o q 234
197.251.241.1 Ghana 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 221
93.172.72. 87 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 218
79.176.111.181 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 216
84.109. 193. 81 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 213
37.142.97. 213 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 210
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 210
87.69.54. 71 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 198
84.228.84.70 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 184
109. 186. 100. 186 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 182
109. 186. 175. 71 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 176
77.126.10. 176 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 171
192.114.91. 215 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 168
31.168. 72. 170 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 165
79.181.53. 172 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 162
79.176. 43. 150 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 156
79.182.97. 29 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 155
79.176. 183. 229 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 154
192. 118. 30. 102 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 148
212.179.21.194 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 133
46.120. 137. 166 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 132
212.117.151. 70 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 131
79.181.100. 251 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 126
79.182. 50. 148 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 123
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

112.111. 188. 255|Chi na 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FCkedi t or B ock 23

213.139.53.37 |Jordan 147. 237. 77. 216 |dover. i of . i | 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 16
Fagrout e

85.65.5.111 | srael 147. 237. 72, 167 |i shuri maka. i of . i | ;ligrolf Segnent. Qverlap Wth Dfferent Dta, e.g.. g 16

213. 8. 245. 50 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 15

213. 8. 245. 58 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 15

46.117. 140. 191 |israel 147.237.72. 167 |i shuri maka. i df . i ;ligrolf Segnent Qverlap Wth Dfferent Dta, e.g.. g o 12

84.109.193.81 [l srael 147. 237. 72. 156 |aman. i df . i | 7120: TP Segrent Qverlap Wth Dfferent Data, €.g., g 11
Fragrout e

79.176.43.150 | srael 147.237.72. 167 |i shuri maka. i df . i 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g., g 8
Fragrout e

84.228.84.70  |israel 147. 237. 72. 167 |i shuri maka. i of . i Qigmlf Segnent Qverlap Wth Dfferent Dta, e.g., g o 7

85. 64. 107. 224 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock

93. 172. 186. 228 |Israel 147.237.76. 42 |refuah.idf il 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g.. g 7
Fagroute

37.26.148.192 |Israel 147. 237. 72. 166 |aka i of . i | 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 7
Fagrout e

62. 90. 194. 104 | srael 147.237.76.31 [nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 6

109. 66. 142. 149 |l srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 6

194. 114. 146. 227l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 6

223.176.6.200 |india 147.237. 72. 166 |aka. i df .| 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 6
Fagrout e

46.19.85.168  |Israel 147. 237. 77. 216 |dover . i df .i 7120: TQP. Segrent Qverlap Wth Dfferent Data, €.g.. g o 6
Fagroute

213.57. 249. 158 |Israel 147.237.77. 233 |atal .idf .l 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 5
Fagrout e

2.54.183.66  |Israel 147. 237.72. 166 |aka i df . i | 7120: TQP. Segrent Qverlap Wth Dfferent Data, €.g.. g o 5
Fagroute

84.109.96.31 |israel 147.237.76.42 |refuah.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 5
Fagrout e

2.52. 61. 82 I srael 147. 237.72. 166 |aka i df . i | 7120: TP Segrent Qverlap Wth Dfferent Data, €.g.. g o 5
Fagroute

46. 19. 85. 29 I srael 147. 237. 77. 216 |dover. i of . i | 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 5
Fagrout e

109. 66. 142. 149 |l srael 147.237.77.74 |lawidf.il C1000004: HITP:. options nethod (M crosoft) B ock 5

79.178.117. 209 |Israel 147. 237.72. 166 |aka i o . i | Qigmlf Segrent Qverlap Wth Dfferent Data, e.g., g o0y 5

89. 248. 172. 169 |Net her| ands 147.237.77.74 |lawidf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 4

89. 185. 247.72 |Czech Republic 147.237.72. 166 |aka.i df .i | 6134: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 4

115. 146. 123. 160\ et nam 147.237. 72. 167 |i shuri maka. i df .i | Cl000108: HITP. Trying to | ocate existing FCKedi t or B ock 4

89. 248.172. 169 |Net her| ands 147.237.77.234 |halag.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 4

89. 248. 172. 169 |Net her| ands 147.237.77. 170 |naar achot . i df .i | 20086: HITP. Mii ebl ackcat Security Scanner B ock 4

89.139.54.223 |Israel 147.237.77. 233 |atal .idf .l 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., g 4
Fagrout e

89. 248. 172. 169 |Net her| ands 147.237. 72. 156 |anan.i df .i | 20086: HITP. Mii ebl ackcat Security Scanner B ock 4

85. 64. 42. 223 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 4

89. 248. 172. 169 |Net her| ands 147.237. 77. 226 |ww chanmat z. aka. i df . i | |20086: HITP. Mii ebl ackcat Security Scanner B ock 4

89. 185.247.72 |Czech Republic 147.237.72. 166 |aka.idf .il 3808: HITP. S Injection Variabl e Decl arati on Bvasi on B ock 4

5.29. 143. 51 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 3

192. 116. 94. 74 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 3

79.182.97.29  |israel 147. 237.72. 156 |anan. i df . i | 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g.. g oy 3
Fagroute

109. 66. 129. 154 |1 srael 147.237.76.42 |refuah.idf.il 'Zrligrolf Segnent Qverlap Wth Dfferent Dta, e.g., g o 3

62. 219. 160. 95 | srael 147.237.76.31 [nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock

93.172.202. 185 |Israel 147. 237.72. 166 |aka i df . i | 7120 TP Segrent Qverlap Wth Dfferent Data, e.g.. g oy 3
Fragrout e

46.120.195. 186 |l srael 147.237. 72. 166 |aka. i df .| 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., g 3
Fragrout e

79.183.9.154  |Israel 147. 237.77. 233 |atal i . i 7120 TP Segrent Qverlap Wth Dfferent Data, e.g.. g o0y 3
Fragrout e

58.10. 150. 174  |Thai | and 147. 237. 72. 166 |aka. i df . i 7120: TP Segrent Qerlap Wth Dfferent Data, e.g., g 3
Fragrout e

89.138.40.220 |Israel 147. 237.72. 166 |aka i df . i | 7120 TP Segrent Qverlap Wth Dfferent Data, e.g.. g o0y 2
Fragrout e

84.111. 140. 141 |Israel 147. 237. 72. 156 |anan. i of . 7120: TP Segrent Qerlap Wth Dfferent Data, e.g., g 2
Fragrout e

46.19.85.26  |israel 147. 237. 77. 216 |dover . i df .i 7120 TP Segrent Qverlap Wth Dfferent Data, e.g.. g o0y 2
Fragrout e

176.67. 111. 250 Pal est'l nian Territory, 147 237. 77. 216 ldover i df i | 7120: TGP, Segnent Qverlap Wth Dfferent Data, e.g., B ock 2

Qccupi ed Fragroute

85.250. 67. 153 |l srael 147.237.76.86 |navy.idf.il 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., g o 2
Fragrout e

84.228.123.85 |Israel 147. 237. 72. 156 |anan. i of . 7120: TP Segrent Qerlap Wth Dfferent Data, e.g., g 2
Fragrout e

212.179.21.194 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Nare | count |
202. 3. 255.0 French Polynesia |147.237.77.216 |[dover.idf.il GPL SCAN nmap TCP 37226
202. 3. 255. 8 French Polynesia |147.237.77.216 [dover.idf.il GPL SCAN nnmap TCP 27909
202. 3. 255. 12 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 22080
202. 3. 255. 15 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nnmap TCP 10186
202. 3. 255. 11 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 9360
202. 3. 255.7 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nnap TCP 9282
195.34.150.18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 109
2.52.181. 137 | srael 147.237.77.216 |dover.idf.il PQLI Cy- OTHER TCP packet with urgent flag attenpt 15
37.237.106.223 |lraq 147.237.77.216 |dover.idf.il C5- WNDOAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 12
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il PQICy-OHR script tagin R - likely cross-site scripting attenpt 9
37.237.106. 223 |Irag 147.237.77.216 |dover.idf.il GPL WEB SERVER / et ¢/ passwd 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET WEB SERVER cnd. exe In LR - Possi bl e Conmand Execution Attenpt 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET WBB SERVER Possi bl e SQU Injection Attenpt SHECT FROM 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET VB SERVER /systen82/ in Ui - Possible Protected Drectory Access Atenpt 9
37.237.106.223 |lraq 147.237.77.216 |dover.idf.il SQ url ending in cooment characters - possible sgl injection attenpt 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il SERVER VWEBAPP / et ¢/ passwd fil e access attenpt 9
37.237.106. 223 |Irag 147.237.77.216 |dover.idf.il SERVER | | S cn. exe access 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET VB SERVER Script tagin LR, Possible Goss Ste Scripting Atenpt 9
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET WEBB SERVER /bin/sh In UR Possible Shel |l Gommand Execution Attenpt 9
37.237.106.223 |lraq 147.237.77.216 |dover.idf.il SQ Injection - Select From 9
27.75.101. 97 \i et nam 147.237.0. 19 nadi matal .idf.il |ET SCAN Potential SSH Scan 8
37.237.106.212 |lrag 147.237.77.216 |dover.idf.il C5-WNDOAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 8
27.75.101. 97 \i et nam 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Potential SSH Scan 8
37.237.106.212 |lraq 147.237.77.216 |dover.idf.il SQ Injection - Select Fom 7
37.237.106.223 |lrag 147.237.77.216 |dover.idf.il ET VBB SFRVER Ohnouseover=in UR - Likely Qoss Ste Scripting Atenpt 7
37.237.104.105 |lraq 147.237.77.216 |dover.idf.il SQ Injection - Select From 6
37.237.104.109 |lrag 147.237.77.216 |dover.idf.il C5- WNDOAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 6
109. 65. 75. 213 | srael 147.237.77.233 |atal.idf.il ET DO5 Large amount of TGP ZeroWndow - Possi bl e Nkiller2 DDos attack 5
37.237.106.212 |Irag 147.237.77.216 |dover.idf.il ET WEB SERVER Possi bl e SQL I njection Attenpt SHECT FROM 5
37.237.106.212 |lraq 147.237.77.216 |dover.idf.il GPL WEB SERVER / et ¢/ passwd 5
37.237.106. 177 |lrag 147.237.77.216 |dover.idf.il ET WB SERVER Possi bl e SQU Injection Attenpt SHECT FROM 4
37.237.104.109 |lrag 147.237.77.216 |dover.idf.il SQ Injection - Select From 4
37.237.106.212 |lraq 147.237.77.216 |dover.idf.il SERVER VEBAPP / et ¢/ passwd fil e access attenpt 4
37.237.106.177 |lrag 147.237.77.216 |dover.idf.il SQ Injection - Select From 4
37.237.106.212 |Irag 147.237.77.216 |dover.idf.il SERER | | S cndl. exe access 4
41.105.118. 144 |Ageria 147.237.77.216 |dover.idf.il ET SCAN Net sparker Default User - Agent 4
37.237.106.212 |lrag 147.237.77.216 |dover.idf.il ET VBB SERER Script tagin LR, Possible Goss Ste Scripting Atenpt 4
37.237.106.212 |lraq 147.237.77.216 |dover.idf.il SQ url ending in cooment characters - possible sgl injection attenpt 4
37.237.106.212 |lraq 147.237.77.216 |dover.idf.il ET VB SEFRVER Ohnouseover=in UR - Likely Qross Ste Scripting Atenpt 4
37.237.106.212 |lrag 147.237.77.216 |dover.idf.il ET VBB SERVER /bin/sh In UR Possible Shel | Gommand Execution Attenpt 4
37.237.106.212 |Irag 147.237.77.216 |dover.idf.il PQICy-OHR script tagin UR - likely cross-site scripting attenpt 4
45.114.11. 47 147.237.77.233 |atal .idf.il ET SCAN Potential SSH Scan 4
37.237.106.212 |lrag 147.237.77.216 |dover.idf.il ET WEB SERVER cnd. exe In LR - Possi bl e Conmand Execution Attenpt 4
37.237.106.177 |lraq 147.237.77.216 |dover.idf.il C5- WNDOAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 4
37.237.104.109 |[lrag 147.237.77.216 |dover.idf.il ET WEB SERVER Possi bl e SQL Injection Attenpt SHECT FROM 4
37.237.104.228 |lrag 147.237.77.216 |dover.idf.il C5- WNDOAS M crosoft Forefront UAG javascript handler in UR XSS attenpt 4
37.237.106.212 |Irag 147.237.77.216 |dover.idf.il ET VB SERVER /systen82/ in Ui - Possible Protected Drectory Access Atenpt 4
37.237.104.109 |lrag 147.237.77.216 |dover.idf.il ET WEBB SERVER /bin/sh In UR Possible Shel | Gommand Execution Attenpt 3
37.237.106. 177 |lrag 147.237.77.216 |dover.idf.il SQ url ending in cooment characters - possible sql injection attenpt 3
37.237.104. 228 |lraq 147.237.77.216 |dover.idf.il ET VBB SFRER Script tagin LR, Possible Goss Ste Scripting Atenpt 3
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4899
81.218.101. 2 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4299
202. 3. 255. 0 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i Frst packet isn't SN drop drop 3603
202. 3. 255. 8 French Pol ynesi a [147. 237. 77. 216 |dover. i df .i | Frst packet isn't SN drop drop 2703
202. 3. 255. 12 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i | Frst packet isn't SN drop drop 2052
82.145. 223. 50  |Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1819
79.178. 28. 231 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1721
213. 8. 242. 46 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1461
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1438
202. 3. 255. 15 French Pol ynesi a [147. 237. 77. 216 |dover. i df .i | Frst packet isn't SN drop drop 957
38.111.147.88 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 929
202. 3. 255.7 French Pol ynesi a [147. 237. 77. 216 |dover.idf.i | Frst packet isn't SN drop drop 901
202. 3. 255. 11 French Pol ynesi a [147. 237. 77. 216 |dover. i df .i| Frst packet isn't SYN drop drop 900
84.108. 48. 13 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 887
120. 210. 180. 144|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 756
89. 139. 184. 197 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 688
46.19. 85. 250 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 658
188. 165. 15. 94 Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 574
66.249.65.92  |ited Sates  |147.237.77.216 |dover.idf. il Invalid segnent retransnssion. Streaning Engi ne: TQP Inval i d drop 566
Packet dropped. Ret r ansni ssi on
66.249.65.89  |Uited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssi on. Sreaming Bngine: TP Invalid g 544
Packet dropped. Ret r ansn ssi on
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 542
66.249.65.95 |lited Sates  |147.237.77.216 |dover.idf. il Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 524
Packet dropped. Ret r ansni ssi on
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 508
79.183.18. 175 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 505
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 484
2.54.174. 67 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 482
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 481
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 456
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 445
79.176. 155. 104 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 419
31.168. 194. 149 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 409
109. 186. 76. 199 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 390
79.179.102. 141 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 332
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 315
5. 102. 254. 12 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 314
109. 65. 25. 204 |Israel 147. 237. 72. 156 |anan. i df . | SWNretransmt wth different Bad TCP sequence monitor  |306
w ndow scal e
66. 85. 148. 53 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 279
94.249. 211. 243 |Ger many 147. 237.77. 226 :":"WV chamatz. aka. idf. | & o packet isn't SN drop drop 276
94. 249, 246. 192 |Ger many 147. 237.77. 226 :"f’“"‘ chanatz. aka. iaf. | o cacket isnt SN drop drop 267
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 261
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 251
36. 79. 116. 222 I ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 239
157.55.39.203 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 234
66.249.93.164 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 233
68. 180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 233
94.249. 211. 222 |Ger many 147. 237.77. 226 :":"WV chamatz. aka. idf. | & o packet isn't SN drop drop 232
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 225
5. 255. 253. 33 g;z:;nl on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 219
93.127. 140. 253 |Ger many 147.237.77. 226 :":"w chanatz. aka. 1df. | o cacket isnt SN drop drop 212
2.54.27.212 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 212
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Devi ce

Attacker Address |Attacker Qountry|Target Address |[Ste Action ‘Count
80. 246. 136. 116 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 736
2.54.48.230  |israel 147.237.0.19  [maci maral idr.i1 [109 MY O the Same Fesponse Gode (404) Tn Session from Bl ock 436
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 65. 89 B ock 236
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 65. 95 B ock 228
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 92 B ock 220
2.54.181.207  |Israel 147.237.0.19  |nadi matal .icf.i| |00 MY of the Same Response Code (404) in Session from B ock 192
2.54.181. 207
188. 143. 232. 34 RJF sls;;ni on 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 188. 143. 232. 34 B ock 152
2.54.168. 95 | srael 147.237.0. 19 nadi matal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 116
176.13.10.95 [ srael 147.237.0.19  |nadimaal .idf.i| |00 MY Of the Sane Response Cbde (404) in Session from B ock 112
176. 13. 10. 95
) . . .. |Too Many of the Sane Response Code (404) in Session from
80. 246. 136. 116 |l srael 147.237.0. 19 nadi matal .idf.il 80. 246. 136. 116 B ock 96
) . . ., |Too Many of the Same Response (ode (404) in Session from
176.12.148. 171 |lsrael 147.237.0.19 |nadimatal .idf.il 176. 12. 148. 171 B ock 92
176.13.15.132 [ srael 147.237.0.19  |naci matal .idf.i| [100 MY of the Sane Response Code (404) in Session from B ock 54
176.13. 15. 132
188. 165. 15. 94 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 94 B ock 40
193. 201. 224. 126|\krai ne 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 193. 201. 224. 126 B ock 36
s Unhaut hori zed URL Access to
115.78.235. 170 |M et nam 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 36
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 68. 180. 228. 112 B ock 32
79.179.134. 222 |lsrael 147.237.72. 156 |anan.idf . il Ml ti pl e Uhaut hori zed URL Access from 79. 179. 134. 222 B ock 30
54.244.22.103 |Lhited Sates 147.237. 76. 147 |chinuch. aka.idf.il |D stri buted Suspi ci ous Response Code Qust om Tenpor ary B ock 28
46.116.131.3  |Israel 147.237.72. 166 |aka. i df . Wnaut hori zed URL Access to B ock 24
ww aka. i df . i1/ mai n/ sachar/resour ces/ styl es/

212.143.173. 198|l srael 147.237.77.74 |lawidf.il Ml ti pl e Unaut hori zed URL Access from 212. 143. 173. 198 B ock 22
114. 230. 128. 97 |Chi na 147.237.77. 170 |naarachot.idf.il |Miltiple Unauthori zed URL Access from 114. 230. 128. 97 B ock 20
R Unaut hori zed URL Access to
213.251.182. 103(France 147.237.77. 176 |mat pash. i f .11 viewv cogat . i df il /sip storage/ fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 18
87. 68. 46. 120 | srael 147.237. 72. 156 |anan.i df . il O stributed Suspi ci ous Response Gode B ock 16
66.249.65.89  |Israel 147, 237. 77. 216 |dover. i df . i | Distributed thaut horized LRL Access on Bl ock 16

wwy i df.il/atal 1/izkor/vi ew i ny. asp
66.249.65.92  |Israel 147. 237.77. 216 |dover . i df .1 Distributed Uhaut hori zed LRL Access on B ock 16
ww i df.il/atal 1/izkor/vi ew i ny. asp
2.54.185.57 I sr ael 147.237.77. 243 |robi | e. i df .| Paraneter Type Mol ation Qurrent Password in B ock 16
nobi | e. i df.i|/sachar/changepasswor d
66.249. 65.95  |Israel 147. 237.77. 216 |dover . i df .1 Distributed Uhaut hori zed LRL Access on B ock 12
ww i df.il/atal 1/izkor/vi ew i ny. asp
68.180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Paraneter Type Miol ati on PageNumin ww i df.il/1381- he/ dover. aspx B ock 12
80. 246. 137. 24 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 12
37.26.146. 179 | srael 147.237.77. 243 |nobi le.idf .i | D stributed Suspi ci ous Response Code B ock 12
79.180.28.216 |lsrael 147.237.72. 166 |aka.i df .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 12
. s Unknown Paraneter | in
188.165. 15. 27 |France 147.237.76.30 |himush. idf. i1 viwv chi nush. atal .idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 12
46.119. 124. 209 |krai ne 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to vwwv i df.il/1283-17155-en/ B ock 12
176.228. 40.5 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
80. 246. 137. 68 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
46. 19. 85. 152 | srael 147.237.77. 243 |nobi | e.i df .i | Suspi ci ous Response Code B ock 10
212.97.132. 130 |Denmark 147.237.72. 166 |aka.idf .i Mil tipl e Whaut hori zed URL Access from 212. 97. 132. 130 B ock 10
79.176.176. 16 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/main/ sachar/undefi ned B ock 10
192.114. 163. 66 |l srael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 114. 163. 66 B ock 10
46.118. 117. 215 |krai ne 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to vwwv i df.il/1283-17155-en/ B ock 10
212.116.182.92 |lsrael 147.237.76.200|eitan.aka.idf.il |Miltiple Unauthorized URL Access from 212.116. 182. 92 B ock 10
109. 65. 202. 156 |l srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
46.19. 85. 144 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 8
91.200. 12.9 Lkrai ne 147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 91. 200. 12. 9 B ock 8
109. 65. 148. 147 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
46.19. 86. 100 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 8
213.57.152. 163 |Israel 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 8
91. 200. 12. 9 Lkrai ne 147.237.77. 176 [nat pash. i df . i | PHP Att enpt B ock 8
91.200. 12.9 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il|Mil tipl e Uhaut hori zed URL Access from 91. 200. 12. 9 B ock 8
37.237.106.212 |lraq 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 37. 237. 106. 212 B ock 8
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