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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Sum(Packet_Count

)

‘IP_Map.site Name

‘Attacker Country ‘

64. 235. 216. 150 Canada 147.237.77.216  |dover.idf.il :St: Zi':ldShake violation, first packet | ., 51149
41.232.33.53 Egypt 147.237.77.216  |dover.idf.il Ig: Zir;dShake vioation, first packet |, 32376
66. 249. 93. 164 I srael 147.237.77.233  |atal.idf.il :St: Zi':ldShake violation, first packet | ., 19879
85. 114. 104. 164 Palestinian Territory, 147 537 77 216 |dover.idf.il TQP handshake violation, first packet . 14146
Qceupi ed not syn

180. 153.214. 191  |China 147.237.77.176  |natpash.idf.il :St: Zi':ldsmke vidation, first packet |, 12141
176. 223. 85. 154 Ger many 147.237.72.166  |aka.idf.il IS: ZiﬂdShake vioation, first packet |, 11762
188. 165. 15. 94 France 147.237.77.216  |dover.idf.il :St: Zi':ldShake violation, first packet | ., 9992
66. 249. 67. 67 I st ael 147.237.77.74  |lawidf.il Ig: Zir;dShake violation, first packet |, 8096
50. 251. 213. 11 Lhited Sates 147.237.77.216  |dover.idf.il :St: Zi':ldShake violation, first packet | ., 7057
80. 94. 146. 53 Sui t zer| and 147.237.77.216  |dover.idf.il Ig: Zir;dShake violation, first packet |, 5984
144.76. 26. 177 Ger many 147.237.77.216  |dover.idf.il :S: Zi‘:]dShake vioation, first packet |, 5517
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 4122
41.33.232. 65 Egypt 147.237.77.216  |dover.idf.il Ig: Zi‘lf]dShake vioation, first packet |, 3657
129. 64. 11. 39 Wited Sates 147.237.77.216  |dover ich.il |1 ZadShake violation, first packet |q ., 3643
52. 16. 5. 197 Wited Sates 147.237.77.216  |dover.idf.il Ig: Zi‘l’s]dShake vioation, first packet |, 3077
79.180.186.164  |Israel 147.237.77.216  |dover.idf.il :S: ZadShake violation, first packet |, g 2764
87.69. 2. 131 | srael 147, 237.72. 156 anan.idf.il TP Scan (vertical) drop 2133
66. 249. 65. 92 I srael 147.237.77.216  |dover.idf.il :S: Zif]dShake vidation, first packet |, 1664
66. 249. 93. 242 I srael 147.237.72.166  |akaidf.il :g: Z‘jr‘]dsr‘ake violation, first packet |, 1586
31.186. 228. 57 United Ki ngdom 147.237.77.216  |dover.idf.il :S: Zadsmke vidation, first packet |, 838
149. 78. 80. 132 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 821
79.179. 33. 53 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 816
149. 78. 186. 175 Lhited Sates 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-di dest - r eset 790
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 509
77.125. 145. 147 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 449
79.180. 108. 4 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 401
109. 67. 206. 183 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 395
79.176.126. 70 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 374
79.179.71. 138 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 352
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 314
213.57. 160. 27 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 309
79.178.101. 231 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 301
82.80. 165. 174 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 295
79.177.193. 197 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 284
176.228. 134. 173 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 277
77.127.14.229 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 261
84.108. 192. 240 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 243
149. 78. 106. 203 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 206
79.178. 14. 223 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 204
79.181. 147. 242 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 204
89. 138. 76. 234 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 203
37.142. 64. 87 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y- TLS-renegoti ation-d i dest - reset 198
5.28. 133. 215 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 186
37.26.149. 234 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 179
46.120. 114. 77 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 179
5.29. 147. 49 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS renegoti ation-d i dest - r eset 179
79.181.109. 13 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 176
109. 65. 126. 149 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - reset 176
77.126.25.110 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 175
204. 93. 154. 210 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 174
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry \Target Address |S te |Name \I:evi ce Acti 0n|Oount |
173.197.96.249 |lhited Sates 147.237. 72. 156 |anan. i df .i | 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 17
31.154. 157. 162 |lsrael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 10
94, 159. 236. 149 |l srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
46.117. 16. 220 | srael 147.237.0.34 |tikshuv.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
84.95. 134. 135 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
5. 102. 254. 209 | srael 147.237.76.31 |[nakchal .idf.il C1l000004: HTTP: options nethod (M crosoft) B ock 5
109. 67. 32. 211 | srael 147.237.77.176 [nat pash.idf . il 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 5
79.183. 57. 141 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
85. 65. 167. 135 | srael 147.237.72. 167 |i shuri maka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
87.69. 2.131 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
147.236. 138. 212 |l srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
211.59.8.170 Korea, Republic of |147.237.76. 147 |chi nuch. aka.i df.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
5. 29. 28. 254 | srael 147.237.77.233 |ata .idf.il 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 4
109. 160. 182. 27 |l srael 147.237.77.74 |lawidf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 4
46.19. 85. 91 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
211.59.8.170 Korea, Republic of |147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate exi sting FCKeditor B ock 4
79.176. 26. 28 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
199. 203. 94. 202 |l srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
211.59.8.170 Korea, Republic of |147.237.77. 170 |naarachot.idf.il Cl1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
50. 48. 42. 219 Lhited Sates 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 3
109. 65. 155. 228 |l srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
46.19. 85. 117 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
109. 65. 181. 249 |l srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 3
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 3
77.125.214.76 | srael 147.237. 72. 156 |anan. i df .i | 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 3
46. 120. 222. 238 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 3
62.219. 164. 245 |lsrael 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 3
212.199.9. 194 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
62.90. 165. 71 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 3
46.19. 85. 61 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
82.217.7.128 Net her | ands 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
212.143. 48. 42 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
79.177.198. 193 |lsrael 147.237.72. 167 |i shuri maka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
2.52.175.182 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
73.133. 126. 26 Lhited Sates 147.237. 77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
46.19. 85. 142 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.117. 220. 107 |l srael 147.237.77. 216 |dover.idf.il 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
84.228. 144.189 |lsrael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
62. 210. 251. 69 France 147.237.72. 166 |aka.idf .il 19791: HITP. WrdPress N Media PHP File Wbl oad B ock 2
85. 250. 24. 191 | srael 147.237.77. 226 |ww chanat z. aka. i df .i] |C1000004: HTTP: options nethod (M crosoft) B ock 2
212.143.187.16 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
79.178. 58. 43 | srael 147.237.76.31 |[nakchal .idf.il C1l000004: HTTP: options nmethod (M crosoft) B ock 2
46.19. 85. 170 | srael 147.237.77.74 |lawidf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
62. 210. 251. 69 France 147.237.72. 166 |aka.idf .il 17031: HITP. GetSnple QWS Fl e Wl oad B ock 2
82.102.169. 113 |Israel 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.19. 85. 118 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.19. 85. 17 | srael 147.237.77.74 |lawidf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute |B ock 2
79.178.180. 166 |lsrael 147.237. 72. 166 |aka.idf .il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
192. 116. 237. 174 |l srael 147.237.77. 216 |dover.idf.il Cl000004: HITP:. options method (M crosoft) B ock 2
82.166. 22. 141 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
202. 3. 255.0 French Polynesia |147.237.77.216|dover.idf.il GPL SCAN nmap TCP 35883
202. 3. 255. 8 French Polynesia |147.237.77.216|dover.idf.il GPL SCAN nmap TCP 31149
202. 3. 255. 12 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nnmap TCP 26788
202. 3. 255. 15 French Polynesia |147.237.77.216 |dover.idf.il CGPL SCAN nmap TCP 17894
202. 3. 255. 7 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 9077
202. 3.255. 11 French Polynesia |147.237.77.216 |dover.idf.il GPL SCAN nmap TCP 8954
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 99
172.56. 19. 237 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 88
5.196. 82. 41 CGer many 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
79.183.132. 7 | srael 147.237.72. 166 |aka. i df . il PCLI Cy- OTHER TCP packet with urgent flag attenpt 4
45.114.11. 44 147.237.72. 166 |aka. i df .i | ET SCAN Potential SSH Scan 4
45.114.11. 44 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 4
87.69. 2. 131 | srael 147.237.72. 156 |anan.i df .i | ET SCAN NVAP -sS w ndow 1024 4
105. 109. 148. 221 |A geria 147.237.77. 216 |dover.idf.il ET WEB SERVER LA C Javascri pt DDoS | nbound 4
218. 65. 30. 107 Chi na 147.237.77.227 |e.hamaz.idf.il |ET SCAN Potential SSH Scan 4
45.114.11. 44 147.237.77. 243 |nobile.idf . il ET SCAN Potential SSH Scan 4
218. 65. 30. 107 |Chi na 147.237.76.202|e.hal ag.idf.il |ET SCAN Potential SSH Scan 3
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 3
45.114.11. 44 147.237.76.202|e.halag.idf.il |ET SCAN Potential SSH Scan 3
204. 93. 154. 201 |wnited Sates 147. 237. 77. 216 |dover i df i1 amnenpt APACHE Apache mod_ssl non- SSL connection to SSL port denial of service 3
218. 65. 30. 107 |Chi na 147.237.8.14 |e.orchot.idf.il |ET SCAN Potential SSH Scan 3
218. 65. 30. 107 |Chi na 147.237.76. 176 |test.ncore.idf.i |[ET SCAN Potential SSH Scan 3
218. 65. 30. 107 Chi na 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 3
41.140. 10. 212 Mbr occo 147.237.76. 30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 3
61. 183. 128. 6 Chi na 147.237. 8. 46 e.chinuch.idf.il |[ET SCAN NVAP -sS wi ndow 1024 2
218. 65. 30. 107 Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.8.50 |e.tikshuv.idf.il |[ET SCAN Potential SSH Scan 2
62. 74. 9. 60 G eece 147.237.72. 156 |anan.i df .i | ET SCAN Possible S3. Brute Force attack or Ste Gaw 2
191. 240. 116. 92 |Bazil 147.237.72.14 |dover.idf.il (ol dET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.76.34 |yohalan.idf.il |ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237. 8. 24 e lifestyle.idf.|ET SCAN Potential SSH Scan 2
95.179. 14. 136  |SSIan 147. 237. 72. 156 |aman. i df . ET SO Potential SSH Scan 2
Federation
66. 249. 67. 87 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
45.114.11. 46 147.237.72.14 |dover.idf.il (ol dET SCAN Potential SSH Scan 2
45.114.11. 44 147.237.76. 199 |e. nakchal .idf.il |ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237. 77. 243 |nobi l e.idf .i | ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
218. 65.30. 107 |Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
66. 249. 67. 25 Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 2
89. 248. 168. 128 |Net her| ands 147.237.77. 179 |e.nazi .idf . il ET SCAN Potential VNC Scan 5900- 5920 2
45.114.11. 44 147.237.76. 197 |e.hinush.idf.il |ET SCAN Potential SSH Scan 2
74.86.147.196 |lhited Sates 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
218. 65. 30. 107 |Chi na 147.237.0.34 |tikshuv.idf.il |ET SCAN Potential SSH Scan 2
66. 249. 65. 132 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
191. 240. 116. 92 |Brazil 147.237.0. 19 nadi matal .idf.i |[ET SCAN Potential SSH Scan 2
61. 182. 170. 38 Chi na 147.237. 76. 199 |e. nakchal .idf.i| |ET SCAN Potential SSH Scan 2
197. 160. 41. 168 |Egypt 147. 237. 77. 216 |dover . i df . | GPL WEB SERVER / et ¢/ passwd 2
173. 208. 136. 26 |United Sates 147. 237. 72. 166 |aka i df i1 Zﬂ?;/:;—APAO—E Apache nmod_ssl non-SSL connection to SSL port denial of service 2
89. 248. 168. 128 |Net her| ands 147.237.76. 200 |eitan. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2




07-29-2015-00:00:06 to 07-30-2015-00:00:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te ‘Mﬂ:ssage Acti on ‘Count
95. 86. 122. 193 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5428
202.3.255.0 French . 147.237.77. 216 |dover.idf.i|Frst packet isn't SYN drop drop 3612
Pol ynesi a
French s -
202. 3.255.8 . 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 3078
Pol ynesi a
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2812
202. 3. 255. 12 French . 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 2706
Pol ynesi a
82.145. 222. 47  |Eur ope 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2320
202.3.255.15 |7 ench. 147.237.77. 216 |dover. i df.i|First packet ism't SWN drop drop 1807
Pol ynesi a
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1568
199.190.46.68 |Satellite Providd147.237. 77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1250
95. 86. 66. 194 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1241
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1049
82. 145. 220. 134 |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 906
202. 3.255. 11 French . 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 905
Pol ynesi a
129. 64. 11. 39 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 905
202.3.255.7 ;Ie;rfgg . 147.237.77. 216 |dover. i df.i|First packet ism't SWN drop drop 902
82.145. 223. 2 Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 864
93.172.130. 7 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 775
46.19. 85. 183 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 764
105. 109. 148. 221|A geria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 740
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 735
188. 165. 15. 94 |Fance 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 675
37.142.103. 97 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 656
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 653
66.249.65.92  |Uited Qates  |147. 237, 77. 216 |dover. i i ||V | d segnent retransmssion. Packet  (Sireamng Engine: TP Invalid drop 644
dr opped. Ret r ansni ssi on
66.249.65.89  |lnited Sates  |147.237. 77. 216 |dover.icf ;| VA 1 d segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 612
dr opped. Ret r ansni ssi on
66.249.65.95  |Uited Qates  |147. 237, 77. 216 |dover. i i ||V | d segnent retransmssion. Packet  (Streamng Engine: TCP Invalid drop 599
dr opped. Ret r ansni ssi on
213.57.180. 160 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop dr op 597
46.135. 49. 5 Cech Republic |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 586
190. 24.146. 71 |Col onbi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 570
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 560
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 542
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 540
77.126.2.102 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 525
149. 255.232.5 Irag 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 516
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 514
5. 29. 208. 55 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 498
2.54.57.48 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 495
109. 186. 76. 199 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 452
77.125.100. 156 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 443
109. 64. 142. 146 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 375
132. 66. 40. 116 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 371
54.187.55. 213 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 347
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 346
36. 48. 69. 190 Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 339
79.181.198. 221 |lsrael 147.237. 72. 156 |aman.i df .i | i’;} ;etransnnt W th different wndow Bad TCP sequence noni t or 329
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 323
95. 86. 68. 183 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 322
46.19. 85. 163 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 319
197.160. 41. 168 |Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 317
37.26.148. 174 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 297
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Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Ste Acti on ‘Count
) . . ., |Too Many of the Sane Response Code (404) in Session from
79.178. 104. 205 |israel 147.237.0.19  [naci matal icf.il |7 178}’104. oo P (404) B ock 409
45. 35. 20. 204 147.237.72. 166 |aka.idf.il Mil tipl e Uhaut hori zed URL Access from 45. 35. 20. 204 Bl ock 198
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 95 Bl ock 87
192.151. 159. 82 |[Lhited Sates 147.237.72. 166 |aka.i df .il Mil ti pl e Unaut hori zed URL Access from 192. 151. 159. 82 B ock 83
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 92 Bl ock 65
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 65. 89 Bl ock 57
192. 187. 124. 251|Lhited Sates 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 187. 124. 251 Bl ock 53
192, 151. 159. 82 |lhited Sates 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 151. 159. 82 Bl ock 51
82.80.198.164 |lsrael 147.237.72. 166 |aka.i df .i | Ml ti pl e Uhaut hori zed URL Access from 82. 80. 198. 164 Bl ock 51
46.19. 85. 98 I'sr ael 147.237.0.19 |madimatal .idf.il Zgol';”éys 058”‘8 Sane Response Code (404) in Session from B ock 42
192. 187. 124. 251|Lhited Sates 147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 192. 187. 124. 251 Bl ock 42
192.187.124. 251 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 192. 187. 124. 251 Bl ock 38
45. 35. 20. 204 147.237.72. 166 |aka.idf.il DO stributed Adnin B ocki ng Bl ock 36
192.151. 159. 82 |lLhited Sates 147.237.77.233|atal .idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 151. 159. 82 Bl ock 34
192. 151. 159. 82 |lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Whaut hori zed URL Access from 192. 151. 159. 82 Bl ock 33
192. 151. 159. 82 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Mil tipl e Unaut hori zed URL Access from 192. 151. 159. 82 Bl ock 33
193. 201. 224. 126|lkrai ne 147.237.77. 176 |nat pash. i df .i | Ml ti pl e Uhaut hori zed URL Access from 193. 201. 224. 126 Bl ock 32
192.187.124. 251 |lhited Sates 147.237.76.86 |[navy.idf.il DO stributed Admin B ocki ng Bl ock 30
192. 151. 159. 82 |lhited Sates 147.237.72. 166 |aka.idf.il Mil tipl e Admin Bl ocking from192. 151. 159. 82 Bl ock 29
79.180.173. 136 |lsrael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 79. 180. 173. 136 Bl ock 28
84.228.116. 220 |lsrael 147.237. 72. 156 |anan.i df .i | DO stributed Suspi ci ous Response Gode Bl ock 28
192.187.124. 251|lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Mil tipl e Unaut hori zed URL Access from 192. 187.124. 251 Bl ock 27
46.121. 220. 209 |i srael 147. 237.77. 243 |rbil e, i df i Paraneter Type Mol ation Qirrent Passvord in Bl ock 26
nobi | e. i df.il/sachar/changepasswor d
188. 143. 232. 13 :Z:::Inl on 147.237.77. 176 |nat pash. i df . i1 Mil tipl e Whaut hori zed URL Access from 188. 143. 232. 13 Bl ock 26
192. 187. 124. 251|Lhited Sates 147.237.77. 233 |atal .idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 187. 124. 251 Bl ock 25
192.187.124. 251 |lhited Sates 147.237.77.74 |lawidf.il DO stributed Admin B ocki ng Bl ock 25
68. 180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 112 Bl ock 22
65.208. 151. 116 |Wnited Sates  |147.237.77. 216 |dover.idf.il Distributed Lhauthorized LR Access on B ock 22
waw i df . i | /1008- he/ +navenu. qc+
65.208.151. 114 [Uhited Sates  |147.237. 7. 216 |dover. i df .i | Distributed Lhauthorized URL Access on Bl ock 22
wwv i df . i | /1008- he/ +navnenu. qc+
188. 165. 15. 94  |FHance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 94 Bl ock 20
192.187.124. 251 |lhited Sates 147.237.77. 216 |dover.idf.il O stributed Adnin B ocki ng Bl ock 20
192.187.124. 251|lhited Sates 147.237.77. 176 [nat pash.i df .i | Mil ti pl e Unaut hori zed URL Access from 192. 187. 124. 251 Bl ock 19
93.173.39.118 |lsrael 147.237.72. 156 |anan.i df .i| DO stributed Suspi ci ous Response Gode Bl ock 18
46.121.60.11 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 17
192.151. 159. 82 |lLhited Sates 147.237.77. 176 |nat pash. i df .i | Ml ti pl e Uhaut hori zed URL Access from 192. 151. 159. 82 Bl ock 17
65.208. 151. 117 |Wnited Sates  |147.237.77. 216 |dover.idf.il Distributed Lhauthorized LR Access on B ock 16
waw i df . i | /1008- he/ +navenu. qc+
192.151. 159. 82 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 192. 151. 159. 82 Bl ock 16
46. 120. 45. 143 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 16
192.187.124. 251 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|DO stributed Adnmin B ocki ng Bl ock 15
54.244.22.103 |Whited Sates 147.237. 76. 147 |chinuch. aka. idf.il| |D stri but ed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 15
79.178. 3. 17 | srael 147.237. 72. 156 |anan.i df .i | O stributed Suspi ci ous Response Gode Bl ock 14
65.208. 151. 112 |United Sates  |147.237. 77. 216 |dover. i il Oistributed thauthorized URL Access on B ock 14
wwv i df . i | /1008- he/ +navnenu. gc+
79.178. 3. 221 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 14
79.181. 147. 125 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 14
192.187.124. 251 |lhited Sates 147.237.77.233|atal .idf.il O stributed Adnin B ocki ng Bl ock 14
65.208. 151. 118 |United Sates  |147.237.77. 216 |dover. i f.il Oistributed thauthorized URL Access on B ock 14
wwv i df . i | /1008- he/ +navnenu. gc+
79.181.52.207 |lsrael 147.237.72. 156 |anan.i df .i| D stributed Suspi ci ous Response Gode Bl ock 14
188. 143. 232. 13 :Z:::Inl on 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 188. 143. 232. 13 Bl ock 12
46.120. 160. 160 |l srael 147.237.72. 156 |anan.i df .i| D stributed Suspi ci ous Response Gode Bl ock 12
198. 204. 245. 202|Lhited Sates 147.237.77.74 |lawidf.il Ml ti pl e Whaut hori zed URL Access from 198. 204. 245. 202 Bl ock 12
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