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|Top Attackers | n DDoS- Def ence |

Attacker

Attacker

Target

Sum(Packet_Count

‘ IP_Map.site

Address Country Address )

82. 211. 18. 100 Ger many 147.237.77.226  |wm chamat z. aka. i df .i | :gtj Zilrr‘ldShake violation, first packet | 18321
93.127.140.245  |Germany 147.237.77.226  |ww chanat z. aka. i df . | I(Oj: ZiﬂdShake vioation, first packet |, 14630
37.236.137.248  |irag 147.237.77.216  |dover.idf.il :gtj Zilrr‘ldShake violation, first packet o o g 10582
37.236.160.204  |irag 147.237.77.216  |dover.idf.il I(Oj: ZiﬂdShake vioation, first packet | o q 8580
176.223.85.237  |Germany 147.237.77.226  |wm chamat z. aka. i df .i | :gtj Zilrr‘ldShake violation, first packet | 7850
176. 223. 84. 116 Ger many 147.237.77.74  |lawidf.il I(Oj: ZiﬂdShake vioation, first packet |, 7510
37.236.137.248  |irag 147.237.77.216  |dover.idf.il :gtj Zilrr‘ldShake violation, first packet | 6094
66. 249. 93. 168 I srael 147.237.77.216  |dover.idf.il I(Oj: ZiﬂdShake violation, first packet | 5990
82.211. 18. 69 Ger many 147.237.77.226  |wm chamat z. aka. i df .i | :gtj Zilrr‘ldShake violation, first packet | 4934
176. 223. 80. 77 CGer many 147.237.77.226  |vww chamatz. aka. i df . i | I(Oj: ZiﬂdShake violation, first packet | 4734
31. 186. 228. 59 United Kingdom |147.237.72.166 |akaidf.il :gtj Zilrr‘ldShake violation, first packet | 4260
93.127.140.231  |Germany 147.237.77.226  |wnw chanat z. aka. i df . i1 I(Oj: ZiﬂdShake violation, first packet | 4095
73. 208. 33. 210 Wited Sates 147.237.77.216  |dover.idf.il :gtj Zilrr‘ldShake vidation first packet |, 3472
54, 72.0. 55 Lhited Sates 147.237.77.216  |dover.idf.il I(Oj: ZiﬂdShake violation, first packet | 3444
66. 249. 93. 160 I srael 147.237.77.216  |dover.idf.il :gtj Zilrr‘ldShake vidation first packet |, 2962
66. 249. 83. 158 I srael 147.237.77.216  |dover.idf.il I(Oj: ZiﬂdShake violation, first packet | 2907
66. 249. 64. 173 I srael 147.237.77.216  |dover.idf.il :gtj Zilrr‘ldShake violation, first packet | 2776
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 2581
93. 127. 140. 69 Ger many 147.237.77.226  |wu chamat z. aka. i df .i | :gt: Zi'r’]dsmke vioation, first packet |, 2504
93.127.140.136  |Ger nany 147.237.77.226  |wwn chanatz. aka.idf i1 [ ZizdShake violation, first packet |, 2121
93.127.140.253  |Germany 147.237.77.226  |wu chamat z. aka. i df .i | :gt: Zi'r’]dsmke vioation, first packet |, 1904
77.218.225.197  |Sweden 147.237.77.216  |dover.icf.il o 232(’3“3“9 vidation first packet |, 1745
93.127.140.136  |Germany 147.237.77.74  |lawidf.il :gt: Zi'r’]dsmke vioation, first packet |, 1721
94.249.246.175  |Ger nany 147.237.77.226  |wwn chanatz. aka.idf i1 [ ZizdShake violation, first packet |, 1675
82.211.18. 123 Ger nany 147.237.77.226  |waw chanat z. aka. i df . i | :gf Zirr‘]dsr‘ake vioation, first packet |, 1554
82. 211. 18. 212 Ger many 147.237.77.226  |wwn chanatz. aka.idf i1 [ ZizdShake violation, first packet |, 1466
82. 211. 18. 100 Ger many 147.237.77.74  |lawidf.il :gt: Zi'r’]dsmke vioation, first packet |, 1160
82. 211. 18. 136 Ger many 147.237.77.226  |wwn chanatz. aka.idf i1 [ ZizdShake violation, first packet |, 896
204.93.154. 210 |United Sates 147.237.77. 216 |dover.idf.il TCP Scan (verti cal ) drop 870
37.236.160.204  |irag 147.237.77.216  |dover.idf.il Ig: Zi‘l?]dsr‘ake violation, first packet | 858
204. 93. 154. 215 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 668
155. 254. 126. 30 147.237.77.74  |lawidf.il I(Oj: ZiﬂdShake vioation, first packet |, 634
82.211. 18. 17 Ger many 147.237.77.226  |wm chamat z. aka. i df .i | :gtj Zilrr‘ldShake violation, first packet | 623
84.110.80.9 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 618
79.181. 25. 115 I srael 147.237.77.216  |dover.idf.il :g: Zirr'ldsr‘ake vioation, first packet | o0 q 593
68.180.228.112  |Wited Sates 147.237.77.216  |dover.idf.il Ig; ZizdShake violation, first packet |, o g 538
212.199. 69. 1 I srael 147.237.77.216  |dover.idf. il :gf Zirr‘]dsr‘ake vioation, first packet | o q 498
66. 249. 64. 244 I srael 147.237.77.233  |atal.idf.il o 232(’3“3“9 vidation first packet |, 474
82.192. 68. 46 Net her | ands 147.237.77.216  |dover.idf.il :gf Zirr‘]dsr‘ake vioation, first packet |, 438
84.109. 178. 215 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 425
2.54.186. 177 I srael 147.237.77.216  |dover.idf.il Igt: Zi‘/:dsr‘ake vidation, first packet .o 403
62. 219. 160. 222 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 378
94.249.247.196  |Ger many 147.237.77.74  |lawidf.il :gtj rs‘a‘ldShake viodation, first packet |, ) 359
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 344
82. 80. 25. 221 I srael 147.237.77. 216 |dover.idf.il B ock Up Al Nets drop 315
37.236.138.170  |irag 147.237.77.216  |dover.idf.il Ig: Zi‘l?]dsr‘ake vioation, first packet o o g 243
77.127.14. 229 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 232
87.69. 20. 217 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 224
77.127.235.213 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 187
31. 168. 135. 94 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 184
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

104. 149. 17. 188 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 24
77.127.235. 213 |lsrael 147.237.72. 167 |ishurimaka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 13
111.107. 162. 251 |Japan 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 13
104. 149. 17. 188 147.237.77. 216 |dover.idf.il 0854: HITP:. upl oad* Access B ock 12
93.173.234.237 |lsrael 147.237. 77. 226 |ww chanat z. aka. i df . i | |CL000004: HITP. options nethod (M crosoft) B ock 10
79.177.9. 146 | srael 147.237. 72. 156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 10
5. 144.57. 216 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 7
84.94.77.177 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 6
201. 166. 230. 102 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
87.69. 7. 105 | srael 147.237.76.42 |refuah.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
79.176. 16. 152 | srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
73.9.180.8 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
46.19. 85. 131 | srael 147.237.72. 166 |aka.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
87. 69. 96. 54 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 5
164.138. 125. 30 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 5
193. 86. 243. 7 Czech Republic [147.237.72.156 |anan.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
73.163. 229. 35 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 4
79.178. 96. 96 | srael 147.237.76.31 |nakchal .idf.il CL000004: HTTP:. options nethod (M crosoft) B ock 3
204.93.154.201 |lhited Sates 147.237.77. 216 |dover.idf.il C1000155: HTTP: COPTI ONS net hods Per ni t 3
46. 19. 86. 200 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
46.19. 85. 186 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
176.228. 142. 132 |l srael 147.237.0. 34 tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
50. 81. 42. 76 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
79.180. 155. 2 | srael 147.237.76.31 |nakchal .idf.il CL000004: HTTP:. options nethod (M crosoft) B ock 3
79.177.100. 7 | srael 147.237.76.42 |refuah.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
181. 46. 222. 224 |Argenti na 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 3
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
2.54.38.194 | srael 147.237. 72. 156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.19. 85. 175 | srael 147.237.77.216 |dover.idf.il 7120: TCP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
149. 78. 104. 253 |l srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
82.166. 221. 34 | srael 147.237.77. 170 |naarachot . i df . il CLl000004: HTTP:. options nethod (M crosoft) B ock 2
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
31.168. 3. 188 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
181. 46. 222. 224 |Argentina 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.19. 85. 105 | srael 147.237.77.216 |dover.idf.il 7120: TCP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
62. 210. 251. 69 France 147.237.77.74 |lawidf.il 17031: HITP. GetSinple OVB Fil e Wl oad B ock 2
212.76.103.174 |lsrael 147.237. 77. 226 |ww chanat z. aka. i df . i | |CLO00004: HITP. options nethod (M crosoft) B ock 2
79.178. 205. 150 |Israel 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.19. 85. 245 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
93.172.163. 4 | srael 147.237. 72. 156 |anan.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
81.218.245. 1 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
173. 164. 199. 2 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 2
213.57.188. 188 |Israel 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
79. 180. 167. 63 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
95.91.171.5 Ger nany 147.237.77.74 |lawidf.il C1000106: HTTP: naj estic bot B ock 2
46.19. 85. 113 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
89. 138. 252. 230 |lsrael 147.237. 72. 166 |aka.idf.il CLl000004: HTTP:. options nethod (M crosoft) B ock 2
87. 68. 145. 108 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
212. 143.233.50 |Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Qount ry |Target Addr ess |S’ te |NarrE |Count \

202. 3. 255. 0 French Pol ynesi a 147.237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 34497

202. 3. 255. 8 French Pol ynesi a 147.237.77. 216 |dover.idf.il GPL SCAN nnmap TCP 34387

202. 3. 255. 12 French Pol ynesi a 147.237.77. 216 |dover.idf.il GPL SCAN nmap TCP 25944

202. 3. 255. 15 French Pol ynesi a 147.237.77. 216 |dover.idf.il GPL SCAN nmap TCP 23118

202. 3.255. 11 French Pol ynesi a 147.237.77. 216 |dover.idf.il GPL SCAN nmap TCP 14378

202. 3. 255.7 French Pol ynesi a 147.237.77. 216 |dover.idf.il GPL SCAN nmap TCP 14181

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 93

2.54.171.124 I srael 147.237.72. 166 |aka.idf .il PCLI Cy- OTHER TCP packet with urgent flag attenpt 86

91. 230. 121. 136 |lkrai ne 147.237.77. 216 |dover.idf.il | ND CATOR SCAN sql map SQL i nj ecti on scan attenpt 41

91. 230. 121. 136 |lkrai ne 147.237.77. 216 |dover.idf.il ET SCAN Sgl map SQL | nj ection Scan 25

216. 158. 234. 114 |Lhited Sates 147.237.77.233|atal .idf.il ET DCB Large anount of TQP ZeroWndow - Possible Nkiller2 DDos attack |12

82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 9

27.75.101. 97 Wi et nam 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 8

37.26. 148. 160 I srael 147.237.77. 216 |dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 8

89. 105. 194. 73 Net her | ands 147.237.77. 216 |dover.idf.il | NDI CATOR SCAN sql map SQL i nj ecti on scan attenpt 7

91. 230. 121. 136 |lkrai ne 147.237.77. 216 |dover.idf.il Q2 generic convert injection attenpt - GET paranet er 6

91.230. 121. 136 [Ukrai ne 147. 237, 77. 216 |dover . i df .i | NDI CATCR CBFUSCATI CN | arge nurber of call's to char function - 6
possi bl e sgl injection obfuscation

31.184.242. 17 Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4

66.249 78.158 |wnited Sates 147.237. 72. 166 |aka. i df i | SER\/ERAPAO—E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce attenpt

91.230.121. 136 |kraine 147.237.77. 216 |dover.idf.il Q. url ending in cooment characters - possibl e sgl injection attenpt 3

45.114.11. 44 147.237. 76. 148 |gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 3

45.114. 11. 46 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 3

204. 93. 154. 201 |wnited Sates 147. 237. 77. 216 |dover i df i1 SER\/ERAPAO—E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce attenpt

45.114.11. 46 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 3

91.230.121. 136 |kraine 147.237.77. 216 |dover.idf.il SERVER- WEBAPP awst at s access 3

89. 105. 194. 73 Net her | ands 147.237.77. 216 |dover.idf.il ET SCAN Sgl map SQ | nj ection Scan 3

45.114. 11. 46 147.237.0.200 |mdu.idf.il ET SCAN Potential SSH Scan 3

45.114.11. 49 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2

45.114.11. 44 147.237.76. 198 |e.yohal an.idf.il ET SCAN Potential SSH Scan 2

118.138. 233. 132|Australia 147.237. 76. 148 |gacenter. aka. i df . i | ET SCAN Potential SSH Scan 2

45.114.11. 49 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2

116. 54. 201. 145 |Chi na 147.237.77. 233 |atal .idf.il ET SCAN Potential SSH Scan 2

103. 51. 33. 52 147. 237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 2

45.114.11. 49 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 2

66. 249. 64.242 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2

45.114.11. 46 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 2

101. 226. 2. 99 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 2

45.114.11. 44 147.237.77. 212 |e. dover.idf .il ET SCAN Potential SSH Scan 2

66.249. 64.156 |Lhited Sates 147.237.77. 233 |atal .idf.il ET SCAN NVAP -sA (2) 2

45.114.11. 49 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 2

45.114.11. 46 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 2

45.114.11. 49 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2

176.13.0.121 | srael 147.237.76.31 |[nakchal .idf.il GPL SCAN nyscan 2

45.114.11. 44 147.237.77. 170 |n@arachot . i df . i | ET SCAN Potential SSH Scan 2

45.114. 11. 49 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 2

103. 51. 33. 52 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2

45.114.11. 44 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 2

103. 51. 33. 52 147.237.77. 234 |hal ag.i df .i | ET SCAN Potential SSH Scan 2

82. 102. 218. 169 (F;ajcis;i';'ja” Territory, 1147, 237.77. 176 |nat pash. i of . | ET SCAN NVAP -SA (2) 2

45.114.11. 44 147.237. 72. 167 |i shuri maka.idf . il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |Ste | Message [Name |Device Action |count |
37.236. 160. 204 Iraq 147.237.77.216 dover.idf.il F rst packet isn't drop drop 82802
37.236. 137. 248 Iragq 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 54113
37.236.138.170 Iraq 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 19874
37.236.137. 155 Iraq 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 19839
147. 234. 58. 37 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 6637
202. 3.255.0 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 3343
202. 3. 255. 8 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 3340
202. 3. 255. 12 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2505
202. 3. 255. 15 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2325
192. 116. 204. 129 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2176
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2144
82.166. 22. 217 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2021
149. 78. 154. 69 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1525
202. 3. 255. 11 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1475
202. 3. 255.7 French Pol ynesi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1457
84.94.32.197 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1352
2.54.26. 45 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1349
87.69. 252. 212 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1283
94.249. 211. 14 Ger nany 147.237.77. 74 lawidf.il F rst packet isn't drop drop 1171
176. 223. 84. 116 Ger nany 147.237.77. 226 waw chanat z. aka. i df . i | F rst packet isn't drop drop 1124
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1083
176. 223. 80. 33 Ger many 147.237.77. 74 lawidf.il Frst packet isn't drop drop 1033
192. 249. 64. 249 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1011
94, 249. 246. 175 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 903
176. 223. 82. 100 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 883
176. 223. 80. 33 Cer many 147.237.77. 226 WA chanmat z. aka. i df . i | Frst packet isn't drop drop 882
176. 223. 84. 67 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 880
188. 165. 15. 94 France 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 840
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 830
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 824
93. 127. 140. 245 Ger nany 147.237.77. 226 waw chanat z. aka. i df .i | F rst packet isn't drop drop 816
82.211.18. 26 Cer many 147.237.77. 226 WA chanmat z. aka. i df . i | Frst packet isn't drop drop 807
5. 175. 200. 195 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 798
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 783
212.179. 159. 253 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 779
93.127.140. 118 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 772
82.211.18. 123 Cer nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 770
93. 127. 140. 136 Cer many 147.237.77. 226 WA chamat z. aka. i df . i | Frst packet isn't drop drop 757
84. 109. 166. 40 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 751
213. 204. 103. 36 Lebanon 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 749
176. 223. 85. 237 Ger many 147.237.77. 74 lawidf.il Frst packet isn't drop drop 748
2.54.29. 59 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 741
82.211.18. 89 Cer nany 147.237.77.74 lawidf.il Frst packet isn't drop drop 725
176. 223. 85. 237 Ger nany 147.237.77. 226 waw chanat z. aka. i df . i | F rst packet isn't drop drop 725
82.211.18. 17 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 708
93. 127. 140. 137 Ger nany 147.237.77. 74 lawidf.il Frst packet isn't drop drop 682
109. 186. 76. 199 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 673
82.211.18. 136 Ger nany 147.237.77. 226 W chanmat z. aka. i df . i | Frst packet isn't drop drop 671
5.29.102.211 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 670
82.211.18. 69 Cer many 147.237.77. 74 lawidf.il Frst packet isn't drop drop 669
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A tacker Devi ce

Attacker Address Target Address |dte ) ‘Count
Country Action
46. 19. 85. 200 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 217
46. 19. 85. 106 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sanme Response Code (404) B ock 199
46. 19. 85. 241 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 157
80. 246. 136. 160 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 129
37.236.137. 155 |lraq 147.237.77. 216 |dover.idf.il Post Request - M ssing Content Type from 37.236.137. 155 B ock 98
46.19.85.241  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 97
46. 19. 85. 241
66.249. 64.178 |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 178 B ock 90
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 173 B ock 78
66. 249. 64. 168 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 168 B ock 76
37.26.149.247 |israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 74
37. 26. 149. 247
) s Too Many of the Sane Response Code (404) in Session from
213.151.32. 163 |Israel 147.237.0.19  |nadimatal .idf.il 213,151 3. 169 P (404) B ock 67
192.116. 232. 69 |l srael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 192. 116. 232. 69 B ock 54
37.236.137.248 |lraq 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 37.236. 137. 248 B ock 41
176. 13. 0. 147 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sanme Response Code (404) B ock 27
) s Too Many of the Sane Response Code (404) in Session from
109. 253. 134. 2361 srael 147.237.0.19  |nadimatal .idf.il 100, 253, 134. 236 P (404) B ock 26
192.116. 232. 69 |l srael 147.237.72. 166 |aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 192. 116. 232. 69 B ock 24
81.218.56.171 | srael 147.237.72. 166 |aka.idf.il Mil tiple Uhaut horized URL Access from 81.218. 56. 171 B ock 22
79.176. 143. 202 |l srael 147.237. 72. 156 |anan. i df .i | Suspi ci ous Response Code B ock 19
185.32.179.14 |Israel 147.237.0.19 |nedimatal .idf.il Too My of the Sane Response Qode (404) in Session from B ock 19
185. 32.179. 14
85. 250. 64. 60 | srael 147.237. 72. 156 |anan. i df .i | Mil tipl e Uhauthori zed URL Access from 85. 250. 64. 60 B ock 18
108.35.92.237 |Uhited Sates |147.237.76.200 |eitan. aka.idf.il Wnaut hori zed UR. Access to Bl ock 17
wa ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
2.54. 8. 85 | srael 147.237.72. 166 |aka.idf.il Mul ti pl e Unknown HTTP Request Met hod from 2. 54. 8. 85 B ock 16
89. 138. 87. 50 | srael 147.237.72. 166 |aka.idf.il Mil tipl e Lhauthori zed URL Access from 89. 138. 87. 50 B ock 16
66.249.64.178 i srael 147. 237.77. 216 |dover. i df .i Distributed Lhadt horized LR. Access on B ock 16

wan i df i | /atal /i zkor/ vi ew i ngt op. asp
66.249. 64. 168 I srael 147. 237. 77. 216 |dover . i df .i Distributed that horized URL Access on Bl ock 15
wan i df il /atal 1/i zkor/ vi ew i ngt op. asp

D stributed Uhaut hori zed URL Access on

66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf .il . . . . ) B ock 11
wan i df i | /atal /i zkor/ vi ew i ngt op. asp
204.93.154. 201 |lhited Sates |147.237.77.216 |dover.idf.il Mitiple Illegal Byte Gode Character in Method from204. 93. 154. 201 |B ock 11
46. 120. 46. 6 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 11
54.244.22.103 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
R Unaut hori zed URL Access to
213.251. 182, 103(France 147.237.77. 176 |mat pash. i df . 1 v cogat . i df . il /sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 9
188. 165. 15. 94 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 94 B ock 9
204.93.154. 210 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in Method B ock 9
204.93.154. 210 |lhited Sates |147.237.77.216|dover.idf.il Distributed NALL Character in Method B ock 8
204.93.154.201 |lhited Sates |147.237.77.216|dover.idf.il Mil tiple Mal formed URL from 204. 93. 154. 201 B ock 8
204.93.154. 201 |lhited Sates |147.237.77.216|dover.idf.il Mil tiple NILL Character in Method from 204. 93. 154. 201 B ock 8
204.93.154. 201 |lhited Sates |147.237.77.216|dover.idf.il Ml tiple Wnknown HITP Request Method from 204. 93. 154. 201 B ock 8
79.183. 220. 139 |Israel 147.237.0.17 Im”y' kosher-kravi . 1df1 {1y & i bited 111egal Parameter Bncoding None 7
5.29. 161. 69 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 7
46.118. 155. 216 |lkrai ne 147.237.72. 166 |aka.idf.il Mul tiple Whaut hori zed URL Access from 46. 118. 155. 216 B ock 7
79. 180. 154. 95 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 7
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 7
188. 165. 15. 117 |Fance 147.237.72. 166 |aka.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 117 B ock 7
66.249.64.178 |Israel 147.237.77. 216 |dover. i df .1 Distributed thaut horized URL Access on B ock 7
wan i df. il /atal /i zkor/vi ew i ng. asp
176.12.143.17 |Israel 147.237.0.17 lmny— kosher-kravi. i df.i iy i pted I11egal Paraneter Bncoding None 6
212.199. 176. 137|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
176. 13. 2. 208 | srael 147.237.77. 243 |nobi l e.i df .i | Mil ti pl e Uhaut hori zed URL Access from 176. 13. 2. 208 B ock 6
46. 116. 89. 180 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
204.12.251.37 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wan aka.idf.il/defaul t.aspx B ock 6
65.99.237.207 |lhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 65. 99. 237. 207 B ock 5
157. 55. 39. 20 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
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