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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address )
101. 143. 175. 70 Japan 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 3468
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 3463
2.52.141.30 I'srael 147.237.77. 216 |dover.ich.il [ Zifldsmke violation, first packet o g 2590
119. 25. 131. 96 Japan 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake vioation, first packet g 2540
109. 65. 35. 151 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 831
s TCP handshake vi ol ation, first packet
2.248.177. 124 Sweden 147.237.77.176 nat pash. i df . il not syn drop 749
77.126.10. 176 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 621
202. 3. 255. 15 French Pol ynesi a 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 497
82. 80. 165. 174 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 467
79.178.186. 11 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 429
79. 180. 36. 226 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 398
212.235.116. 69 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 327
204. 93. 154, 215 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 326
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 319
87.68. 151. 55 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 303
109. 186. 166. 108 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 300
62. 0. 103. 97 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 254
66. 249. 64. 173 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 241
85. 64. 185. 190 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 228
77.126.195. 134 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 221
85. 250. 110. 36 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 197
79.178.13. 35 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 195
109. 67. 206. 183 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 190
213. 57. 204. 158 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 182
79.180. 194. 254 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 179
84.229. 183. 144 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 173
85. 250. 150. 178 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 171
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 169
109. 66. 155. 21 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 167
93. 172. 185. 37 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 161
85. 17. 24. 66 Net her | ands 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 158
213.57.219.111 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 155
85. 17. 24. 66 Net her | ands 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i forward 146
212.25.121.195 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 134
149. 78. 233. 176 Lhited Sates 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 126
212.179.21. 194 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- TLS-renegoti ation-d i dest - r eset 124
46. 116. 49. 116 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 122
212.179. 46. 189 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 120
66. 249. 67. 67 I'srael 147.237.77.74  |lawidt.il Ig: Ziﬂdsr‘ake vidation, first packet 119
84. 228. 33. 38 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 119
84.109. 50. 48 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 118
79.182.97. 29 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 110
109. 65. 215. 110 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 105
80. 246. 139. 74 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 100
109. 64. 139. 2 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 98
46.117. 80. 162 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 98
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 97
46. 19. 85. 92 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 94
46.120.94.9 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 89
84.111.124. 60 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 88
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|Top Attackers In IPS|

Attacker Address

Attacker Qountr

arget Address

dte

5. 102. 216. 32 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 18
212.199. 224. 24 |lsrael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 12
87.69. 54. 42 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 8
84.94. 181. 145 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 7
149.78.242.68 |lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 7
79.179.211. 105 |lsrael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 7
177.134.84.169 |Bazil 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
46.19. 85. 31 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
85. 250. 109. 253 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 6
93.89.239.75  |oyprus 147.237.76. 42 |refuah.idf.il 13248: HITP: Jooma JCE File Lpload Renote Code Execution B ock 6
Wil nerability
93. 89. 239. 75 Cypr us 147.237.76.42 |refuah.idf.il 13375: HITP. Joom a Conponent JCE BOT for JCE B ock 6
79.178.196. 120 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
74.10.162. 1 Lhited Sates 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 5
82. 80. 84. 168 | srael 147.237.77.74 |lawidf.il CL000004: HTTP: options nethod (M crosoft) B ock 5
46. 19. 85. 27 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
93.173. 135. 236 |l srael 147.237.77. 234 |hal ag.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
84.228.176. 246 |lsrael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
46. 19. 85. 62 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
211.59. 8. 170 ?re& Republic 1147 237.76.86 [nawy.idr.il C1000108: HTTP. Trying to | ocate existing FQqeditor B ock 4
37.142.145.83 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 4
212.150. 78. 2 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
82.102. 141. 251 |Israel 147.237.77.74 |lawidf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
85. 65. 221. 131 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
212. 150. 221. 200|I srael 147.237. 77. 226 |wawn chanat z. aka. i df . i1 |[C1000004: HTTP. options nethod (M crosoft) B ock 3
46.19. 85. 210 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
109. 186. 170. 198! srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
108. 84.129.111 |lhited Sates 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
37.142.64. 14 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 3
46.19. 85. 122 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 3
74.10.162. 1 Lhited Sates 147.237.77. 234 |hal ag.idf .il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
79.178. 107. 85 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
84.108. 33. 90 | srael 147.237.72. 166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 2
37.26. 147. 253 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
180. 97. 106. 161 [Chi na 147.237.77.74 |lawidf.il 16634: HITP: Apache HITP Server nod_stat us Request B ock 2
87.69. 125. 177 | srael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
79. 180. 167. 63 | srael 147.237.76.31 [nakchal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS: (penSSL Heartbeat Packet B ock 2
84.94. 161. 66 | srael 147.237.77. 170 |naarachot . i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 2
79.177.232. 114 |lsrael 147.237.77. 176 |nat pash. i df . i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
77.127.60. 239 | srael 147.237.77. 234 |hal ag.idf .il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 2
46.19. 85. 167 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
2.54.128. 15 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
212.179.21.194 |lsrael 147.237.77.74 |lawidf.il C1000004: HITP: options nethod (M crosoft) B ock 2
46.19. 85. 118 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
89. 138. 47. 60 | srael 147.237.72. 166 |aka.i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
209.213.104.25 |lhited Sates 147.237.77. 216 [dover.idf.il C1000108: HITP. Trying to | ocate existing FO<editor B ock 2
108. 84.129. 111 |lhited Sates 147.237.77. 234 |hal ag.idf .il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
36.11.153.117 |Japan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
46. 19. 85. 8 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
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|Top Attackers In |D|

Attacker Address Atacker Target Address ‘S’ te Name ‘Oount
Country
202. 3. 255. 8 French Pol ynesi a |147. 237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 15560
202. 3. 255.0 French Pol ynesia |147. 237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 12732
202. 3. 255. 12 French Pol ynesia |147.237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 10335
202. 3. 255. 15 French Polynesi a |147.237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 9634
202. 3. 255. 11 French Pol ynesi a |147. 237. 77. 216 |dover.idf.il GPL SCAN nmap TCP 6455
202. 3. 255.7 French Pol ynesia |147.237.77. 216 |dover.idf.il GPL SCAN nmap TCP 6347
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 95
85.250.198. 71 |lIsrael 147.237.77. 216 |dover.idf.il GPL SCAN nnap TCP 36
180. 97. 106. 161 |Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User-Agent Gontai ning Vb Scan/er, Likely Vb Scanner 10
77.125.11.15 | srael 147.237.76.42 |refuah.idf.il GPL SCAN SYN FI N 8
77.125.11.15 | srael 147.237.76.42 |refuah.idf.il ET SCAN TCP Traffic (ET SCAN Mal forned Packet SYN FI N 8
180. 97. 106. 162 |Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely VWb Scanner 6
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 6
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il SQ Inection - Select Fom 6
62.210.251. 69 |Fance 147.237.77. 216 |dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 6
197.41.182.126 |Eyypt 147.237.77. 216 |dover.idf.il GPL WEB SERVER / et ¢/ passwd 5
197.41.182. 126 |Eyypt 147.237.77. 216 |dover.idf.il SQ url ending in cooment characters - possible sqgl injection attenpt 4
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il SERVER WWEBAPP / et ¢/ passwd fil e access attenpt 4
197. 41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il PQICy-OHR script tagin R - likely cross-site scripting attenpt 4
180. 97. 106. 36  |Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User- Agent Contai ning Vb Scan/er, Likely Vb Scanner 4
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il ET VBB SERVER Script tagin UR, Possible Goss Ste Scripting Atenpt 4
197.41.182.126 |Egypt 147.237.77. 216 |dover.idf.il ET VBB SERVER /systenB2/ in Wi - Possible Protected Drectory Access A tenpt 4
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il SERVER | | S cntl. exe access 4
197.41.182. 126 |Hyypt 147.237.77. 216 |dover.idf.il G5 WNDOMNS M crosoft Forefront UAG javascript handler in UR XSS attenpt 4
197. 41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER cnd. exe In UR - Possi bl e Command Execution Attenpt 4
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi bl e SQL Injection Attenpt SEHLECT FROM 4
197.41.182. 126 |Egypt 147.237.77. 216 |dover.idf.il ET VBB SERVER /bin/sh In UR Possi bl e Shel | Command Execution At enpt 4
115. 239. 212. 139|Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User-Agent Contai ning Wb Scan/er, Likely VWb Scanner 4
180. 97. 106. 37  |Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely VWb Scanner 3
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 3
66.249 78.158 |wnited Sates 147.237. 72. 166 |aka. i df i | iﬁ'\’;ﬁi—APAO—E Apache nmod_ssl non-SSL connection to SSL port denial of service 3
218. 65. 30. 107 |Chi na 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
115. 239. 212. 134|Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely VWb Scanner 2
221.203.3.117 |China 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 2
66.249.64.173 |lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
74.143.78. 94 Lhited Sates 147.237.72. 166 |aka. i df . il ET DOS SSL Bonb DoS Attenpt 2
88.250. 115. 119 |Turkey 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
79.182.99. 72 | srael 147.237.72. 156 |anan.i df .i | portscan: TCP DO stributed Portscan 2
186.215.6.225 |Brazil 147.237.8.28 |e.nobile-ks.idf.il|[ET SCAN Potential SSH Scan 2
45.114.11. 46 147.237.72. 167 |i shuri maka. i df . i |JET SCAN Potential SSH Scan 2
221.203.3.117 |China 147.237.76.201|e. atal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 |Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
61.183. 128. 6 Chi na 147.237.77. 170 |n@arachot.idf.il |ET SCAN NVMAP -sS wi ndow 1024 2
45.114.11. 49 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237.8.24 |e.lifestyle.idf.il|ET SCAN Potential SSH Scan 2
66.249.81.201 |lLhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
115. 239. 212. 138|Chi na 147.237.77.74 |lawidf.il ET SCAN Suspi ci ous User- Agent Contai ning Vb Scan/er, Likely Vb Scanner 2
61.183.128. 6 Chi na 147.237.76. 196 |e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 2
221.203.3.117 |China 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Msssage
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6930
109. 64. 195. 81 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2369
2.54.5.226 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop dr op 2245
79. 182. 169. 45 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 1861
212.29.202.206 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1811
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1389
202. 3. 255. 8 French Polynesia |147. 237. 77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 1326
5.29.76.221 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1163
202. 3. 255. 0 French Pol ynesi a |147. 237. 77. 216 |dover.idf.i|Hrst packet isn't SYN drop dr op 1087
109. 160. 239. 97 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 1066
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 994
202. 3. 255. 12 French Pol ynesi a |147. 237. 77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 910
85.250.177. 136 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 866
5. 144. 63. 25 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 861
202. 3. 255. 15 French Pol ynesi a |147. 237. 77. 216 |dover.idf.i|Hrst packet isn't SYN drop dr op 814
2.54.129.91 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 718
213.57.130. 164 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 693
149. 78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 680
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 674
93. 173. 43. 208 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 671
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 658
37.26. 149. 152 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 656
79.176. 54, 83 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 624
212. 25.102. 63 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 615
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 602
169. 145. 3. 40 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 601
85. 250. 247. 37 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 562
202. 3.255. 11 French Polynesia |147.237. 77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 562
82. 145. 220. 137 |Eur ope 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 557
202.3.255.7 French Pol ynesi a |147. 237. 77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 538
109. 65. 118. 54 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 534
46. 19. 85. 8 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 508
66.249.64.178 |United Sates  |147.237.77. 216 |dover. idf i | V3 1 d segment retransmssion. Packet  |Streanng Engine: TCP Invalid drop 506
dr opped. Ret r ansni ssi on
31.210.177.214 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 493
2.52.171.198 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 492
80. 230. 74. 103 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 477
109. 66. 149. 166 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 463
197.79.1.15 South Arica 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 458
66.249.64.173 |United Sates  |147.237.77. 216 |dover. icf i V3 1 d segment retransmssion. Packet  |Sreanng Engine: TP Invalid drop 456
dr opped. Ret r ansni ssi on
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 442
109. 65. 32. 98 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 429
66.249. 64.168 |United Qates  |147. 237. 7. 216 |dover. i o .i| Ve 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 414
dr opped. Ret r ansni ssi on
84.111. 100. 58 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 401
84.228.219. 189 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 401
46. 19. 86. 41 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 398
46.19. 85. 221 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 394
175. 113. 144, 213 Ok‘f’re& RepUDIIC 1147 237.77. 216 |dover. i f .i|Frst packet isnt SN drop drop 387
165. 125. 178. 11 |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 367
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op dr op 365
79.178. 137. 50 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 365
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Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address ([Ste Acti on ‘Count
176. 13. 21. 167 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 100
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 168 B ock 96
66.249. 64.178 |lsrael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 178 B ock 85
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 173 B ock 82
198. 204. 230. 130|Lhited Sates 147.237.72. 166 |aka.idf .il Mil tipl e Unaut hori zed URL Access from 198. 204. 230. 130 B ock 74
77.127.88.56  |israel 147.237.0.19 |nadimatal .idf.il ?;01";”3’8?5(2“‘* Sane Response Cpde (404) in Session from B ock 67

Too Many of the Sane Response Code (404) in Session from

176. 13. 14. 107 | srael 147.237.0.19 |[nadimatal .idf.il 176. 13. 14. 107 B ock 57
46.19. 86. 23 I'sr ael 147.237.0.19 |madimatal .idf.il Igolzhrg% °2f3the Sane Response (bde (404) in Session from B ock 43
198. 204. 230. 130|Lhited Sates 147.237.72. 166 |aka.idf .il PHP At t enpt B ock 41
194. 114. 146. 227l srael 147.237.72.166 |aka.idf.il Ml ti pl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock 39
81.218.56.171 |lsrael 147.237.72. 166 |aka.idf .il Ml ti pl e Uhaut hori zed URL Access from 81. 218.56. 171 B ock 34
207.241.237.211|Lhited Sates 147.237.76. 200 |ei tan. aka.i df .i | Uhaut hori zed UR. Access to wan eitan.aka.idf.il/error.htm B ock 19
198. 204. 230. 130|Lhited Sates 147.237.72. 166 |aka.idf.il Mil ti pl e Adm n Bl ocki ng from 198. 204. 230. 130 Bl ock 14
A Unaut hori zed URL Access to
37.26. 148. 215 | srael 147.237.77. 243 |nobi | e.i df . i | mobi | e, i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 14
89.139.28.52 [ srael 147.237.0.17 Im”y' kosher-kravi. Tdf-i 15 ot Hited 111egal Paraneter Encoding None 11
5.22.130.191 | srael 147.237.0.19 |nadimatal .idf.il DO stributed Too Many of the Sane Response Code (404) B ock 11
93.172.139.33 |lsrael 147.237.72. 156 |anan.idf . il Suspi ci ous Response Code B ock 10
109. 65. 115. 204 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
S D stributed Lhaut hori zed URL Access on
79.181.152. 106 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . il /i brary/ nanage/ resour ce/ getfil econtent. hh. asp Bl ock 9
77.127.201. 84 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
204.12.251.37 |lhited Sates 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to wwy aka. i df.il/defaul t.aspx B ock 8
87.68.244. 172 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 7
81. 218. 241. 26 | srael 147.237.72.166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 81. 218. 241. 26 B ock 7
176.12. 143. 154 | srael 147. 237.77. 243 |nobi 1 e. i o .| Paraneter Type Miolation Qrrent Passvord in B ock 6
nobi | e. i df . i|/sachar/changepasswor d
46.120.16.118 |[Israel 147.237.0,17 | MM-Kosher-kravi-idl1in o iped 111 egal Paraneter Encod ng None 6

L Uhaut hori zed URL Access to
2.54.10.213 I srael 147.237.77. 243 |nubi e i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 6

Uhaut hori zed URL Access to

Pal estinian Territory

212.14.239. 20 Ceeuni ed 147.237.77. 176 |nat pash. i df . il WA, cogat . i df . il/tenpl at es/ homepage/ www. yout ube. cond v/ 3g51 |B ock 6
P ei 5nuhg
37.187.240.25 |Rance 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 6
46. 19. 85. 97 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
84.108.56.70 | srael 147. 237. 76. 200 |ei tan. aka. i df .i tnaut hori zed UR. Access to Bock |5
wan el tan. aka. i df.i |/t enpl at es/ honepage/
109. 65. 65. 68 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
198.1.127.179 |lhited Sates 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 198.1.127. 179 B ock 5
109. 64. 14. 173 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
82.166. 221. 34 | srael 147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 82. 166. 221. 34 B ock 5
46. 120. 167. 200 |l srael 147.237. 72. 156 |anan.i df .i | D stributed Suspi ci ous Response Gode B ock 5
74.63. 254. 218 Lhited Sates 147.237.72. 166 |aka.idf .il Mil tipl e Uhaut hori zed URL Access from 74. 63. 254. 218 B ock 5
37.187.240.25 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 37.187. 240. 25 B ock 5
46. 19. 86. 27 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
188. 165. 15. 94 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 94 B ock 5
176. 228. 176. 129I srael 147.237.0.16  |ny-kosher-kravi .idf.il | & 2meter Type Molation Mster$Cnt ent M acetbl der13passvord gy 5
in ny-kosher-kravi.idf.il/tenpl ates/| ogi /| ogi n. aspx
85. 65. 54. 130 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
s DO stributed Uhauthori zed URL Access on
93.173.45.159 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i | /i brary/ manage/ resour ce/ getfil econtent. hh. asp Bl ock 4
] R Uhknown Paraneter | in
188.165.15. 27 |France 147.237.76.30  |himush. idf. il wan chi nush. atal .idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 4
93.173.53.219 |Israel 147.237.0.17 [P kosher-kravi. 1df-i 15y ot i uted 111 egal Paraneter Encoding None 4
194. 90. 41. 227 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 194. 90. 41. 227 B ock 4
84.228.176. 246 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
212.199.57.198 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
84.94.161.118 |Israel 147.237.0.17 Im"y' kosher-kravi. 1df-i 15y ot i uted 111 egal Paraneter Encoding None 4
Pal estinian Territory C e Unaut hori zed URL Access to
109. 73. 250. 59 Qeeupi ed 147.237.77. 216 |dover.idf.il wiw i df . i 1 / 1153- 17675- en/ dover . aspx - B ock
2.54.62.154 | srael 147.237.77. 243 |nobi le.idf .i | Mil tiple Unauthorized URL Access from 2. 54. 62. 154 B ock 4
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