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|Top Attackers | n DDoS- Def ence |

Attacker

Attacker

Target

Sum(Packet_Count

‘ IP_Map.site

Address Country Address )
66. 249. 67. 20 I srael 147.237.77.170  |naarachot.idf.il TQP handshake violation, first drop 10624
packet not syn
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 3843
82.211. 18. 69 Ger many 147.237.77.226  |waw chanat z. aka. i of . 1 |10, nandshake violation, first drop 3466
packet not syn
79.179. 169. 32 I st ael 147.237.77.216  |dover.idf. il TCh handshake viol ation, first forverd 2979
packet not syn
109. 64. 176. 73 I'sr ael 147.237.77.216  |dover.idf.il TCP handshake viol ation, first forvard 2794
packet not syn
93.127.140.245  |Ger many 147.237.77.226  |waw chanat z. aka. i of . i 1 |1, nandshake violation, first drop 2713
packet not syn
46. 43, 120. 49 Palestinian Territory, |17 537 77 176  |natpash.idf.il TP handshake viol ation, first drop 2630
Qccupi ed packet not syn
155. 254, 126. 154 147.237.77.226  |waw chanat z. aka. i of . i1 |1, nandshake violation, first drop 2577
packet not syn
176. 223. 80. 33 Ger many 147.237.77.226  |waw chamat 7. aka. i of . i1 | 1< nandshake violation, first drop 1668
packet not syn
66. 249. 67. 79 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 1615
packet not syn
82.211.18. 127 Ger many 147.237.77.226  |waw chamat 7. aka. i of .11 | 1< handshake violation, first drop 1515
packet not syn
84.109. 193. 81 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 793
212. 25. 84. 200 | srael 147.237.72.166 |aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 563
77.127.128.227 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 526
82.80. 165. 174 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 485
176.228.134.173 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 415
188. 120. 148. 141 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 361
46.116. 221. 18 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 354
82.211. 18. 89 Ger nany 147.237.77.226  |ww chanat z. aka.idf . i1 [ O, randshake violation, first drop 328
packet not syn
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 325
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 304
213.57.160. 27 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 301
79.181.12. 186 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 286
79.182. 28. 220 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 286
85. 250. 92. 188 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 279
79. 182. 50. 148 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 265
93.172. 74. 155 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 238
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 200
85. 65. 127. 213 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 177
87.68. 151. 55 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 174
149. 78. 58. 86 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 172
77.126. 240. 38 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-d i dest - r eset 172
77.127.250. 153 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 169
77.126.191. 18 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 169
46.117. 133. 243 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 169
109. 65. 215. 110 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 168
46.116. 102. 107 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 168
84.111.39.5 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 158
87.69. 182. 38 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 157
109. 186. 21. 251 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 153
213.57. 37. 250 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 150
84. 228. 33. 38 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 147
212.25. 84. 200 | srael 147.237.72.156 |anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 144
82. 145. 209. 17 Eur ope 147.237.76. 42 refuah.idf.il Bl ock Ip Véb In drop 135
212. 25. 84. 200 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 135
95. 86. 113. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 131
80. 74. 105. 107 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 130
149. 78.118. 41 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 130
204.93.154.216  |lhited States 147.237.77.216  |dover.idf.il TCP handshake viol ation, first forvard 126
packet not syn
2.54.49. 240 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 118
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

84.109.193.81 [l srael 147.237. 72. 156 |aman. i df .| 7120. TP Segent Qverlap Wth Different Data, e.g., g 38
Fragroute

85.250.92. 188 [l srael 147. 237. 72. 156 |aman. i df . 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 19
Fragrout e

92.241.46.180  |Jordan 147. 237. 77. 216 |dover. i df .i | ;lig}olf Segment Qverlap Wth Different Data, e.g., B ock 13

192. 116. 210. 2 | srael 147.237.77.74 |lawidf.il C1l000004: HTTP:. options method (M crosoft) B ock 12

91. 227.164. 5 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |C1000004: HITP. options nethod (M crosoft) B ock 10

79.181.190. 44 | srael 147.237.77. 233 |atal i of .i | 7120 TP Segrent Qverlap Wth Dfferent Data, e.g., g o 7
Fragrout e

109. 160. 199. 254|1 srael 147. 237.77. 234 |hal ag. i of . i | 7120: TP Segent Qverlap Wth Different Data, e.g., |y 6
Fragrout e

84.228.99.197 | srael 147.237.76.42 |refuah.idf. il 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., |5 o 6
Fragrout e

37.26.148.199 [ srael 147.237.77. 216 |dover. i df . i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 6
Fragrout e

84.108. 154. 139 |l srael 147.237.76.42 |refuah.idf. il ngmlf Segnent Qverlap Wth Dfferent Data, e.g., g o 6

81. 218. 36. 250 | srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 6

31.168. 3. 188 | srael 147.237.76.31 |[nakchal .idf.il C1l000004: HTTP:. options method (M crosoft) B ock 5

84.109. 88. 3 I'srael 147.237.77. 233 |atal i of .i | 7120: TGP Segent Qverlap Wth Dfferent Data, e.g., g 5
Fagrout e

79.176.125.47 |israel 147.237.76.42 |refuah.idf.il 7120. TCP Segent Qverlap Wth Different Data, e.g., g 5
Fragrout e

79.180. 114. 158 |Israel 147.237.77. 233 |atal i of .i | 7120: TGP Segent Qverlap Wth Dfferent Data, e.g., g 5
Fagrout e

84.109. 203. 155 |israel 147.237.72. 167 |i shuri maka. i df . i Zrlzgrolf Segment Qverlap Wth Dfferent Data, e.g., g 5

82.166.22.217 |Israel 147. 237. 77. 216 |dover . i of . | 7120: TGP Segent Qverlap Wth Dfferent Data, e.g., |y 5
Fagrout e

84.100.6.198 [ srael 147.237.77. 233 |atal i cf . i1 7120. TP Segrent Qverlap Wth Different Data, e.g., g 5
Fragrout e

93.173.253. 182 |lsrael 147.237. 77. 226 |ww chanat z. aka. i df . i | |C1000004: HITP. options nethod (M crosoft) B ock 4

79. 180. 230. 204 I srael 147.237.77. 234 |nal ag. i of i ngmlf Segment Qverlap Wth Different Data, e.g.,  |g o 4

192. 116. 94. 12 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i | |C1000004: HTTP. options nethod (M crosoft) B ock 4

87.68.59.112  |israel 147.237.76.42 |refuah.idr.il 7120: TGP Segent Qverlap Wth Dfferent Data, e.g., |y 4
Fagrout e

5. 28. 182. 68 | srael 147.237.76.31 |[nakchal.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

46.117.213. 177 |lsrael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

79.181.118.40 |israel 147.237.0.34  |tikshuv.idf.il 7120: TP Segent Qverlap Wth Different Data, e.g., |y 3
Fragrout e

5.102.254.24  |Israel 147.237.0.34  |tikshwv.idf.il 7120 TCP. Segrent Qverlap Wth Dfferent Data, e.g., |5 o 3
Fragrout e

85.64.66.129  |israel 147.237.76.42 |refuah.idf.il Zrligrolf Segment Qverlap Wth Dfferent Data, e.g., |y 3

85. 250. 109. 253 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock

79.180. 230. 204 |Israel 147.237.77. 233 |atal .iof.il 7120. TP Segrent Qverlap Wth Different Data, e.g., B ock 3
Fragroute

2.54.182.9 I srael 147. 237.72. 166 |aka i of . i 7120: TGP Segent Qverlap Wth Different Data, e.g., g 3
Fragrout e

79.176. 107. 22 | srael 147.237.76.31 |[nakchal.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

95. 86. 116. 206 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

37.142.216. 163 [l srael 147.237.76. 42 |refuah.idf.il 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 3
Fragrout e

46.19. 85. 78 I srael 147.237.76.42 |refuah.idf.il 7120 TP Segrent Qverlap Wth Dfferent Data, e.g., g oo 3
Fragrout e

46.19.85.252  [Israel 147.237.77. 216 |dover. i df . i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 2
Fragrout e

91. 227. 165. 5 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i| |C1000004: HTTP: options net hod (M crosoft) B ock 2

46.19.85.132  [Israel 147.237.76.86 |navy.idf.il 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 2
Fragroute

37.142.216. 163 [Israel 147.237.77. 216 |dover. i of . i ;ligroltf Segnent Qverlap Wth Dfferent Data, e.g.,  fg 2

176. 13. 18. 167 | srael 147.237.76.31 |[nakchal.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2

130. 255. 66. 125 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df .1 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., B ock 2

Qccupi ed Fragroute

46.19. 85. 78 I'srael 147. 237. 77. 216 |dover . i of . | 7120: TGP Segent Qverlap Wth Dfferent Data, e.g., g 2
Fagrout e

46.19.86.253  [Israel 147.237.72. 166 |aka. i f . 7120. TP Segent Qverlap Wth Different Data, e.g., |y 2
Fragrout e

46.121.28.89  |Israel 147.237.76.31 |nakchal .idf il ;ligrolf Segment Qverlap Wth Dfferent Data, e.g., g 2

82. 80. 232. 90 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2

79.182.99.72  [israel 147. 237. 72. 156 |aman. i df . 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., g o 2
Fragrout e

46.19.85.216  |Israel 147. 237. 77. 216 |dover . i of . i | 7120 TP Segrent Qverlap Wth Dfferent Data, e.g., |5 o 2
Fragrout e

79.180. 146.38 | srael 147.237.76.42 |refuah.idf.il 7120: TP Segent Qverlap Wth Different Data, e.g., |y 2
Fragrout e

132.68.50. 112 |Israel 147.237.72. 166 |aka i df .i 7120 TP Segrent Qverlap Wth Dfferent Data, e.g., g o 2
Fragrout e

77.127.120. 247 | srael 147.237.76. 42 |refuah.idf.il Zrligmlf Segnent Qverlap Wth Dfferent Data, e.g., (g 2

46.116.58.204 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 62
109. 65. 22. 219 | srael 147.237.77. 216 |dover.idf.il PCLI CY- OTHER TCP packet w th urgent flag attenpt 22
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 7
66. 249. 64. 168 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 6
66. 249. 67. 25 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 4
45.114.11. 47 147.237.0.200 |rdu.idf.il ET SCAN Potential SSH Scan 3
200. 6. 136. 81 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.0.200 [mu.idf.il ET SCAN Potential SSH Scan 2
115. 211. 60. 115 |Chi na 147.237.76. 177 |ncore.idf .il ET SCAN Potential SSH Scan 2
45.114.11. 47 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
101.100. 185.8 |New Zeal and 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 244 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 48 147.237.77. 178 |e. nat pash.i df .i | ET SCAN Potential SSH Scan 2
85. 250. 247. 37 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
66. 249. 64. 173 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 46 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 2
218. 65.30. 107 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
176. 12. 150. 39 | srael 147.237.77. 216 |dover.idf.il | NDI CATOR- SCAN nyscan 2
45.114.11. 48 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
45.114.11. 49 147.237. 77. 212 |e.dover.idf .il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.76.30 [hinush.idf.il ET SCAN Potential SSH Scan 2
101. 100. 185. 8 New Zeal and 147.237.77. 179 |e.nazi .idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
115. 211. 60. 115 |Chi na 147.237.76. 200 |ei tan. aka. i df . il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237. 72. 156 |anan.i df .i | ET SCAN Potential SSH Scan 2
221.203.3.117 |China 147.237.77. 176 [nat pash.i df . i | ET SCAN Potential SSH Scan 2
45.114.11. 44 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 2
87.69. 74. 135 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 2
101. 100. 185. 8 New Zeal and 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
101. 100. 185.8 |New Zeal and 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
200. 6. 136. 81 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
95.86.109.30 [l srael 147.237.77. 233 |atal i cf .| aEtrtan Large anount of TCP ZeroWndow - Possible Ndller2 Dos )
176. 12. 150. 39 | srael 147.237.77. 216 |dover.idf.il GPL SCAN nyscan 2
61.183. 128. 6 Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
101.100. 185.8 |New Zeal and 147.237.76.30 [hinush.idf.il ET SCAN Potential SSH Scan 2
200. 6. 136. 81 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.72. 166 |aka. i df . il ET SCAN Potential SSH Scan 2
45.114. 11. 47 147.237.76. 200 |ei tan. aka. i df . il ET SCAN Potential SSH Scan 2
45.114.11. 48 147.237.76.39 |[nobile neitav.idf.il ET SCAN Potential SSH Scan 1
109. 186. 145. 209! srael 147.237.72. 166 |aka. i df .i | portscan: TCP D stributed Portscan 1
221.203.3.117 |China 147.237. 77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
37.142. 64. 162 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 174. 100 |Net her| ands 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 244. 81. 60 zlcis;i':('ja” Territory, 147. 237. 77. 216 |dover. i df . i | portscan: TCP Distributed Portscan 1
79. 180. 205. 238 |l srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Action ‘Count
213. 244. 81. 60 glcisgi':('ja” Tertitory, (147, 237. 77. 216 |dover. i of . i Frst packet isn't SN drop drop 4237
212.179.21.194 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3501
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1818
82. 145. 222. 148 |Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1701
84.94. 100. 108 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1551
109. 253. 203. 66 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1513
95. 86. 104. 21 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1096
212.179.180. 30 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 949
164. 138. 116. 223|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 811
66.249. 64.178 |United Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 796
Packet dropped. Ret r ansni ssi on
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 650
176.223. 80. 33  |Ger many 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 626
94. 249. 211. 14 Cer many 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 620
66.249. 64.173 |United Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 618
Packet dropped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 606
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 588
66.249. 64. 168 |Uited Sates 147. 237. 77. 216 |dover. i df . i | Inval id segnent retransmssion.  [Streamng Engine: TP Invalid |, 534
Packet dropped. Ret r ansni ssi on
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 533
46. 19. 85. 125 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 488
185. 88. 25. 232 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 486
5. 175. 200. 195 Cer many 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 469
2.54. 45,221 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 458
176.223.80.77  |Ger many 147.237.77. 226 V‘:"‘I’W chanatz. aka. 1df | o packet ismt SN drop drop 455
79.182.205. 151 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 449
5. 29. 251. 49 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 448
85. 250. 247. 37 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 445
82.211.18.50  |Ger many 147.237.77. 226 V‘:"‘I’W chanatz. aka. 1df | o packet ismt SN drop drop 433
94. 249. 246. 175 |Cer nany 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 427
82.211.18.100 |Cermany 147.237.77.74 |lawidf.il Frst packet isn't SYN dr op drop 423
62. 90. 66. 21 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 412
46. 116. 103. 72 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 402
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 400
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 399
176.223.80.33  |Ger many 147.237.77. 226 "‘f"l’“ chamatz. aka. 1df | o pocket isn't SN drop drop 379
93.127.140.118 |Ger many 147.237.77. 226 V‘:"‘I’W chanatz. aka. 1df | o packet ismt SN drop drop 373
37.26. 148. 247 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 356
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 334
155. 254. 126. 30 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 314
95. 86. 113. 10 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 304
93.127. 140. 253 |Ger many 147.237.77. 226 V\fl\rM chamat z. aka. i df First packet isn't SN drop drop 299
176.223.81. 161 |Ger many 147.237.77. 226 " chamatz. aka. 1df |\ o pocket isn't SN drop drop 295
176. 223. 83. 64  |Ger many 147.237.77.74 |lawidf.il FHrst packet isn't SN drop drop 291
95.86. 114. 219 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 288
155. 254. 126. 154 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 288
93.127. 140. 118 |Ger many 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 285
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 276
93. 127. 140. 245 |Ger many 147.237.77.74 |lawidf.il FHrst packet isn't SN drop drop 271
132.76.50.5 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 266
93.127. 140. 137 |Ger many 147.237.77.74 |lawidf.il Frst packet isn't SN dr op drop 263
2.52.171.8 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 256
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Ste Acti on ‘Count
46.19.86.103  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Same Response Qode (404) in Session from B ock 278
46. 19. 86. 103
80.246.136. 14 | srael 147.237.0.19  |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 224
80. 246. 136. 14
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 168 B ock 179
176.13.9.64 I srael 147.237.0.19 |madimatal .idf.il I‘;Z '\1‘13”3;) °g4the Same Response (ode (404) in Session from B ock 171
66.249. 64. 173  |lsrael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 173 B ock 163
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 178 B ock 127
) s Too Many of the Sane Response Gode (404) in Session from
79.176. 165. 156 |l srael 147.237.0. 19 nadi matal .idf.il 79. 176. 165. 156 B ock 103
176.12.151.18 |Israel 147.237.0.19  |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 65
176.12.151. 18
109. 253. 129. 228]|l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 54
198. 204. 235. 26 |lhited Sates 147.237.72. 166 |aka.idf . il Mil ti pl e Whaut hori zed URL Access from 198. 204. 235. 26 B ock 41
149.78.233.129 |Wnited Sates  |147.237. 76. 200 [ei tan aka. i f il Wnaut hori zed URL Access to Bl ock 33
waw ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
176. 13. 13. 213 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 30
94. 230. 89. 99 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 94. 230. 89. 99 B ock 18
94. 230. 89. 99 | srael 147.237.76.86 [navy.idf.il Mil tipl e Uhaut horized URL Access from 94. 230. 89. 99 B ock 16
193. 201. 224. 176|krai ne 147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 193. 201. 224. 176 B ock 14
93.172.184. 121 |Israel 147.237. 72. 156 |anan.idf . il D stributed Suspi ci ous Response Code B ock 10
79.178.104. 210 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
212.235. 20. 125 |lsrael 147.237.72. 166 |aka.i df .i | Ml ti pl e Uhaut hori zed URL Access from 212. 235. 20. 125 B ock 10
93.173. 169. 223 |l srael 147.237.77. 243 |nobi le.idf . il Mil ti pl e Whaut hori zed URL Access from 93.173. 169. 223 B ock 9
84.228. 24, 23 I srael 147.237.72. 156 |anan. i df .i | Unaut hori zed HTTP Met hod B ock 8
109. 253. 138. 243i srael 147. 237. 76. 200 |ei tan. aka.i df . | Distributed Lhaut hori zed LRL Access on Bl ock 8
waw ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
204. 12. 251. 37 Lhited Sates 147.237.72. 166 |aka.idf . il Uhaut hori zed URL Access to waw aka.idf.il/defaul t.aspx B ock 7
. . Uhaut hori zed URL Access to
79.179.179. 142 |Israel 147.237.76.86 |navy.idf.il WA navy. i df .i |/ resour el user f ol | ow esour cef cr eat &f B ock 7
107.170. 165. 147|lhited Sates 147.237.77. 176 |nat pash. i df .i | Ml ti pl e Unaut hori zed URL Access from 107. 170. 165. 147 B ock 7
46. 19. 86. 62 | srael 147.237.77. 243 |nobile.idf.i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/l ogin B ock 6
84.94. 140. 12 | srael 147.237.72. 166 |aka.idf . il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 6
10. 151. 50. 31 147.237. 77. 226 |[wwn chanat z. aka. i df .i| |D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
. . Uhaut hori zed URL Access to
213. 251. 182. 103[France 147.237.77. 176 |mat pash. i f . viwv cogat . i df . il /sip storagel/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 6
104.131. 217. 156 147.237.76.86 [navy.idf.il Ml ti pl e Unaut hori zed URL Access from 104. 131. 217. 156 B ock 5
L Unaut hori zed URL Access to
176.12.138. 15 | sr ael 147.237.77. 243 |mbi | e. i df .11 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 5
: L Uhaut hori zed URL Access to
149.78.226.109 |United Sates  [147.237.77. 243 nobi | e idf .1 obi | e. i df .i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 5
46.116. 147. 135 |Israel 147.237.0.17 Im"y'kOSher'kraV' AT S stributed 111 egal Parameter Bncoding None 5
83.130.117. 241 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
66. 249. 65. 86 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Uhaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 5
62. 0. 102. 62 | srael 147.237. 72. 156 |anan.i df .i | Uhaut hori zed URL Access to waw anan.idf.il/nodiin/6 s3 B ock 4
S Paraneter Type Mol ation ctl 00$Cont ent A aceHbl der 1$t xt Last Nane i n
84.94.174. 13 I srael 147.237.76.42 |refuah.idf.il Waw ref ua. atal . i of . i |/1518- hel ref uah. aspx B ock 4
109.67.51.49  |israel 147.237.0. 17 I’T’"y'kOSher'k'a"' T S stributed 111 egal Parameter Encoding None 4
149. 78. 100. 121 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 4
66.249.65.83  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i Distributed Lhauthorized URL Access on Bl ock 4
wawe chi nuch. aka. i df . i 1/404. ht m
109. 66. 181. 59 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
185. 26. 182. 27  |Eur ope 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwu ti kshuv. i df.il/1081-he/ B ock 4
198.204. 235. 26 |Lhited Sates 147.237.72. 166 |aka.idf.il Mil tipl e Admn Bl ocking from 198. 204. 235. 26 B ock 4
o Paraneter Type Mol ati on ct| 00$Qont ent A acetbl der 1$t xt Last Nane i n
37. 26. 147. 186 | srael 147.237.76.42 |refuah.idf.il Waw ref ua. atal i of . i |/1518- hel ref uah. aspx B ock 4
87.68.165.165 |l srael 147.237.0. 17 Im”"'kOSher'kraV' AT st ributed 111 egal Paraneter Bncoding None 4
Russi an . . Uhaut hori zed URL Access to
31.184.238. 209 Federation 147.237.76.86 navy.idf.il navy. i df.il/giyus/forunasp/ showf or um asp Bl ock 4
R Uhaut hori zed URL Access to
109. 67. 31. 184 I srael 147.237.76.86 |navy.idf.il waw navy. i df . i | /resour cel userf ol | ow esour ce cr eat ef B ock 4
46.117.185. 130 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
. . Uhaut hori zed URL Access to
84.228.16. 40 | srael 147.237. 77. 176 |mat pash. i f .| ww cogat . i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock 4
198. 58. 95. 238 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw law i df.il/index. php B ock 4
79.180.212. 229 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
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