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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )

192. 114. 65. 1 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet — f¢ o q 3124202
0.0.0.0 147.237.77.216 dover.idf.il network flood | Pv4 TCP- SYN drop 1077059
0.0.0.0 147.237.77. 216 dover.idf.il DOSS- t cp- ack- zer o- ack- num drop 906368
66. 249. 78. 254 I srael 147.237.72.166  |akaidf.il :g Zi?]dShake vioation, first packet g 291150
66. 249. 78. 2 I srael 147.237.72.166  |aka idf.il Ig: Ziﬂdsr‘ake vidation, first packet 257927
192.114.65. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 190074
14.25.160. 15 Chi na 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 184712
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 149905
66. 249. 78. 153 I srael 147.237.72.166  |aka.idf.il E Zifldsmke vidation, first packet |, 82186
37.182. 180. 61 Italy 147.237.77.216  |dover.idf.il Ig ZifldShake violation, first packet 1. g 44773
66. 249. 78. 160 I srael 147.237.72.166  |aka.idf.il E Zifldsmke vidation, first packet |, 37607
182. 58. 53. 81 Indi a 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake vioation, first packet g 31873
175.182. 78. 66 Tai vn 147.237.77.216  |dover.idf.il E Zifldsmke violation, first packet o g 28663
110. 33. 14. 234 pustralia 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake violation, first packet 1. o g 15237
175. 180. 130. 98 Tai van 147.237.77.216  |dover.idf.il E Zifldsmke violation, first packet o g 14969
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 13378
109.187.157.116  |Russian Federation |147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake vidation, first packet 9949
137. 166. 76. 24 Australia 147.237.77.216  |dover.idf.il :g Zi?]dShake violation, first packet g 8661
178. 128. 229. 28 G eece 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake vidation, first packet 8111
41.36.212. 101 Egypt 147.237.77.216  |dover.idf.il :g Zi?]dShake violation, first packet g 8015
201. 240. 15. 36 Reru 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake vidation, first packet 6848
190. 86. 30. 97 H S vador 147.237.77.216  |dover.idf.il :g Zif]dShake violation, first packet ¢ oy 5596
79.172. 209. 180 Hingary 147.237.77.216  |dover.idf.il Ig: Ziﬂdsr‘ake vidation, first packet i oy 4979
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 1801
185. 3. 145. 191 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 718
188.120.133.194  |Israel 147.237.77.216  dover icf.il [IF :";rr‘]dShake violation, first packet o g 512

85. 64. 214. 156 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 435
77.125.5. 12 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 333

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 328
188. 120. 148. 141 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 297
84.228. 59. 245 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 280
109. 64. 185. 163 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 250
188. 120. 133. 57 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 248
192.114.65. 1 | srael 147.237.77. 216 dover.idf.il DOSS- t cp- ack- zer 0- ack- num drop 224
149. 78. 95. 161 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 218

66. 249. 78. 146 I'srael 147.237.72.166  |akaidf.il e :";rr‘]dShake vidation, first packet |4 ., 211
2.52.59.100 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 205
109. 65. 43. 211 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 193
149. 78. 21. 224 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 178
5.29. 207. 212 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 176

89. 138. 217. 165 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 174
204. 93. 154. 211 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 173

84. 228. 33. 38 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 168

87. 68. 242. 204 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 165

85. 65. 126. 115 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 157
93.172. 0. 27 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 145
79.176.6. 78 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 135
212.25.121.195 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 132

66. 249. 64. 178 I srael 147.237.77.216  |dover.idf.il E Zifldsmke violation, first packet g 130
93.172. 23. 76 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 129
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|Top Attackers In IPS|

At t acker

Target Address

Ste

Fragrout e

84.109. 50. 71 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7

213.139.52.16 |Jordan 147.237.77. 216 |dover. i df .i | 7120. TP Segrent Qverlap Wth DOfferent Data, e.g., B ock 6
Fagrout e

74.214.56.205 |Wited Sates 147. 237. 77. 216 |dover i df . i ;ligrolf Segnent Qverlap Wth Dfferent Dta, e.g., Bl ock 6

79.179. 213. 112 |I srael 147.237.76. 42 |refuah.idf.il 7120. TP Segrent Qverlap Wth DOfferent Data, e.g., Bl ock 5
Fagrout e

149.78.21. 224 |Israel 147.237.72. 167 |i shuri maka. i df . i | ;ligrolf Segnent Qverlap Wth Dfferent Dta, e.g., Bl ock 5

87.68.37.94  |israel 147.237.77. 233 |atal i cf . i1 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagrout e

149.78.87.14 |israel 147.237.76.42 |refuah.idh.il 7120: TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 5
Fagroute

46.19.85.41  [Israel 147.237.77. 216 |dover. i df .i | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 4
Fagrout e

77.127. 224. 167 | srael 147.237.77. 233 |atal i of i ;ligrolf Segent Qverlap Wth Different Data, e.g., B ock 4

85. 250. 227. 1 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4

85. 250. 36. 26 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4

85.250.94. 44  |Israel 147.237.77. 233 |atal i cf . i1 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 4
Fragrout e

85. 65.64.163 | srael 147.237.76.42 |refuah.idf.il 7120. TP Segrent Qverlap Wth Dfferent ata, e.g., B ock 3
Fagrout e

79.180.135.69 I srael 147.237.76.42 |refuah.idi.il 7120. TP Segrent Qverlap Wth Dfferent Dita, e.g., Bl ock 3
Fragrout e

196. 207. 98. 4 147. 237.77. 216 |dover. i df .i | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 3
Fagrout e

84.229.173.27 |lsrael 147.237.77. 170 |n@arachot . i df .i | C1000004: HITP:. options nethod (M crosoft) B ock 3

79.177.36.9 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 3

87. 69. 232. 38 | srael 147.237.72. 166 |aka.idf .il C1000004: HITP:. options nethod (M crosoft) B ock 3

85. 64.247. 232 |lsrael 147.237.72. 166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3

109. 64. 198. 213 [I srael 147.237.76.42 |refuah.idf.il 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
Fagrout e

84.108.62. 118 | srael 147.237. 72. 156 |anan. i of . | 7120: TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 2
Fagroute

46.19.85.191 [ srael 147.237.77. 216 |dover. i df . i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
Fagrout e

96.51.136. 164 |Canada 147. 237. 77. 216 |dover . i of . i 7120: TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 2
Fagroute

80. 246. 136. 235 i srael 147.237.72. 167 |i shuri maka.i df . lzrligmlf Segent Qverlap Wth Different Data, e.g., B ock 2

82.22.27.19  |wnited Kingdom 147. 237. 77. 216 |dover . i df . i | ;ligrolf Segent Qverlap Wth Different Data, e.g., B ock 2

46.19.85.172 [ srael 147.237.77. 216 |dover. i df . i 7120. TP Segrent Qverlap Wth DOfferent Dita, e.g., B ock 2
Fagrout e

79.177.209.1 |israel 147.237.72. 166 |aka i df .i 7120: TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 2
Fagroute

85.132.77.12 Azerbai j an 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2

79. 181. 160. 147 |I srael 147.237.76. 42 |refuah.idf.il ;rligrolf Segrent Qverlap Wth Dfferent Dta, e.g., B ock 2

62.210. 251. 69 |Fance 147.237.77. 176 |nat pash. i df .i | 17031: HITP. GetSinple OB File Wl oad B ock 2

46.121.74.13 | srael 147.237.77. 170 |naarachot . i df .i | C1000004: HTTP. options nethod (M crosoft) B ock 2

149.78. 86. 11 | srael 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2

46.19.85.135 [Israel 147.237.77. 216 |dover. i df . i1 7120 TP Segrent Qverlap Wth Different Cata, e.g., B ock 2
Fragrout e

109. 64. 64. 111 |Israel 147.237.72. 166 |aka. i df .i Qigrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 2

31.154.92.228 |lsrael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock

185. 19, 223. 42 Pal est_l nian Territory, 147. 237. 77. 216 |dover i df i | 7120: TGP, Segnent Qverlap Wth Dfferent Data, e.g., B ock 2

Cccupi ed Fragroute

46.19.85.151 |Israel 147. 237.77. 216 |dover. i df .i | 7120. TP Segrent Qverlap Wth Dfferent ata, e.g., B ock 1
Fagrout e

80. 178. 210. 146 I srael 147. 237. 77. 226 |wn chanat 7. aka. i df . i | ;lzgrolf Segent Qverlap Wth Different Data, e.g., Bl ock 1

79.177. 123. 143 |I srael 147. 237. 72. 166 |aka. i df . | 'Zrlsgéolf Segment Qverlap Wth Different Data, e.g., B ock 1

198.20.69. 74 |Uhited Sates 147. 237. 77. 227 |e. hanaz. i df . i | 13840; TLS (penSS. Heartbeat Packet B ock 1

37.142.153.37 |israel 147. 237. 77. 216 |dover . i of . 7120. TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 1
Fagroute

89. 139. 164. 102 |l srael 147.237.76.86 |navy.idf.il 7120: TQP. Segnent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fagrout e

85.65. 26. 224 | srael 147.237.72. 166 |aka i df .i 7120. TP Segrent Qverlap Wth Dfferent ita, e.g., B ock 1
Fagroute

62.210. 251. 69 |France 147. 237. 77. 176 |nat pash. i of . i | 19661: HTTP. Vérdpress |nBoundio Mrketing PHP Lpload g o\ 1
WUl nerability

165. 215. 209. 15 |Lhited Sates 147.237.77. 216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent B ock 1

109. 253. 137. 52 |l srael 147.237.77. 216 |dover.idf.il 14170: HITP. B ank User-Agent (descriptor but no string) |B ock 1

185. 32. 179. 197 |I srael 147. 237. 72. 166 |aka. i df .| 7120. TP Segrent Qverlap Wth Offerent Data, e.g., B ock 1
Fagrout e

37.26.147.139 |israel 147.237.72. 166 |aka.i df .i| 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 1
Fragrout e

85.250.221.8 [Israel 147. 237. 72. 166 |aka. i df .| 7120. TP Segrent Qverlap Wth Dfferent ata, e.g., B ock 1
Fagrout e

46. 121. 206. 183 |I srael 147.237.72. 166 |aka.i df .i| 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 1




07-25-2015-00:00:05 to 07-26-2015-00:00:05

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | count \
192.114.65. 1 | srael 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 6214158
175. 182. 78. 66 Tai wan 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 13502
79.172. 209. 180 Hungary 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 8586
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 120
192.114.65. 1 | srael 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 118
1.139.42.178 Australia 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
2.110. 161. 226 Denmar k 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
2.232.202.174 Italy 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
2.238.228.77 Italy 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
4.47.48. 64 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4

4. 154, 36. 154 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4

4. 161. 48. 223 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
4.169. 228. 98 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnap TCP 4

5. 98. 186. 155 Italy 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4

5. 107. 69. 19 Romani a 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4

8. 86. 19. 218 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4

8. 185.17. 195 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
8.191.197.9 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
8.204.67. 3 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnap TCP 4
12. 36. 148. 217 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
12. 252. 210. 50 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
14.202.170. 191 Australia 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
15.127. 147. 193 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
15.138. 139. 162 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
15. 226. 108. 135 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
15. 245. 76. 248 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
17.71.227. 232 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
17.209. 110. 22 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
17.216. 242. 16 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
17.217.208. 236 Lhited Sates 147.237.77.216 dover.idf.il GPL SCAN nnap TCP 4
17.248.199. 102 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
18. 105. 43. 76 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
18. 165. 12. 96 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
18. 254.121. 210 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
23.254.237. 153 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
27.176. 140. 38 Korea, Republic of 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
27.185. 71. 58 Chi na 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
31.18. 31. 173 Cer many 147.237.77. 216 dover.idf.il GPL SCAN nnap TCP 4
31. 249. 188. 47 Cer many 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
35. 2. 242. 243 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
35. 44. 93. 229 Lhited Sates 147.237.77.216 dover.idf.il GPL SCAN nmap TCP 4
35. 58. 26. 186 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
35. 119. 134. 200 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
35. 130. 216. 54 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnap TCP 4
35. 136. 45. 45 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
36. 209. 89. 254 Chi na 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
37.18. 118. 150 Russi an Federati on 147.237.77.216 dover.idf.il GPL SCAN nmap TCP 4
37.84.151. 161 CGer many 147.237.77. 216 dover.idf.il GPL SCAN nmap TCP 4
37.239. 103. 142 Iraq 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
38. 3.217. 210 Lhited Sates 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 4
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Massage
192.114.65.1 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4415609
175.182.78.66 |Tai wan 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8764
79.172.209. 180 |Hungary 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 6329
109. 65. 131. 54 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3560
82.166. 22. 217 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1887
31.154.91. 138 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1040
2.54.156. 96 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1009
185. 26. 182. 27  |Eur ope 147.237.0.34 |tikshuv.idf.i|Hrst packet isn't SYN drop drop 792
2.54.171.52 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 773
2.54.47.75 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 708
77.127.69. 163 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 671
66.249. 64.173 |United Qates  |147.237. 77. 216 |dover.idf. i1 | V31 d segnent retransmssion. Packet (Streamng Engine: TGP Invalid drop 644
dr opped. Ret r ansni ssi on
84.110. 108. 250 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 644
87. 69. 229. 164 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 609
66.249. 64.168 |United Qates  |147.237.77. 216 |dover.idf. i1 | V3! d segnent retransmssion. Packet (Streamng Engine: TGP Invalid drop 603
dr opped. Ret r ansni ssi on
46.19. 86. 198 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 596
109. 67. 136. 205 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 584
66.249. 64.178 |United Qates  |147.237.77. 216 |dover.idf .1 | V31 d segnent retransmssion. Packet (Streaming Engine: TGP Invalid drop 574
dr opped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 544
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 541
87.68. 16. 132 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 537
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 489
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 486
2.54.167.92 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 478
8.37.224. 167 g”&;ymus 147. 237.77. 216 |dover.idf.il |First packet ism't SN drop drop 447
46.116. 201. 115 |lIsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 432
79.181.177. 170 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 416
85. 250. 247. 37 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 411
2.52.57.237 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 393
92. 250. 172. 147 |Luxenbourg 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 392
37.48.120. 214  |Net her| ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 380
37.237.204. 29 Irag 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 380
8. 37. 225. 125 g”;(;‘lym“s 147.237.77. 216 |dover.idf.il |First packet isnt SWN drop drop 345
46.19. 86. 196 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 343
2.54.174. 98 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 305
98.114.219.67 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 296
109. 160. 235. 136 || srael 147.237. 72. 156 |anan. i df .| izge”ansm't wthdifferent wndow g, top sequence monitor  [287
87.69. 88. 144 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 284
89. 139. 162. 241 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 249
5.29.135.3 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 248
46.19. 85. 242 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 233
41. 33. 231. 86 Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 230
46.117. 251. 44 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 228
37.26. 146. 141 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 227
85.214. 216. 18  |Ger many 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 220
2.54.157. 108 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 219
188. 120. 133. 194 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 213
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 200
166. 137.242.89 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 194
46. 19. 86. 254 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 189
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A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Ste Acti on ‘Count
46.116.186.74 |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (ode (404) in Session from B ock 272
46.116. 186. 74
79.180. 50. 140 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 201
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 173 Bl ock 87
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 178 Bl ock 82
77.125.129. 91 | srael 147.237.0. 19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 74
66. 249. 64. 168 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 168 Bl ock 64
2.52.59.100 [Israel 147.237.0.19  |nadi matal . i df.il Too My of the Sane Response Cbde (404) in Session from Bl ock 36
2.52.59. 100
176. 13. 3. 96 I srael 147.237.0.17 Imny' kosher-kravi. Tdf.i |\ tinie 111egal Parameter Encoding from176.13.3. 96 None 14
100. 34.115.16 |lLhited Sates |147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
85. 65.98. 171 | srael 147.237.72. 156 |anan. i df .i | Suspi ci ous Response Code Bl ock 10
66.249. 64. 178 |Israel 147. 237. 77. 216 |dover . i df .1 Distributed Uhaut horized LR. Access on B ock 9
wan i df . i1/ atal /i zkor/ vi ew i ngt op. asp
66.249. 64.173 I srael 147, 237. 77. 216 |dover. i df . Distributed thaut hori zed LR. Access on Bl ock 8
ww i df . il /atal /i zkor/ vi ew i nut op. asp
74.6.254. 122 Lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 8
66. 249. 64. 168 |l srael 147. 237. 77. 216 |dover. i df .| Distributed haut hori zed LR Access on B ock 7
wa i df i | /atal 1/i zkor/ vi ew i ng. asp
79.176. 4. 93 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 7
62.90. 126. 10 | srael 147.237.72.166 |aka.idf.il Ml tipl e Lhaut hori zed URL Access from 62. 90. 126. 10 Bl ock 6
216.177.132. 157|lhited Sates |147. 237. 72. 166 |aka.idf .il D stributed PHP At enpt Bl ock 6
69. 89. 31. 199 Lhited Sates [147.237.72. 166 |aka.idf.il Distributed PHP At enpt B ock 6
66. 249. 65. 83 | srael 147. 237. 76. 147 |chi nuch. aka.i df .i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 6
109. 65. 191. 249 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 6
192.99. 148.94 |Canada 147.237.77.74 |lawidf.il PHP At t enpt B ock 6
82.80. 176. 62 | srael 147.237.72.166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 82. 80. 176. 62 Bl ock 6
142.54.165. 154 |lhited Sates [147.237.72. 166 |aka.idf.il Mul ti pl e Uhaut hori zed URL Access from 142. 54. 165. 154 Bl ock 6
50. 57. 48. 124 Lhited Sates |147. 237.72. 166 |aka.idf.i | PHP At t enpt Bl ock 6
66.249. 64. 173 |Israel 147. 237. 77. 216 |dover. i df .| Distributed Uhauthori zed LRL Access on B ock 6
ww i df.i|/atal 1/i zkor/ vi ew i ng. asp
109. 67. 6. 76 | srael 147.237.72. 156 |anan. i df .il Suspi ci ous Response Code Bl ock 6
) s Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Mbbi l e in
79. 180. 50. 140 | srael 147.237.0.19 |nadimatal .idf.il madi matal .idf.i1/nobilel 1088 hel mer et 7. aspx Bl ock 5
188. 40. 38. 76 Ger many 147.237.72. 166 |aka.idf .il Mil tiple Uhaut horized URL Access from 188. 40. 38. 76 Bl ock 5
188. 165. 15.98 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 98 B ock 5
66.249.65.86 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Lhauthorized LR. Access on Bl ock 5
waw chi nuch. aka. i df . il/404. htm
27.149.238.53 |Chi na 147.237.77. 170 |na@arachot . i df .i | PHP Att enpt Bl ock 5
74.63.254.218 |lhited Sates |147.237. 72. 166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 74. 63. 254. 218 Bl ock 5
79.178.171. 147 |lsrael 147.237.72.166 |aka.idf.il Unaut hori zed URL Access to www aka.idf.il/main/snalind6 s3 Bl ock 5
23.29.122.198 |Lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 4
112.74.75.173 |Chi na 147.237.77.74 |lawidf.il D stributed Admin B ocki ng Bl ock 4
89.139. 19. 211 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 4
213.57.160. 177 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 4
216.177.132. 157 |lhited Sates |147. 237. 72. 166 |aka.idf .i | Ml tipl e Uhaut hori zed URL Access from 216.177. 132. 157 Bl ock 4
L Unaut hori zed URL Access to
77.125.255.101 I srael 147.237.77. 243 |mbi | €. i df .11 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 4
Paraneter Type Mol ation
78.87.14. 26 G eece 147.237.76.31 |nakchal .idf.il ct | 00$Cont ent P acetol der 1$ucFagCont r ol $t xt Search in B ock 4
wawv nakhal . i df . il/1119- he/ nakhal . aspx
176.13.22.137 |Israel 147.237.0.17 Im”y' kosher-kravi 1 df-1 |5y ot i buted 111 egal Paraneter Encoding None 4
198. 46. 149. 165 |lhited Sates |147.237.72. 166 |aka.idf.il Mil tiple Whaut hori zed URL Access from 198. 46. 149. 165 Bl ock 4
69. 89. 31. 199 Lhited Sates |147.237. 72. 166 |aka.idf.i| Mil ti pl e Unaut hori zed URL Access from 69. 89. 31. 199 B ock 4
50. 57.48. 124 Lhited Sates |147.237.72. 166 |aka.idf.il Ml tipl e Lhaut hori zed URL Access from50. 57. 48. 124 Bl ock 4
31.154.91. 96 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 4
46.120.230.39 |Israel 147.237.0.17 Imny' kosher-kravi. Tdf-i 155 o i buted 111 egal Paraneter Bncodi ng None 4
66.249. 64. 178 I srael 147. 237. 77. 216 |dover i df .i Distributed thaut horized URL Access on Bl ock 4
ww i df.i | /atal 1/i zkor/ vi ew i ng. asp
66.249.65.80 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Lhauthori zed LR Access on Bl ock 4
wawe chi nuch. aka. i df . il/404. htm
85. 250. 36. 26 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed HTTP Met hod B ock 4
66. 249. 65. 86 | srael 147.237. 76. 147 |chi nuch. aka. i df .i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 4
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