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Attacker

Attacker

Target

Device

Sum(Packet_Count

‘IP_Map.site

Address Country Address Action )

66. 249. 64. 151 I srael 147. 237.77. 74 lawidf.il :St: Zi':]dsmke vidation, first packet |, 12159
104. 236. 162. 87 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 9426
192. 249. 64. 249 Lhited Sates 147.237.77.216  |dover.idf.il Ig Z‘js]dShake vioation, first packet |, 9388
66. 249. 81. 215 I'srael 147.237.77.216  |dover ich.il |17 ZiﬂdShake vioation, first packet | 5994
66. 249. 81. 212 I sr el 147.237.77.216  |dover.idf.il Ig Zif]dsr‘ake vioation, first packet |, 5882
54.72.0.55 Wited Sates 147.237.77.216  |dover ich.il |17 ZiﬂdShake vioation, first packet | 5769
66. 249. 93. 166 I sr el 147.237.72.166  |akaidf.il Ig Zif]dShake vioation, first packet |, 3398
66. 249. 78. 153 I srael 147.237.72.166  |akaidf.il :S: ZiﬂdShake vioation, first packet | 1476
84.108. 105. 50 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 875
79.177.130. 41 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 676
66. 249. 64. 143 I srael 147. 237.77. 74 lawidf.il :St: Zi':]dsmke vioation, first packet |, 627
66. 249. 78. 95 I srael 147.237.77.216  |dover.idf.il IS: ZiﬂdShake vidation, first packet g 485
89. 138. 218. 146 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 418
84.109. 243. 107 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 390
79.181.108. 174 | srael 147.237.72. 167 i shurimaka.idf.i|Anonal y-TLS renegotiation-di dest - r eset 352
79.179. 189. 154 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 318
80.178. 251. 210 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 318
213.57.160. 97 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 292
31. 154. 154. 50 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 291
79.178. 169. 187 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 268
5.29.112. 141 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 267
84. 228. 203. 52 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 256
87. 68. 68. 190 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 231
79.182. 5. 185 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 217
109. 65. 99. 186 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 216
5.28.187.73 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 211
87.68. 16. 132 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 198
109. 64. 200. 242 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 197
213.57. 37. 250 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 186
109. 64. 177. 177 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 171
31.210.179. 153 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 164
5. 22. 130. 245 | srael 147.237.72. 167 i shuri maka. i df.i|Anonal y- TLS-renegoti ation-d i dest - reset 154
149. 88. 69. 214 Lhited Sates 147.237.72. 167 i shurimaka.idf.i|Anonal y-TLS renegotiation-d i dest - r eset 153
79.183. 25. 184 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 152
149. 78. 58. 86 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 144
37.142.115. 72 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegotiation-d i dest - reset 143
46.121. 102. 202 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 138
84.111.234. 21 | srael 147.237.72. 167 i shuri maka. i df.i|Anonal y- TLS-renegoti ation-d i dest - reset 135
46.121. 111. 163 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 121
93.172.170. 158 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 118
79.179. 142. 122 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - reset 117
5.29. 34. 163 | srael 147. 237. 72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 114
79.182. 23. 38 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - reset 108
79.181.176. 189 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 107
85. 64. 85. 32 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegotiation-d i dest - r eset 106
84.109. 17. 205 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 101
84.110. 60. 131 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 100
89. 139.55. 0 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 85
176.13.7. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 79
213.57.172. 65 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegoti ation-d i dest - reset 79
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

46. 120. 4. 235 | srael 147.237. 72. 156 |anan. i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 38
194. 114. 146. 227l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 18
174. 36. 80. 49 Lhited Sates 147.237.72. 166 |aka.idf .il 6134: HITP. SQ Injection Variabl e Declarati on Bvasi on Bl ock 16
174. 36. 80. 49 Lhited Sates 147.237. 72. 166 |aka.i df .i | 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 8
119. 187.133.82 |Chi na 147.237.72. 166 |aka.idf .i | 8479: HITP. Suspi ci ous HITP Request Permt 8
87. 68. 41. 65 | srael 147.237.77.233|atal .idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 6
192. 116. 94. 74 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 6
79.177.180. 2 | srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |B ock 5
89. 139. 184. 254 |l srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
149. 88.82. 2 Lhited Sates 147.237.77.233|ata .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
37.142.115. 72 | srael 147.237. 72. 167 |i shuri maka. i df . i |7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
202.129. 228. 226|Hji 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
212.97.133. 238 |Denmar k 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variabl e Declaration BEvasi on B ock 4
188. 165. 246. 177 |F ance 147.237.72. 166 |aka.idf .il 3808: HITP. SQ Injection Variabl e Declaration BEvasi on B ock 4
109. 67. 55. 155 | srael 147.237. 72. 166 |aka.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 4
195.70.122.50 |Austria 147.237.77. 170 |naarachot i df i1 |L5248: HITP- Joonta JCE File Lpl oad Rerote (ode Brecution g 4
Wil nerability
212.97.133. 238 |Denmar k 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on BEvasi on B ock 4
188. 165. 246. 177 |F ance 147.237.72. 166 |aka.idf .il 6134: HITP. S Injection Variabl e Decl arati on BEvasi on B ock 4
189. 38.90. 144  |Brazil 147.237.77.216 |dover.idf.il 9785 HITP. S I njection (Referer Header) B ock 4
179. 66. 237. 147 |Brazil 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
81.196.244.23 |Ronani a 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
37.76.204. 82 zlcis;ilg(ljan Territory, 147.237.77. 176 [nat pash. i df . il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 3
38. 124. 248. 66 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
46.117. 237. 74 | srael 147.237. 72. 166 |aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
167.57.110. 11 147.237.77. 216 |dover.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
188. 161. 184. 86 zlcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
79.181.51. 164 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
79.176.9. 76 | srael 147.237. 72. 166 |aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
46.19. 85. 117 | srael 147.237.77.74 |[lawidf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
37.76.204. 82 zlcis;ilg(ljan Territory, 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
85. 65. 19. 45 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
66. 96. 128. 60 Lhited Sates 147.237. 72. 166 |aka. i df .i | 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 2
87.69. 88. 122 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
109. 67.137.81 |l srael 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
93.172.17.59 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
81.196.244.23 |Ronani a 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
84.109. 235. 122 |l srael 147.237.72. 156 [anan.i df . il 7120: TGP Segnent Qverlap Wth Offerent Data, e.g., Fagroute |B ock 1
62.128. 41. 103 | srael 147.237. 72. 156 |anan.i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
165. 215. 209. 15 |lhited Sates 147.237.77. 216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent B ock 1
79.183.14.158 |lsrael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
46.19. 85. 231 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
109. 186. 63. 226 |l srael 147.237. 72. 156 |anan.idf .i | 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |B ock 1
94.127. 33. 68 Sweden 147.237.77.74 |lawidf.il 3809: HITP. SCL | njection Bvasion SQI. Comment Ter ni nat or B ock 1
198. 100. 144. 83 |Canada 147.237.77. 216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
5.22.130. 27 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
66.188.84.181 |lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
130.235.252.1 |Sweden 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
79.180. 189. 151 |Israel 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
216. 249. 102. 195|lhited Sates 147.237.77.74 |lawidf.il 3809: HITP. SCL | njection Bvasion SQI. Comment Ter ni nat or B ock 1
46.19.85. 71 | srael 147.237.76.86 |[navy.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
46. 60. 40. 126 (F;ajcis;i';'ja” ferritory, 147. 237. 77. 216 |dover. i cf . i | ET SCAN NVAP -sA (2) 2112
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 108
77.126.255. 235 |l srael 147.237.72. 166 |aka.idf .il PQLI Cy- OTHER TCP packet with urgent flag attenpt 12
195. 70.122.50 |Austria 147.237.77. 170 |maar achot . i df .i | Tehila - Perl LW wth fake user agent 8
189. 38. 90. 144 Brazil 147.237.77. 216 |dover.idf.il SQ Injection - Select From 8
176. 31. 250. 110 |Fance 147.237.77. 176 |nat pash.i df .i | Tehila - Perl LW wth fake user agent 5
176. 31. 250. 110 |Fance 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
176. 31. 250. 110 |Fance 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 4
54.163.196.59 |lhited Sates 147.237.76.30 |hinush.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 4
189. 38. 90. 144 |Brazil 147.237.77. 216 |dover.idf.il ET WBB SERVER SQLi - SHLECT and sysobj ect 4
66.249.65.132 |lLhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 4
176.13.12.179 [ srael 147. 237.77. 170 |maar achot . i df .| a':—trt;ff Large anount of TGP ZeroWndow - Possible Neiller2 bos |,
189. 38.90. 144 |Bazil 147.237.77. 216 |dover.idf.il ET WEB SERVER ATTACKER SQLi - SELECT and Schema Col urms 4
218.87.111. 107 |China 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 4
50. 17. 33. 67 Lhited Sates 147.237.77. 234 |hal ag.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
94. 23. 78. 16 Port ugal 147.237.77. 176 |nat pash.i df .i | Tehila - Perl LW wth fake user agent 3
119. 187.133.82 |Chi na 147.237.72. 166 |aka.idf .i ET WEB SERVER HTTP PCST Generic eval of base64 decode 3
104. 236. 162. 87 147.237.77. 216 |dover.idf.il SERVER- WEBAPP | ogi n. ht m access 3
94. 23.78. 16 Port ugal 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 3
91.218. 114. 189 |Russi an Federation 147.237.0.19 |nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 64. 161 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
78.157.207.29 |United Ki ngdom 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
93. 189. 25. 174 Austria 147.237.77. 205 |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 2
61. 183. 128. 6 Chi na 147.237.72. 217 |e.idf .il ET SCAN NVAP -sS w ndow 1024 2
218.87.111. 107 |China 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
221.203.3.117 |China 147.237.76.86 |[navy.idf.il ET SCAN Potential SSH Scan 2
85. 113. 122. 209 (F;ajcis;i';'ja” ferritory, 147.237.77. 176 |nat pash. i df . i1 ET SCAN NVAP - SA (2) 2
218.87.111. 107 |Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
5.39.216. 121 Net her | ands 147.237.72. 217 |e.idf.il ET SCAN NVAP -sS wi ndow 1024 2
203. 158. 230. 124|Thai | and 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS wi ndow 2048 2
203. 158. 230. 124|Thai | and 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -f -sS 2
218. 65. 30. 107 Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
61.149. 161. 186 |Chi na 147.237.8. 28 e.nobil e-ks.idf.il GPL SCAN nmap TCP 2
218.87.111. 107 |China 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
221.203.3.117 |China 147.237.77. 178 |e.matpash. i df .i | ET SCAN Potential SSH Scan 2
66.249.81.201 |lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
31.184.242.17 |Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
218.87.111. 107 |China 147.237.76.201 |e.atal .idf.il ET SCAN Potential SSH Scan 2
62.219. 83. 119 | srael 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 2
89. 248. 174. 100 |Net her| ands 147.237.72. 166 |aka.idf .il ET SCAN NVAP -sS w ndow 1024 2
218.87.111. 107 |Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 2
218.65.30.107 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 107 |China 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
109. 237. 26. 139 |Uhited Ki ngdom 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 2
218. 65. 30. 107 Chi na 147.237.77. 179 |e.nazi .idf .i| ET SCAN Potential SSH Scan 2
203. 158. 230. 124|Thai | and 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 2
62.210. 251. 69 |Fance 147.237.77. 216 |dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 2
199. 203. 59. 121 |l srael 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
162. 253. 67.218 |lhited Sates 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 107 |China 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S te ‘Message Acti on ‘Count
212.76. 96. 81 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6933
93.173.239.48 |lsrael 147.237. 72. 156 |anan. i df . i z\g;etransrmt w th different w ndow Bad TCP sequence noni t or 2633
2.54.29. 44 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1758
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1462
82.145.222. 116 |Europe 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1367
84. 228. 252. 61 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1137
37.142.3.111 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1036
37.142. 3.233 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 942
93.172. 168. 85 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 664
82.145.221.15 |Europe 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 628
82.166. 22. 13 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 492
170.218.219. 21 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 478
37.48.120.214 |Netherl ands 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 449
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 351
66.249.60.26  |United Qates |147.237.77. 216 |dover.idf .| V3 d segnent retransmssion. Packet  (Streanming Engine: TP Invalid drop 339
dr opped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 332
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 329
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 321
92. 40. 249. 138 z‘;;gom 147.237. 77. 216 |dover.idf .i|First packet isn't SN drop drop 301
66.249.69.34  |lnited Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 290
dr opped. Ret r ansni ssi on
85. 250. 247. 37 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 268
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 259
69. 41. 14. 215 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 258
66.249.69.42  |nited Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 250
dr opped. Ret r ansni ssi on
66. 87. 79. 205 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 247
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 238
46. 19. 85. 83 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 225
66.249.78.166 |lnited Qates |147.237.77. 216 |dover.idf .| V31 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 222
dr opped. Ret r ansni ssi on
37.142.1.108 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 219
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 210
69. 41. 14. 159 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 207
2.54.2.6 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 199
5.108. 129. 44 Saudi Arabia 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 196
188. 165. 15. 193 |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 189
41.33.231. 86 Egypt 147. 237. 77. 216 |dover.i df .i|Fi rst packet isn't SN drop drop 183
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf .| V31 d segnent retransmssion. Packet  (Streaning Engine: TCP Invalid drop 178
dr opped. Ret r ansni ssi on
66.249.81.215 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 177
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 170
41. 68. 41. 232 Egypt 147. 237. 77. 216 |dover.i df .i|Fi rst packet isn't SN drop drop 168
66. 249. 81. 212 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 165
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf. | V31 d segnent retransmssion. Packet - (Sireaning Engine: TCP Invalid drop 162
dr opped. Ret r ansni ssi on
66.249.81.218 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 159
46.19. 86. 152 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 156
203.135.187.11 |Australia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 150
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 146
207. 46. 13. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 136
157.55.39.180 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 136
77.126.73.83  |Israel 147.237. 72. 156 |anan. i of . i Sgg;e”ansm‘t wthdifferent wndow gy 1p sequence monitor  [135
157. 55. 39. 86 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 134
87.68. 64. 193 | srael 147.237. 72. 156 |anan. i df . il SN retransmt wth different wndow Bad TCP sequence noni t or 133
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Jte Action ‘Count
5.29.73.125 I'sr ael 147.237.0.19  |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bock  [434
5.29.73.125
) s Too Many of the Same Response Code (404) in Session from
213.57.243. 152 |Israel 147.237.0.19 nadi matal .idf.il 213, 57. 243, 152 B ock 401
109. 65. 167. 202 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 144
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il Ml tiple Uhaut horized URL Access from 66. 249. 69. 42 B ock 107
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 105
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Lhaut hori zed URL Access from 66. 249. 69. 34 B ock 103
66.249. 78. 173 |l srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 44
149.88.63.209 |Lhited Sates |147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 42
. Unaut hori zed URL Access to
115. 78.235. 170 |V etnam 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 41
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 30
66. 249. 78. 159 |l srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 27
176.12.144.22  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bock |24
176. 12. 144. 22
79.180. 200. 65 |l srael 147.237.72. 156 |anan.idf . il Suspi ci ous Response Code B ock 21
79.176.198. 248 |l srael 147.237.72. 166 |aka.idf .il Ml ti pl e Uhaut hori zed URL Access from 79. 176. 198. 248 B ock 20
Unhaut hori zed URL Access to
79.183.136. 214 |Israel 147.237. 72. 166 |aka. i df .i | v aka. i df . i1/ sites/resources/ kamar/styl es/inport/bottommavi gat on. as |B ock 12
P
31. 186. 228. 94 Ei"";gegom 147.237.0.19 |nadi matal.idf.il Distributed Too Many of the Sane Response Code (404) Bock |11
183. 79. 221. 129 |Japan 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 183. 79. 221. 129 B ock 11
31.186. 228. 58 zlnt:gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 11
188. 165. 15. 193 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 193 B ock 10
31. 186. 228. 32 E?Ir:;gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 9
119.187. 133. 82 |Chi na 147.237.72. 166 |aka.idf .il PHP At t enpt B ock 8
208.115.111.73 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 208. 115. 111. 73 B ock 8
204.12.251.37 |lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wan aka. i df.il/defaul t.aspx B ock 8
31.186. 228. 31 E?Ir:;gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 8
80. 178. 6. 46 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 7
84. 228. 80. 192 | srael 147.237. 72. 156 |anan. i df .i | Suspi ci ous Response Code B ock 6
31.186. 228. 29 Eiqlr:gegom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 6
Pal esti ni an Unaut hori zed URL Access to
46.43.125.149 [Territory, 147.237.77. 176 [nat pash. i df . il v cogat . i df . i | /tenpl at es/ homepage/ waw: yout ube. cond v/ 3g51ei 5nuh |Bl ock 6
Qccupi ed g
31. 186. 228. 95 LKJ?Ir:;gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 6
31. 186. 228. 30 Ei"";gegom 147.237.0.19  |nadimatal .idf.il Distributed Too My of the Same Response Code (404) Bock |6
216. 69.245.101 |lhited Sates |147.237.77.216 |dover.idf.il DOstributed PHP At enpt B ock 6
31. 186. 228. 96 zlnt:gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 6
46.119. 112. 178 |Wkrai ne 147.237.77.216 |dover.idf.il Unaut hori zed URL Access to www i df.il/1283-17155-en/ B ock 6
89.139.7.107  [israel 147.237.0.19  |nadimatal .idf.il Too Muny of the Sane Response Cbde (404) in Session from Bock |6
89. 139. 7. 107
108. 178. 202. 110|lLhited Sates |147.237.77.74 |lawidf.il D stributed PHP At enpt B ock 6
31.186. 228. 93 Ei"";gegom 147.237.0.19  |nadimatal .idf.il Distributed Too My of the Same Response Code (404) Bock |6
109. 64. 222,100 | srael 147.237.0. 17 inlmy' kosher-kravi. 1df. 15 iputed 111egal Paraneter Encoding None |6
37.142.152. 207 |lsrael 147.237.72. 166 |aka.idf .il Ml ti pl e Uhaut hori zed URL Access from 37. 142. 152. 207 B ock 5
79.170. 44. 126 E?Ir:ggegom 147.237.77.233 |atal .idf.il Ml ti pl e Unauthori zed URL Access from79. 170. 44. 126 B ock 5
123.126.113.80 |Chi na 147.237.72. 166 |aka.i df .i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 5
176.13.20. 207 |Israel 147.237.0. 17 i”l‘”y' kosher-kravi. 1df. 15y ot ipited I11egal Paraneter Encoding None |5
84. 228. 250. 44 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 5
31. 186. 228. 57 LKJ?Ir:;gom 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 4
109. 67.101. 171 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 4
’ S Unhaut hori zed URL Access to
216. 244.82.234 |Whited Sates 147.237. 72. 166 |aka. i df .i | i aka, i df . i 1/ yohal an/ i n/ nai n. aspl t r ackback/ B ock 4
5.29.96.128 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 4
37.26.148.230 |[Israel 147.237.0. 17 i”l‘”y' kosher-kravi. idf. 15y ot ipited I11egal Paraneter Encoding None |4
46.116.77.60  |Israel 147.237.0.16  |ny-kosher-kravi . idf.il | 2@Teter Type Miolation Master$Cont ent A acetbl der 1$password in Bock |4
ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
CGooki e Tanpering on cooki e . ASPNETAUTH Expect ed
0102F27C09AAAE8FD208FEF2F44A75B18FD20800093300310035003
46.19. 86. 112 | srael 147.237.76.39 |[nobile.neitav.idf.il 3003100350030003200380000012F00FF, nserved None 4
01026C2EDF452586D208FE6CA620112886D20800093300310035003
3003100350030003200380000012F00FF
5.29.96. 216 | srael 147.237. 72. 156 |anan.i df .il D stributed Suspi ci ous Response Gode B ock 4
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