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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘ IP_Map.site

Address Country Address Action )

66. 249, 81. 212 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 9167
104. 236. 162. 87 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 7651
41.238.89.7 Egypt 147.237.77.216  |dover.idf.il E ZilildShake vidation, first packet |, 3577
192. 249. 64. 249 Wited Sates 147.237.77.216  |dover.idf.il IOO: :";rr‘]dShake vioation, first packet g 2551
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1611
66. 249. 65. 193 I srael 147.237.77.233  |atal.idf.il :g Zi?]dShake violation, first packet g 1006
46.117.71. 103 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 543
46.19. 86. 102 I srael 147.237.77.216  |dover.idf. il Ig: ZiﬂdShake violation, first packet . 500
66. 249, 85. 218 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vidation, first packet |, ., 463
105. 224. 32. 208 South Arica 147.237.72.156  |anan.idf.il Ig: Zi‘/ﬂdShake vidation, first packet |, 370
41.238.89. 7 Egypt 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 350
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 320
46.117.137. 81 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 300
85. 250. 70. 112 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 268
5.29. 219. 246 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 262
79.178. 162. 102 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 198
79.176. 186. 29 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 182
31.154. 148. 180 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 180
79.177.100. 159 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 174
109. 186. 41. 191 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 171
109. 186. 128. 144 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 166
212.235.79.123 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 165
176. 13. 3. 250 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 163
109. 64. 11. 196 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 149
95. 86. 125. 239 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 143
93. 173. 28. 145 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 141
109. 66. 9. 19 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 140
5.29. 168. 162 | srael 147.237.72. 167 i shurimaka. i df . i [Anonal y- TLS-renegoti ation-d i dest - r eset 129
149. 78. 237. 67 Lhited Sates 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 128
109. 67. 124. 163 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 128
84.108. 132. 157 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 127
79.183.161. 192 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 126
79.181.54.19 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 118
109. 67. 135. 44 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 117
87.69. 87. 167 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 113
213.57.232. 251 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 109
87.69.17.6 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 100
109. 64. 159. 145 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 98
109. 65. 163. 250 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 92
85.65.112. 71 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85
93.173. 175. 146 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 84
79.179. 8. 105 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 84
188. 120. 148. 252 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 82
95. 86. 78. 61 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 82
79.178. 169. 46 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 80
66. 249. 83. 155 I srael 147.237.77.216  |dover.idf.il :g Zi?]dShake vioation, first packet g 80
79.177.141. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 79
220.181.108. 151  |china 147. 237. 76. 86 navy. i df i Ig: Zi‘/ﬂdShake violation, first packet g 78
2.54.187.151 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 75
149.78.18. 6 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 69
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Ste

|Name

|Devi ce Action|Oount|

212.29.202. 206 |lsrael 147.237.77.74 |lawidf.il CL000004: HTTP: options nethod (M crosoft) Bl ock 12
79.178.162. 102 |lsrael 147.237.72. 156 |anan.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 11
213.139.53. 3 Jordan 147.237.0.34 |tikshuv.idf.il 7120: TGP, Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 11
213.139. 53. 3 Jor dan 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 7
213.57.157. 77 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 7
31.154.92. 54 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
194.177.16.3 | srael 147.237.77. 216 |dover.idf.il CL000004: HTTP: options nethod (M crosoft) Bl ock 6
87.69. 127. 66 | srael 147.237.77.233 |atal .idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 6
213.57. 243. 61 | srael 147.237.76.86 |navy.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 5
5. 29. 168. 162 | srael 147.237. 72. 167 |i shuri maka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
216.249.102. 195|lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on BEvasi on Bl ock 4
77.242.124. 2 Net her | ands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on BEvasi on Bl ock 4
216.249.102. 195|lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 4
77.242.124.2 Net her | ands 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on BEvasi on Bl ock 4
217.162. 2. 32 St zerl and 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variabl e Decl arati on Evasi on Bl ock 4
100. 3. 166. 100 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
199. 203. 67. 185 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 3
79.176.113. 190 |lsrael 147.237. 72. 156 |anan.i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
80. 179. 208. 238 |l srael 147.237.77.233 |atal .idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
109. 64.177. 138 |l srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46. 19. 85. 54 | srael 147.237.76.86 |navy.idf.il 7120: TQP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
197. 40. 97. 142 Egypt 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
62.210.251.69 [Fance 147.237.77.74 |lawidf.il 17031: HITP. GetSinple OVS File Wl oad B ock 2
89. 139. 163. 51 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.117.97. 221 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
2.52.149. 136 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
84.94. 103. 185 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
109. 66. 4. 130 | srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 2
89. 138. 218. 82 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
37.142. 226. 79 | srael 147.237. 72. 156 |anan.i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
149. 78.187.107 |lhited Sates 147.237.0.34 |tikshuv.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
79. 183. 188. 25 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
109. 64. 60. 71 | srael 147.237. 72. 156 |anan. i df .i | 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
62. 210. 251. 69 Fance 147.237.77.74 |lawidf.il 19780: HITP. Vérdpress Reflex Gallery PHP Upl oad Vul nerability |B ock 1
46. 19. 85. 255 | srael 147.237.77. 226 |waww chanmat z. aka. i df . i1 |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
91.109.247. 173 |Wnited Kingdom |147.237.77.216 |dover.idf.il @025: HITP. access to admini strator/index. php -> Quarantine |B ock 1
85. 65. 5. 175 | srael 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
46. 19. 85. 40 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
37.26. 147. 200 | srael 147.237.72. 166 |aka.idf.il 7120: TGP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
109. 66. 28. 7 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
52.1.90.117 Lhited Sates 147.237.72. 156 |anan.idf .il 13840: TLS. (penSSL Heartbeat Packet B ock 1
89. 138. 224. 214 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
41. 92. 54. 150 Mor occo 147.237.77. 216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
162. 228.52. 228 |lhited Sates 147.237.77. 216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
62.210.251.69 |Fance 147.237.77.74 |lawidf.il 19791: HITP. WrdPress N-Media PHP File Wl oad Bl ock 1
12.111. 58. 130 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
46.117.41. 218 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
213.176. 231. 133 |Russi an Federation |147.237. 77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
91. 200. 12. 55 Lkr ai ne 147.237.77. 216 |dover.idf.il @25: HITP. access to administrator/index. php -> Qiarantine |B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 128
176.12.138.191 |lsrael 147.237.77.216 |dover.idf.il SERVER V\EBAPP generi ¢ server HITP Auth Header buffer overfl ow attenpt 63
99. 48. 176.9 Lhited Sates 147.237.72. 156 |anan.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 48
66. 249. 93. 253 Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sA (2) 8
66. 249. 93. 235 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sA (2) 8
31. 44. 140. 68 | srael 147.237.77.233 |atal .idf.il ET DOB Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 7
80. 243. 189. 34 Uni ted Kingdom [147.237.76.39 |nobile. neitav.idf.il ET SCAN NVAP -sA (2) 4
46.118. 119. 63 Lkrai ne 147.237.76.42 |refuah.idf.il http i nspect: MALTI PLE CONTENT LENGTH HEADER Fl ELDS 3
221.203. 3. 117 Chi na 147.237.77. 227 |e.hanaz.idf.il ET SCAN Potential SSH Scan 3
176.13.13.5 | srael 147.237.77.233 |atal .idf.il ET DO5 Large anount of TGP ZeroWndow - Possi bl e Niller2 DDos attack 3
46.118. 155. 216 |krai ne 147.237.77. 216 |dover.idf.il http_i nspect: MLTI PLE CONTENT LENGTH HEADER FI ELDS 3
218. 65. 30. 107 Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 2
27.251. 80. 58 India 147.237.0.19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 2
218.87.111.107 |China 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
80. 243. 189. 34 United Ki ngdom 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sA (2) 2
93. 189. 25. 174 Austria 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 2
27.251.80. 58 I ndi a 147.237.76.86 |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
89. 248. 174. 100 |Net her| ands 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
80. 243. 189. 34 United Kingdom |147.237.77.19 |lawforumidf.il ET SCAN NVAP -sA (2) 2
62.212.73. 138 Net her | ands 147.237.77.176 |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 2
185. 32. 178. 84 | srael 147.237.72.166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 2
80. 243. 189. 34 Uni ted Ki ngdom 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sA (2) 2
199. 203. 59. 121 |l srael 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.77.234 |halag.idf.il ET SCAN Potential SSH Scan 2
218.236.113. 103 |Korea, Republic of |147.237.76.42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66. 249. 79. 25 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 107 Chi na 147.237.76. 199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
66. 249. 65. 22 Lhited Sates 147.237.77. 226 |ww chanatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
218. 65. 30. 107 Chi na 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 2
27.251. 80. 58 I ndia 147.237.77.121 |e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66. 85. 92. 105 Lhited Sates 147.237.77. 216 |dover.idf.il ET VB SERVER Poi son Nul | Byte 2
221.203. 3.117 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.76.39 |[nobile.neitav.idf.il ET SCAN Potential SSH Scan 2
218.87.111.107 |[China 147.237.77.235 |sviva.idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 107 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
176.13. 19. 190 | srael 147.237.72. 166 |aka.idf.il GPL SCAN nyscan 2
221.203. 3.117 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 2
61.183.128. 6 Chi na 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS wi ndow 1024 2
218. 65. 30. 107 Chi na 147.237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 93. 247 Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 107 Chi na 147.237.0.200 |rdu.idf.il ET SCAN Potential SSH Scan 2
117. 3. 56. 119 \i et nam 147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 2
66. 249. 84. 153 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
199. 203. 59. 121 |Israel 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
27.251. 80. 58 India 147.237.77.234 |halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S’ te ‘ Message
Country
77.125.101. 32 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 11040
41.238.89. 7 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2904
95. 86. 87. 143 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 2857
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1710
5.28.173. 84 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 1594
192.115.83. 5 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1561
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1500
95. 86. 124. 247 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1346
41. 92. 54. 150 Mor occo 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 1251
65. 49. 68. 184 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 800
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 729
195. 62. 14. 158 Lkrai ne 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 574
66.249.81.212 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 560
66.249.65.95  |lnited Qates  |147.237.77. 216 |dover. idr ||V 1 d segnent retransmission. Packet  [Sreaning Engine: TP Invalid drop 558
dr opped. Ret r ansni ssi on
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 552
66.249.81.215 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 550
66.249.81.218 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 531
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 475
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 465
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 462
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 436
66.249.65.92  |Uited Qates  |147.237.77. 216 |dover. idr .||V 1d segment retransmssion. Packet  [Streamng Engine: TP Invalid drop 428
dr opped. Ret r ansnii ssi on
37.26.146.206 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 416
66.249.65.89  |United Qates  |147.237.77. 216 |dover. idr.i|/ V@ 1d segment retransmssion. Packet  [Sreamng Engine: TP Invalid drop 416
dr opped. Ret r ansni ssi on
66.249.84.188 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 392
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 382
66.249.84.194 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 382
66.249.84.182 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 367
66.249.93.160 |Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 363
149. 255. 211. 113]Irag 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 344
66.249.93.164 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 342
179.172.132. 162|Brazil 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 339
66.249. 93. 168 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 315
2.54.143. 18 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 315
79. 180. 250. 136 I srael 147.237.72. 156 |anan. i df .| Ssz;;e”ans"“ wthdifferent wndow o 1cp sequence mnitor  [295
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 293
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 286
70. 39. 186. 88 Satellite Provide|147. 237. 77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 286
82.145.218. 132 |Europe 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 265
212.76.119. 155 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 260
84.109. 98. 60 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 259
85. 250. 247. 37 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 256
79.179.142.101 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN dr op drop 254
124. 240, 197. 192| P TEW 147.237.77. 216 |dover. i of .i|First packet isnt SN drop drop 248
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 232
68. 180.228. 176 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 231
188. 165. 15. 193 |Fance 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 230
192. 35. 17. 16 Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 221
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 219
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 219
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
77.127.97.59  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 438
77.127.97.59
176.13.3.250  [Israel 147.237.0.19  |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 401
176. 13. 3. 250
84.94.67.206  |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 391
84. 94. 67. 206
109. 66. 59. 168 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 181
2.52.191. 18 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Miny of the Sanme Response Code (404) B ock 117
176.12.144.32 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 99
176.12.144. 32
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 65. 92 B ock 98
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 65. 89 B ock 88
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Lhauthori zed URL Access from 66. 249. 65. 95 B ock 85
5. 102. 229. 194 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 84
2.54.175. 240 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 64
109. 253. 158. 23 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sanme Response Code (404) B ock 45
208. 115.113. 88 |lhited Sates |147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 208. 115. 113. 88 B ock 35
149.78. 103. 2 | srael 147.237. 72. 156 |anan. i df .i | D stributed Suspi ci ous Response Gode B ock 30
109. 186. 63. 226 |l srael 147.237. 72. 156 |anan. i df .i | D stributed Suspi ci ous Response Gode B ock 30
; R Distributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il wa navy. i df . i | /] 994- 8613- hel navy. aspx. aspx B ock 30
68.180.228.176 |lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 176 B ock 23
149. 78. 50. 244 | srael 147.237. 72. 156 |anan. i df .i | D stributed Suspi ci ous Response Gode B ock 15
’ S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il W navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 12
79.177.202.196 |lsrael 147.237. 72. 156 |anan. i df .i | O stributed Suspi ci ous Response Gode B ock 11
202. 63. 164. 104 |Chi na 147.237.77. 170 |na@arachot . i df . il PHP Att enpt B ock 10
202. 63. 164. 104 |Chi na 147.237.77. 170 |n@arachot . i df . il D stributed PH? At enpt B ock 10
46. 19. 86. 52 | srael 147.237. 72. 156 |anan.i df .i | D stribut ed Suspi ci ous Response ode B ock
79.182.32.107 |Israel 147.237.0.17 Imny' kosher-kravi T df.1 iy i pied 111egal Paraneter Encoding None 6
R Unaut hori zed URL Access to
213.251.182. 103(France 147.237.77. 176 |mat pash. i df . 1 W cogat . i df . il /sip storagel/ fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 6
204.12.251.37 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wan aka. i df.il/defaul t.aspx B ock 6
176. 12. 136. 100 |Israel 147.237.0.17 lmny' kosher-kravi T df.i iy i pted I11egal Paraneter Encoding None 6
109. 205. 115. 204|Irag 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/arr/ B ock 6
66. 249. 65. 193 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 193 B ock 5
118. 99. 29. 242 |Hong Kong 147.237.77. 170 |n@arachot . i df . il D stributed PH? At enpt B ock 5
93.173.224. 170 |lsrael 147.237. 72. 156 |anan. i df .i | Suspi ci ous Response Code B ock 5
46. 120. 135. 167 |l srael 147.237. 72. 156 |anan. i df .i | O stributed Suspi ci ous Response Gode B ock 5
118. 193. 215. 239|Chi na 147.237.77. 170 |na@arachot . i df . il D stributed PHP At enpt B ock 5
116.212. 127. 206|Hong Kong 147.237.77. 170 |naarachot . i df . i | Dstributed PHP At enpt B ock 5
176.13.3.218  |Israel 147.237.0.17 Imny' kosher-kravi - 1df-1 {1y & i byted 111egal Parameter Encoding None 5
93.172. 160. 207 |l srael 147.237.72. 166 |aka.idf.il Mil tiple Whaut horized URL Access from 93. 172. 160. 207 B ock 5
116. 212. 127. 209|Hong Kong 147.237.77. 170 |na@arachot . i df . il D stributed PHP At enpt B ock 5
: s Par aneter Type M ol ati on PageNumin
68.180.230. 113 |lhited Sates [147.237.77.176|nmatpash.idf.il W cogat . i df . i 1/1043- ar/ cogat . aspx B ock 5
27.126. 188. 85 Hong Kong 147.237.77. 170 |naarachot . i df . i | Dstributed PHP At enpt B ock 5
176.12. 142. 194 I srael 147.237.0.17 lmny— kosher-kravi. i df.i iy i pted I11egal Paraneter Bncoding None 4
178.137.163. 76 |krai ne 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/1283-17155-en/ B ock 4
109. 67.98. 122 |l srael 147.237. 72. 156 |anan.i df .i | Suspi ci ous Response Code B ock 4
2.54.18. 55 | srael 147.237.0. 19 nadi matal .idf.il D stributed Too Many of the Same Response Code (404) B ock 4
197. 41.182. 166 |Egypt 147.237.77. 216 |dover.idf.il O stributed Lhaut hori zed URL Access on waw idf.il//arr/ B ock 4
188. 165. 15. 193 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 193 B ock 4
; s Paraneter Type M ol ati on PageNumin
68.180.230. 113 |lhited Sates [147.237.77.176|nmatpash.idf.il W cogat . i df . i | / 1927 he/ cogat . aspx B ock 4
46.117.212. 187 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
79.176.113. 190 |lsrael 147.237. 72. 156 |anan. i df .i | O stributed Suspi ci ous Response Code B ock 3
216.244.82. 234 |United Sates |147.237.72. 166 |aka.idf. il Wnauthori zed LR Access to Bl ock 3
wwy aka. i df . i | /yohal an/ mai n/ mai n. asp/ t r ackback/
77.127.74.88  |israel 147.237.0.17 |MMy-kosher-kravi.idf-i 1y i 6 111 egal Parameter Encoding from77. 127, 74. 88 None 3
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