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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address

Name

Sum(Packet_Count

‘Attacker Country ‘

IP_Map.site

)

192.198. 151. 43 Eur ope 147.237.72.166  |aka.idf.il IS; Zirr‘ldsmke vioation, first packet |, ., 14593
185. 17. 235. 31 Palestinian Territory, |,/7 537 77 216 |dover.idf.il TC handshake violation, first packet |, 6931
Qceupi ed not syn
185. 17, 235. 31 Pal eSt‘I nian Territory, 147. 237. 77. 176 nat pash. i df i TCP handshake viol ation, first packet drop 6914
Cccupi ed not syn
66. 249. 83. 153 I srael 147.237.0.15 kosher -kravi .i df . IS: ZirgdShake vioation, first packet | 4915
66. 249. 67. 27 I srael 147.237.77.170  |mmarachot.idf.il IS; Zirr‘ldShake violation, first packet |q 4811
66. 249. 93. 164 I srael 147.237.77.216  |dover.idf.il IS: Zi‘lr;dShake violation, first packet |, 4664
52. 28. 175. 49 Lhited Sates 147.237.72.156  |anen.idf.il IS; Zirr‘ldShake violation, first packet |q 4572
66. 249. 78. 146 I srael 147.237.72.166  |akaidf.il IS: Zi‘lr;dShake violation, first packet |, 4314
209. 197. 30. 174 Lhited Sates 147.237.77.216  |dover.idf.il IS; Zirr‘ldShake violation, first packet |q 2966
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 799
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 547
79.176.138.176 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 450
79.177.130. 41 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 448
66. 249. 65. 92 I srael 147.237.77.216  |dover.idf.il IS: Zﬁdsr‘ake vioation, first packet |, ., 410
80. 74. 105. 107 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 378
192. 118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 368
212. 235. 8. 244 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 338
79.183. 29. 70 I srael 147.237.77.216  |dover.idf.il IS: Zﬁdsr‘ake vioation, first packet |, ., 301
87.69. 136. 197 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 294
79. 183. 196. 45 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 291
188. 120. 148. 180 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y- TLS-renegotiation-d i dest - reset 254
109. 64. 3. 210 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y- TLS-renegoti ation-d i dest - reset 240
46.116. 211. 218 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 236
213.57.55. 252 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 232
46.120. 94. 9 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 224
5.29.248. 75 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 216
79.180. 127. 5 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 211
85. 250. 227. 174 | srael 147.237.72. 167 ishurimaka.idf.il |Anonmal y- TLS-renegoti ation-d i dest - reset 206
149. 78.181. 172 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il |Anonal y- TLS-renegotiation-Qi dest - r eset 186
66. 249. 78. 9 I srael 147.237.72.166  |akaidf.il IS: Zi‘lr;dShake violation, first packet |, 161
5.22.130. 250 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 151
213.57. 160. 97 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 147
85. 65. 34. 219 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 134
46. 116. 87. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 132
77.127.186. 41 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 128
82. 166. 75. 248 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 123
46. 116. 123. 226 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 123
199. 203. 67. 245 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y- TLS-renegoti ation-d i dest - reset 122
85. 65. 128. 191 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 121
84.111. 242. 143 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 120
85. 250. 189. 127 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 108
183. 90. 71. 53 S ngapore 147.237.77.216  |dover.idf.il IS: Z?ITShake vioation, first packet | 106
37.142. 4. 252 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 103
46.117.127. 177 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 102
212.116. 166. 10 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 99
66. 249. 78. 254 I srael 147.237.72.166  |aka idf.il IS: Z?ITShake vioation, first packet | 94
93.172.199. 221 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 93
46. 120.241. 14 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 90
79.176. 28. 22 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 84
109. 253. 158. 68 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 81
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry|Target Address |S te |Name |I:evi ce Acti on|Oount |
212.199. 112. 144 |l srael 147.237.76.42 |refuah.idf.il CL000004: HTTP:. options nethod (M crosoft) B ock 24
80. 179. 255. 70 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 18
79. 183. 196. 45 | srael 147.237. 72. 156 |anan.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 13
46.116.211. 218 |l srael 147.237.72. 156 |anan.i df.i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 12
192. 114. 3. 241 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 7
84.108. 251. 157 |lsrael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 6
93.172.131. 98 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 6
82. 166. 75. 248 | srael 147.237.72. 156 |anan.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 6
109. 186. 39. 247 |lIsrael 147.237.0. 34 tikshuv.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
31.168. 194. 6 | srael 147.237.76.42 |refuah.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
87.68.58. 175 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
31. 168. 243. 29 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
2.52.148.122 | srael 147.237.72. 166 |aka.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
77.242.202.237 |Fance 147.237. 77. 226 |ww chanat z. aka. i df .i| |CLO00004: HTTP: options nethod (M crosoft) B ock 5
46. 19. 85. 53 | srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
149. 78. 108. 228 |l srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |CL000004: HITP. options nethod (M crosoft) B ock 4
46. 19. 85. 55 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 4
181. 167. 120. 53 |Argentina 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 4
58. 59. 235. 47 Chi na 147.237.77.233 |atal .idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
81.218.131. 82 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 3
31.168. 84. 199 | srael 147.237. 72. 156 |anan.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
94.188.161. 145 |lsrael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 3
46.19. 85. 251 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
46.19. 85. 218 | srael 147.237.76.31 |nakchal .idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 3
79.176. 191. 89 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 3
79.179. 15. 233 | srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
212.199.57.199 |lsrael 147.237.72. 167 |i shurimaka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46. 120. 81. 133 | srael 147.237.77. 170 |maarachot . i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 2
79.176. 141. 23 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
178. 148. 130. 182 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
46. 19. 85. 54 | srael 147.237.76.30 |hinush.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
5.29.222.136 | srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
85.132.77.12 Azerbai j an 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
46. 19. 85. 39 | srael 147.237.72.166 |aka.idf.il 7120: TCP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
52.1.90. 117 Lhited Sates 147.237.72. 156 |anan.idf.i| 13840: TLS QpenSSL Heartbeat Packet B ock 2
109. 64. 201. 13 | srael 147.237.72. 166 |aka.idf.il 7120: TCQP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
213.8.123. 140 | srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
82.102.169. 113 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
85. 250. 156. 87 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
79.176.168. 225 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
212.150. 174. 180 |l srael 147.237. 72. 156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 2
132.76.50. 5 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |CLO00004: HTTP: opti ons nethod (M crosoft) B ock 2
213.57.176.5 | srael 147.237.76.42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
207.232.27.5 | srael 147.237.72. 166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
46.121. 145. 213 |l srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
31.154.9. 150 | srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
79.182.171. 248 |lsrael 147.237. 72. 156 |aman.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 2
185. 46. 214. 61 Swi t zer| and 147.237. 77. 226 |ww chanat z. aka. i df .i| |CLO00004: HTTP: opti ons nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
99. 48.176. 9 Lhited Sates 147.237.72. 156 |anan.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 223
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 126
66. 249. 64. 151 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 58
66. 249. 65. 37 Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 14
50. 62. 161. 201 Lhited Sates 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 8
66. 249. 65. 16 Lhited Sates 147.237.77.170 |naarachot.idf.il ET SCAN NVAP -sA (2) 6
213.204.103.36 |Lebanon 147.237.77.233 |atal.idf.il ET SCAN NVAP -sA (2) 4
61.183. 128. 6 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN NVAP -sS w ndow 1024 3
223.130. 24. 20 Australia 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 3
221.203. 3. 117 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 3
46.118. 119. 63 Lkr ai ne 147.237.77.74 |lawidf.il http_i nspect: MLTI PLE CONTENT LENGTH HEADER Fl ELDS 3
62.212.73. 138 Net her | ands 147.237.77.227 |e.hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 2
218.87.111.107 |China 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
176. 58. 123. 82 Uni ted Kingdom [147.237.72.156 |anan.idf.il Tehila - Perl LW wth fake user agent 2
218.87.111.107 |China 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 2
37.115. 187. 54 Lkr ai ne 147.237.77.176 |natpash.idf.il http_i nspect: MLTI PLE CONTENT LENGTH HEADER FI ELDS 2
218.87.111. 107 |China 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 2
218.47.6. 149 Japan 147.237.72.156 |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
221.203. 3. 117 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 2
61.183. 128. 6 Chi na 147.237.76. 148 |ggcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
218.87.111.107 |China 147.237.77.170 |maarachot.idf.il ET SCAN Potential SSH Scan 2
66. 249. 65. 26 Lhited Sates 147.237.77. 226 |wwu chanatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
218.87.111.107 |China 147.237.8. 27 e.madi matal .idf.il ET SCAN Potential SSH Scan 2
93. 189. 25. 174 Austria 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 2
218.87.111.107 |China 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 2
221.203. 3. 117 Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
178. 89. 191. 77 Kazakst an 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 2
218.87.111.107 |China 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 2
218. 47. 6. 149 Japan 147.237.76.200 |eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
218.87.111. 107 [China 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
66. 249. 93. 172 Lhited Sates 147.237.77.233 |atal.idf.il ET SCAN NVAP -sA (2) 2
218.87.111.107 |China 147.237.77. 227 |e. hanaz.idf.il ET SCAN Potential SSH Scan 2
218.47.6. 149 Japan 147.237.72.166 |aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
115. 28. 143. 12 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
61.183.128.6 Chi na 147.237.76.30 [hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 2
218.87.111.107 |China 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
23. 95. 82. 26 Lhited Sates 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
113. 240. 250. 157 |[Chi na 147.237.76.200 |eitan.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 174. 100 |Net her| ands 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 232. 237. 250 |Hong Kong 147.237.77.74 |lawidf.il ET SCAN NVAP -sS w ndow 3072 1
64. 34.216. 214 Lhited Sates 147.237.77.235 |[sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179.21.194 |lsrael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
58.55.121. 17 Chi na 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 246. 18. 136 147.237.77.233 |atal.idf.il ET DOS5 Large anount of TGP ZeroWndow - Possi bl e Niller2 DDos attack 1
79.179.180.191 |lsrael 147.237.77.216 |dover.idf.il portscan: TGP Distributed Portscan 1
218.87.111.107 |China 147.237. 0. 35 akavs. i df .i | ET SCAN Potential SSH Scan 1
61.183.128. 6 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187.72.186. 4 Brazil 147.237.76. 199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘Message
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 9530
164. 138. 122. 26 |l srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 1840
149.78.154.69 |Lhited Sates 147.237.77.216|dover.idf.i|F rst packet isn't SN drop drop 1572
197. 160. 197. 116|Eyypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 1457
46. 210. 106. 35 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 796
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 693
109. 253. 102. 233l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 588
183. 90. 71. 53 S ngapor e 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 563
64.251. 40. 254 |lhited Sates 147.237.77.216|dover.idf.i|F rst packet isn't SN drop drop 549
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 519
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 506
95. 86. 112, 22 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 502
109. 253. 32. 241 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 472
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 470
54.72.73. 168 Lhited Sates 147.237.77.216|dover.idf.i|F rst packet isn't SN drop drop 457
2.54.3.213 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 445
164. 138. 123. 145|l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 437
109. 186. 0. 186 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 423
84.228. 195. 249 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 399
2.54.183. 208 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 392
66.249.65.92  |lhited Sates 147. 237.77. 216 |dover i df .|| V3 1 d segnent retransmssion. Packet [Sreamng Engine: TGP Inval id drop 383
dr opped. Ret r ansn ssi on
66.249.65.89  |lited Sates 147. 237. 77. 216 |dover i of i | V@ 1 segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 378
dr opped. Ret r ansni ssi on
37.228.107.45 |lhited Sates 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 336
66.249.65.95  |Uited Sates 147. 237. 77. 216 |dover i of i | V@ 1 d segnent retransmssion. Packet |Sreaning Engi ne: TCP Inval id dr op 332
dr opped. Ret r ansm ssi on
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 327
84. 229. 30. 69 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 323
149. 255. 192. 183]|Irag 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 322
50. 65. 122. 89 Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 291
41. 33. 232. 65 Egypt 147.237.77.216|dover.idf.i|F rst packet isn't SN drop drop 290
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 287
8. 37.227.190 Anonynous Pr oxy 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 272
46. 43. 75. 126 glcis;ilgéan Territory, 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 248
95. 86. 72. 221 | srael 147.237.77.216|dover.idf.i|F rst packet isn't SYN drop drop 247
207. 46. 13. 55 Lhited Sates 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 244
5. 108. 36. 40 Saudi Arabi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 242
31.44.131. 47 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 240
41. 33. 231. 86 Egypt 147.237.77.216|dover.idf.i|FH rst packet isn't SN drop drop 228
207.46.13.135 |Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 208
68.180.228. 176 |Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 207
95. 86. 68. 31 | srael 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 205
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 199
1.38.22.231 India 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 191
79.178.3.192 | srael 147.237.72. 156 |anan.idf . il :g LEt ransmt with different w ndow Bad TCP sequence noni t or 183
188. 165. 15. 193 |Rance 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 175
46.19. 85. 122 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 174
79.183.127. 144 |l srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 169
66. 249. 65. 92 | srael 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 167
205.203.135.1 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 162
66. 249. 65. 89 | srael 147.237.77.216|dover.idf.i|F rst packet isn't SN drop drop 159
66. 249. 65. 95 | srael 147.237.77.216|dover.idf.i|H rst packet isn't SN drop drop 159
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Ste Action ‘Count
82.80.163.88 | srael 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 438
82.80. 163. 88
46.117.26.179 |Israel 147.237.0.19  |nadi matal .idf.i| Too Many of the Sane Response Cbde (404) in Session from Bock  [241
46.117.26.179
2.52.153.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 178
2.54.180.83  |Israel 147.237.0.19  |nadimatal.idf. il 200 oy o \he Sae Fesponse Code (404) i Session from Bock  |166
46. 19. 85. 43 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 150
2.52.8.148 I'sr ael 147.237.0.19 |madimatal .idf.il ;022'\%”3’14"; the Same Response Code (404) in Session from B ock 145
176.12.142.48  |Israel 147.237.0.19  |nadimatal.idf. il Too Mny of the Sane Response Code (404) in Session from Bock  |136
176.12. 142. 48
46. 19. 85. 234 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 128
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il Ml tiple Uhaut horized URL Access from 66. 249. 65. 95 B ock 118
2.52.23.85 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 99
2.54.58. 81 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 93
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 65. 89 B ock 93
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 92 B ock 79
109. 66. 113. 158 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 72
46. 19. 86. 86 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 51
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i | /994- 8613- hel navy. aspx. aspx B ock 44
84.228.153.87 |lsrael 147.237.72. 156 |anan.i df .i| D stributed Suspi ci ous Response Code B ock 27
167.114.64.100 |Lhited Sates [147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 167. 114. 64. 100 B ock 26
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e Whaut hori zed URL Access from 208. 115. 113. 88 B ock 26
79.178.171. 147 |lsrael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to waww aka.idf.il/main/snalin6 s3 B ock 24
197. 160. 197. 116 |Egypt 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 197. 160. 197. 116 B ock 20
208.115.113.88 |Lhited Sates |147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to B ock 20
navy. i df.il/giyus/foruniasp/ show orumasp
197. 160. 197. 116|Hyypt 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 19
46. 19. 86. 4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 17
188. 165. 15. 193 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 193 B ock 16
] R D stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il vawnt navy. i df i | // 994 8613- el navy. aspx. aspx B ock 16
2.54.129. 24 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 15
R Unaut hori zed URL Access to
213. 251. 182. 103[France 147.237.77. 176 |mat pash. i f .| ww cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 12
176.13.12.169 [ srael 147.237.0.19 |madi matal .idf il Too Muny of the Sane Response Cbde (404) in Session from B ock 10
176.13. 12. 169
s O stributed Unaut hori zed URL Access on
115. 78.235. 170 |Vi etnam 147.237.76.86 |navy.idf.il Wi navy. i df . i 1 /] 994- 8613- hel navy. aspx. aspx B ock 10
85. 250. 148. 241 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 9
189. 208. 88. 3 Mexi co 147.237.72. 166 |aka.idf.il PHP Att enpt B ock 9
79.183. 217. 15 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 8
109. 66. 7. 89 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 8
Dstributed Paraneter Type Mol ation on
46. 116. 77. 60 | srael 147.237.0.16  |ny-kosher-kravi.idf.il ny-kosher-kravi.idf.il/tenpl ates/| ogi n/l ogi n. aspx par anet er B ock 8
Mast er $Cont ent Pl aceHol der 1$passwor d
94. 23. 30. 222 France 147.237.77.74 |lawidf.il Mil tiple Uhaut horized URL Access from 94. 23. 30. 222 B ock 8
176.13.12. 169 |Israel 147. 237.77. 243 |nubi l e.i df .i Paraneter Type Violation QirentPassword in Bock |8
nobi | e. i df .i|/sachar/changepassword
213.57.106. 115 |Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 8
L Unaut hori zed URL Access to
176.13.16. 101 |l srael 147.237.77. 243 |mubi | €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock i
84.132.43.116 |Cer nany 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 84. 132.43. 116 B ock 7
46.120. 142. 235 |Israel 147.237.0.17 Im””' kosher-kravi 1 df-1 1y i puted 111 egal Parameter Bncoding None 6
176.13.18.206  |Israel 147.237.017 [P kosher-kravi. 1df-i 15y ot i jted 111 egal Paraneter Bncoding None 6
79.183.117. 125 |lsrael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
27.126. 188. 85 Hong Kong 147.237.77. 170 |naarachot . i df . i | PHP At t enpt B ock 5
Dstributed Paraneter Type Mol ation on
212.150. 174. 180|l srael 147.237.0.16  |ny-kosher-kravi.idf.il ny-kosher-kravi .idf.il/tenpl ates/|ogi n/l ogi n. aspx paranet er B ock 5
Mast er $Cont ent Pl aceHol der 1$passwor d
116. 212. 127. 209|Hong Kong 147.237.77. 170 |naarachot . i df . i | D stributed PH? At enpt B ock 5
] s Unaut hori zed URL Access to
216.244.82.234 |lhited Sates |147.237.72.166 |aka.idf.il wn aka, i df . i | / yohal an/ nai v i n. asp t r ackback/ B ock 5
38.111.147.84 |lhited Sates |[147.237.77.74 |lawidf.il Ml ti pl e Unaut hori zed URL Access from 38.111. 147. 84 B ock 5
S D stributed Lhaut hori zed URL Access on
37.26.146.151 |lsrael 147.237.77. 243 |nobi | e.i df . i | mobi 1 e. i of .1 // cat egor yt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 5
86. 98. 78. 213 ;:ill::tdesﬁ’ab 147.237.77. 170 |naar achot . i df . i | O stributed PHP At enpt B ock 5
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