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|Top Attackers | n DDoS- Def ence |

Attacker

Device

Sum(Packet_Count

Attacker

‘Target

‘IP_Map.site ‘Name

Address Country Address Action )
46.116. 218. 58 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 3396
5.28.178. 122 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake violation, first packet g 2727
149. 78. 154. 69 Lhited Sates 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 2561
77.127.204. 103 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 691
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 590
31. 168. 122. 149 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 511
79. 176. 20. 189 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 476
93.173.134.194 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 466
5.28.172.122 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 422
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 412
84. 229. 192. 50 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 407
192. 118. 30. 102 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 364
87.69. 139. 206 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 344
82.166. 212. 94 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 341
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 321
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 320
46.117. 45. 60 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 316
82.166. 183. 229 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 307
79.181. 150. 249 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 293
87.68. 66. 10 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 275
79.181.22.12 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 240
46.120. 17. 162 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 204
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 199
84.111.234. 21 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 198
37. 60. 40. 37 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 195
220. 181. 108. 86 Chi na 147. 237. 76. 42 refuah.idf.il Ig: Zi‘/';dShake vidation, first packet |, 188
132. 68. 89. 173 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 181
79.183. 27. 26 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 180
213.57.89. 62 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 179
46.117. 175. 200 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 177
93.172. 36. 12 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 176
84. 229. 170. 224 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 170
79.181.61. 116 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 156
147.235.236. 1 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 147
37.26. 147. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 141
80. 179. 93. 88 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 134
79.181. 205. 4 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 131
85. 250. 247. 25 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 124
77.127.237. 243 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 119
79. 183. 49. 246 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 107
46. 19. 86. 158 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 104
37.26.146. 216 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 104
87.69. 110. 86 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 101
37.142.4.179 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 96
212.199. 61. 93 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 95
2.52.131.211 | srael 147.237.72. 167 i shuri maka. i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 89
178. 162. 217. 137 Ger many 147.237.77. 216 dover.idf.il DOB- HITP-fi ref | ood dest - r eset 87
80.178.197. 185 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 86
109. 160. 226. 48 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85
77.127.204.103 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 84
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry Target Address |Ste

77.127. 204. 103 |israel 147. 237. 72. 156 |anan. i of . i | Qazgﬁoﬁ Segment Qverlap Wth Different Data, e.g., B ock 48

80. 179. 223. 31 | srael 147.237.77. 176 [nat pash. i df . i | C1000004: HITP:. options nethod (M crosoft) B ock 18

87.69.139.206 |l srael 147.237.72. 156 |anan. i of . | 7120 TP Segrent. Qverlap Wth Dfferent ita, e.g., B ock 16
Fagrout e

79.183.116.96 [l srael 147.237.77. 216 |dover. i of .i | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 13
Fagroute

82.102. 169. 113 |l srael 147.237.72. 167 |i shuri maka. i f . gigrolf Segent Qverlap Wth Different Data, e.g., B ock 11

95. 179. 9. 49 Russi an Federation 147.237.77. 176 |nat pash. i df .i | C1000108: HITP. Trying to | ocate existing FQKedi tor B ock 9

79.183. 151. 146 [l srael 147.237.77. 216 |dover. i df . i1 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 9
Fragrout e

84.108.82.58  |Israel 147.237.72. 156 |anan. i of . | 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g., B ock 8
Fragroute

37.142.198.45 |[Israel 147.237.72. 166 |aka.i f . 7120 TP Segrent Qverlap Wth Different Cata, e.g., B ock 8
Fragrout e

46.19.85.230  |israel 147.237.77. 216 |dover. i f i1 |20 TP Segment Qverlap Wth Different Data, e.g., B ock 6
Fragroute

84.94.26.133  [Israel 147.237.77. 233 |atal i cf i1 7120 TP Segrent Qverlap Wth Different Cata, e.g., B ock 6
Fragrout e

84.94.181.145 | srael 147.237. 77. 216 |dover . i of . | ngmlf Segnent Qverlap Wth Dfferent Data, e.g., B ock 6

132.70. 66. 14 | srael 147.237.77.74 |lawidf.il C1000004: HITP:. options nethod (M crosoft) B ock 6

192.117. 105. 148|l srael 147.237.77.74 |lawidf.il C1000004: HITP:. options nethod (M crosoft) B ock 5

46.19.85.137  |israel 147.237.77. 216 |dover. i of i1 |/*20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 5
Fagrout e

46.19.85.128  [Israel 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wih Different Cata, e.g., B ock 4
Fragroute

46.19.85.106  |Israel 147.237.77. 216 |dover. i of i1 |/+20 T Segnent Qverlap Wth Dfferent Data, e.g., B ock 4
Fagrout e

79.180.218.43 |israel 147.237.77. 233 |atal .idf il 7120 TP Segrent Qverlap Wih Different Cata, e.g., B ock 4
Fragroute

46.19.85.187  |israel 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 4
Fagrout e

46. 19. 85. 29 I srael 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wih Different Cata, e.g., B ock 4
Fragroute

46.19.85.254  |israel 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 4
Fagrout e

46.19.85.115  [Israel 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wih Different Cata, e.g., B ock 4
Fagroute

46.19. 85. 70 I'srael 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 4
Fagrout e

109. 67. 170. 69 I srael 147.237.77. 170 [n@arachot .i df.i| |C1000004: HITP. options nethod (M crosoft) B ock 4

84.108. 130. 89 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4

5.29.176.148 [ srael 147.237.72. 166 |aka.i df . 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 4
Fragrout e

46.19. 85. 48 I srael 147. 237. 77. 216 |dover. i df .i | 7120 TCP. Segrent Qverlap Wih Different Cata, e.g., B ock 4
Fragroute

46.19.85.147  |Israel 147.237.77. 216 |dover. i df . i 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 4
Fragrout e

46.19. 85. 13 I srael 147. 237. 77. 216 |dover. i df .i | 7120. TP Segrent Qverlap Wth Offerent ata, e.g., B ock 3
Fragroute

212.179. 222. 212|l srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 3

46.19. 85. 91 I'srael 147.237.77. 216 |dover. i of i1 |/*20 T Segnent Qverlap Wth Dfferent Dta, e.g., B ock 3
Fagrout e

79.180. 119. 163 |Israel 147.237.76. 42 |refuanidr.il |20 T Segnent Qverlap Wth Dfferent Data, e.g., B ock 3
Fagroute

46.19. 85. 28 I'srael 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 3
Fagrout e

46.19. 85. 45 I'srael 147.237.76. 42 |refuanidr.il |20 T Segnent Qverlap Wth Dfferent Data, e.g., B ock 3
Fagroute

83. 244 5. 151 Pal est_l nian Territory, 147.237.77. 176 |mat pash. i o . i 7120: TGP Segnent Qverlap Wth Different Data, e.g., B ock 3
Qcecupi ed Fragroute

46.19.85.107  |Israel 147.237.76.86 |navy.idf.il 7120: TQP. Segnent Qverlap Wth Dfferent Data, e.g., B ock 3
Fagroute

46.19.85.245  |israel 147.237.77. 216 |dover. i of i1 |/*20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 3
Fagrout e

46. 19. 85. 31 I srael 147.237.77. 216 |dover. i of . i 7120. TP Segrent Qverlap Wth Offerent Data, e.g., B ock 3
Fagroute

46.19.85.116  |Israel 147.237.77. 216 |dover. i of i1 |/*20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 3
Fagrout e

119. 150. 113. 44 |Paki stan 147. 237. 77. 216 |dover. i cf . i | Ezgrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 3

79.182.6.167  |Israel 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 3
Fagrout e

109. 66.104.60 | srael 147.237.76. 42 |refuanidr.il |20 T Segnent Qverlap Wth Dfferent Data, e.g., B ock 2
Fagroute

5.102.254.28  |Israel 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
Fagrout e

198. 48. 202. 138 |Canada 147. 237. 77. 216 |dover. i df .i | Ezgrolf Segrent Qverlap Wth Dfferent Data, e.g., B ock 2

46.19.85.250  |israel 147.237.76.42 |refuanich.il |20 T Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
Fagrout e

46.19.85.212  |israel 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wih Different Cata, e.g., B ock 2
Fagroute

46.19. 85. 83 I'srael 147.237.77. 216 |dover. i of i1 |/+20 TP Segnent Qverlap Wth Dfferent Dta, e.g., B ock 2
Fagrout e

132. 70. 159. 194 |l srael 147.237.77.74 |lawidf.il C1000004: HITP. options nethod (M crosoft) B ock 2

46.19.85.165 |Israel 147.237.77. 216 |dover. i df . i 7120: TP Segrent Qverlap Wth Different Cata, e.g., B ock 2
Fragrout e

46.19. 85. 43 I srael 147. 237. 77. 216 |dover . i of . | ngmlf Segnent Qverlap Wth Dfferent Data, e.g., Bl ock 2
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|Top Attackers In |D|

A tacker

‘Attacker Qount ry Target Address ‘S te Name ‘Count
Addr ess

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 32
182. 50. 130. 105 |9 ngapor e 147.237.72. 166 |aka.idf.il Tehila - Perl LW wth fake user agent 8
82. 166. 22. 63 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 4
43. 255. 188. 130 |Japan 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 3
43. 255. 188. 130 |Japan 147.237.76. 34 |yohal an.idf.il ET SCAN Potential SSH Scan 3
41.141. 218. 244 |Mor occo 147.237.77. 216 |dover.idf.il SERVER WEBAPP | ogi n. ht m access 3
43. 255. 188. 130 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 3
46.119. 115. 165 |krai ne 147.237.77.74 |lawidf.il http i nspect: MLTI PLE CONTENT LENGTH HEADER Fl ELDS 3
43. 255. 188. 130 |Japan 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 3
43. 255. 188. 133 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
199. 203. 59. 121 |l srael 147.237.76.39 |[nobile neitav.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
43. 255. 188. 130 |Japan 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
109. 66. 6. 175 | srael 147.237.76.86 |navy.idf.il http i nspect: MLTI PLE HOST HEADERS DETECTED 2
43. 255. 188. 130 |Japan 147.237.77. 170 |na@arachot . i df . il ET SCAN Potential SSH Scan 2
79.176.9.9 | srael 147. 237. 77. 216 |dover. i df .i | aEtrtiiS Large amount of TCP ZeroWndow - Possible Niller2 Dos )
93.184.2. 74 g:alcis;i':('ja” Territory, 147.237.77. 176 |nat pash. i f .| ET SCAN NVAP -sA (2) 2
66. 249. 78. 79 Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 130 |Japan 147.237.72. 167 |i shuri maka.idf.il ET SCAN Potential SSH Scan 2
176.58.123.82 |United K ngdom 147.237.77. 170 |n@arachot . i df . il Tehila - Perl LW with fake user agent 2
43. 255. 188. 130 |Japan 147.237. 77. 226 |[wwn chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 2
43. 255. 188. 130 |Japan 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
176.13.12. 6 | srael 147.237. 72. 156 |anan.i df .i | GPL SCAN nyscan 2
199. 203. 59. 121 |l srael 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 130 |Japan 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237.77. 179 |e.nazi .idf .il ET SCAN Potential SSH Scan 2
66.249. 81. 168 |Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 130 |Japan 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 2
212.179.21. 194 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 2
43. 255. 188. 130 |Japan 147.237.76. 31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 67. 79 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 183. 128. 6 Chi na 147.237.0. 35 akavs. i df.il ET SCAN NVAP -sS w ndow 1024 2
41. 141. 218. 244 [Mor occo 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 2
43. 255. 188. 130 |Japan 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 135 |Japan 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 135 |Japan 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2
176.13.12. 6 | srael 147.237. 72. 156 |anan. i df .i | | NDI CATOR- SCAN nyscan 2
43. 255. 188. 130 |Japan 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
85. 64. 76. 56 | srael 147.237.72. 166 |aka.idf.il portscan: TGP O stributed Portscan 1
2.52.128.0 | srael 147.237.72. 166 |aka.idf.il portscan: TGP O stributed Portscan 1
62.219.83.119 |lsrael 147.237.76. 198 |e.yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
201.65.173.34 |Bazil 147.237.76. 196 |e. sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255. 188. 135 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
130. 185. 74. 152 |lran, |slamc Republic of 147.237.76. 196 |e. sviva.idf.il ET SCAN Potential SSH Scan 1
43. 255. 188. 132 |Japan 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237. 8. 27 e nadimatal .idf.il ET SCAN NVAP -f -sS 1
37.220.14.122 |United Ki ngdom 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.179.37.171 |lsrael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 1
217.25.26. 142 |Azerbaijan 147.237.77. 179 |e.nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1
60. 18. 162. 244 |Chi na 147.237.76.86 |navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Message

5.254.97. 104 Romani a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5365
84.108. 69. 223 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4783
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 4127
46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2487
213.57. 146. 37 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 2371
46.121.29. 119 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2292
212.76.114.13 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2177
2.54.15.125 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1901
212.76.119. 229 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1731
46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 1400
79.183.129. 71 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 1327
95. 86. 98. 18 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1325
85. 65. 0. 129 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1306
79.182. 39. 238 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1195
82. 166. 22. 63 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1121
2.54.170. 145 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1047
77.125.141. 171 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1030
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1020
79.179. 207. 250 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 864
82.166. 243. 162 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 810
46.117.212. 244 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 793
149.88. 77.187 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 770
79.182.164. 249 |lsrael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 751
46.121. 211. 156 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 743
192. 116. 160. 248|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 729
192. 116. 48. 203 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 721
2.54.142. 105 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 678
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 629
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 614
95. 86. 118. 172 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 611
46. 210. 133. 223 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 538
79.181. 152. 198 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 536
2.52.25.109 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 525
164.138.117. 95 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 511
46.19. 86. 224 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 504
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 485
2.52.159. 79 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 476
109. 186. 0. 186 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 466
46. 19. 86. 152 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 460
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 456
84.228.100. 192 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 451
192. 116. 164. 166|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 451
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 446
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 444
46. 19. 86. 113 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 428
66.249.78.166 |United Qates |147.237.77. 216 |dover.idf. | V31 d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 428

dr opped. Ret r ansni ssi on
69.118. 118. 123 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 421
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmssion. Packet - (Sreaning Engine: TGP Invalid drop 405
dr opped. Ret r ansni ssi on

132.71.141. 22 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 402
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf .| V3 d segnent retransmssion. Packet - (Streaning Engine: TCP Invalid drop 398

dr opped.

Ret r ansnil ssi on
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Devi ce

Attacker Address |Attacker Qountry Target Address |dte Action ‘Count
37.26.147.199 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 520
37.26. 147. 199
2.54.154.0 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 401
46. 19. 85. 75 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 399
2.54.157. 177 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 358
176.13.0. 23 I sr ael 147.237.0.19 |nadimatal .idf.il I‘;‘é '\1";”38 °2f3the Sane Response (bde (404) in Session from g 345
46.19. 86. 143 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 251
46.19. 86. 21 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 231
46.19. 86. 206 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 205
176. 12. 138. 218 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 95
176. 13. 23. 50 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 86
176.13.20. 111 |Israel 147.237.0.19  |nadimatal.idf.il Too Mny of the Sane Response Code (404) in Session from g . gg
176.13. 20. 111
46.19. 86. 175 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 82
89.138.16.145 |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response (bde (404) in Session from g 81
89. 138. 16. 145
79.177.24.126 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 79
2.54.38.143 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 77
80. 246. 136. 10 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 73
46.19. 86. 112 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 71
46.120.48.135 | srael 147.237.0.19  |nadimatal.idf.il Too Many of the Sane Response Code (404) in Session from g, 179
46.120. 48. 135
46.19. 86. 192 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 69
37.142.1.181 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 65
37.142. 0. 147 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 64
) S Too Many of the Sane Response Code (404) in Session from
176.12.139. 114 |l srael 147.237.0.19 |nadimatal .idf.il 176. 12. 139, 114 B ock 57
’ s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wa navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 54
176.13. 1. 179 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 53
46. 19. 86. 142 | srael 147.237.0.19 |nadimatal.idf.il DO stributed Too Many of the Sane Response Code (404) B ock 46
2.52.163. 248 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 25
176. 12.138. 78 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 20
46.116. 148. 221 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 19
176. 12. 140. 166 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 16
80. 246. 136. 241 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 16
46. 19. 85. 223 | srael 147.237.0.19 |nadimatal.idf.il DO stributed Too Many of the Sane Response Code (404) B ock 15
157. 55. 39. 62 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 62 B ock 14
79.176.168. 160 |lsrael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to www aka.idf.il/main/snalin6 s3 |B ock 13
212.179.21.194 |lsrael 147.237. 76. 147 |chi nuch. aka.i df .i | Mil ti pl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 13
79.178. 206. 254 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 12
109. 18. 44. 13 France 147.237.72. 166 |aka i df . il Mil tipl e Uhaut horized URL Access from 109. 18. 44. 13 B ock 11
2.54.32.36 I s ael 147. 237.77. 243 |nbil e, i df i Paraneter Type M ol ation QurrentPassvord in Bl ock 11
nobi | e. i df.il/sachar/changepasswor d
2.54.184. 64 I srael 147.237.0.19 nadi matal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 10
46.19. 86.7 I sr ael 147.237.0.19 |nadimatal .idf.il Igol'g”g;"?f the Sane Response Code (404) in Session from g 10
5. 255. 253. 33 Russi an Federation 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 5. 255. 253. 33 B ock 9
5.28.137. 37 I srael 147. 237.72. 156 |anen. i df .1 Too Miny of the Same Response Code (400) in Al Sources B ock 8
from5. 28. 137. 37
s Unaut hori zed URL Access to
213. 251. 182. 103[France 147.237.77. 176 |mat pash. i o . vwv cogat . i df il /sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock !
157.55.39.17  |Uhited Sates 147.237.0.34  |tikshuv.idf.il Distributed thaut horized LRL Access on Bl ock 7
ww ti kshuv. i df .il//sitelunsel ecat bl e. aspx
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 7
176.13.4.156  |Israel 147.237.0. 17 r“”y'kOSher'kraV"'df" Mitiple I11egal Paraneter Encoding from 176.13.4.156 None 7
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 7
Pal estini an Territor Unaut hori zed URL Access to
185. 6. 59. 58 Ceeuni ed Y1147, 237. 77. 176 nat pash. i df .i | waw;, cogat . i df . i |/tenpl at es/ honmepage/ ww yout ube. cond v/ 3g5 |B ock 7
P lei 5nuhg
176.12.151. 131 |lsrael 147.237.77. 243 |nobile.idf.il Paraneter Type Mol ation Password in nobile.idf.il/sachar/login |B ock 7
198. 100. 144. 55 |Canada 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka.idf.il/defaul t.aspx B ock 6
46.19. 86. 100 | srael 147.237.72. 166 |aka i df . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 6
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