06-22-2015-00:00:09 to 06-23-2015-00:00:09

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Target s |
200, 00044
150, 0001 M dover.idf.il
. M nadi matal .idf.il
100, 000+ W aka idf.il
i Miawidf.il
Number . M rat pash. i df . i |
thcks 50, 000 Wi shuri maka.idf. |
W atal.idf.il
M anan. i df i |
refuah.idf.il
M tikshuv.idf.il

Top Tar get

W 195.191. 148. 7
185. 4. 253. 19
I 208. 75. 148. 14
216. 87.168. 22
W 141.0.13.18
M 212. 25. 102. 63
[ 192. 117. 159. 82
M 95. 86. 70. 28
212.179.21.194
M 192. 115. 248. 2

Top Attackers



06-22-2015-00:00:09 to 06-23-2015-00:00:09

|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target

‘Device Sum(Packet_Count

‘ IP_Map.site
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195. 191. 148. 7 Rl gari a 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 208340
packet not syn

66. 249. 73. 211 | srael 147.237.77.74  |lawidf.il TCP handshake viol ation, first drop 164818
packet not syn

208. 75. 148. 14 Lited Sates 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 142421

packet not syn
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 124005
TCP handshake vi ol ation, first

216. 87. 168. 22 Lhited Sates 147.237.77.216  |dover.idf.il drop 71457
packet not syn

185. 4. 253. 19 Lebanon 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 67128
packet not syn

66. 249. 79. 65 I srael 147.237.72.166  |akaidf.il TP handshake violation, first drop 58424
packet not syn

37.76. 216. 9 Pal est_l nian Territory, 147. 237. 77. 176 nat pash. i df i TCP handshake vi ol ation, first drop 34080
Qccupi ed packet not syn

41. 38. 63. 163 Egypt 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 24086
packet not syn

66. 249. 65. 48 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 23750
packet not syn

185. 26. 182. 32 Eur ope 147.237.0. 34 ti kshuv. i df . i TP handshake violation, first drop 18392
packet not syn

66. 249. 73. 219 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 18195
packet not syn

66. 249. 67. 38 I srael 147.237.77.226  |waw chamat 7. aka. i of .11 | 1< handshake violation, first drop 17207
packet not syn

66. 249. 73. 203 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 15850

packet not syn
216. 87. 168. 22 Lhited Sates 147.237.77. 216 dover.idf.il HITP-M SC Sl owl ori s- DOS- Var 1 dest - r eset 12278
TCP handshake vi ol ation, first

217.118.95.120  |Russian Federation  |147.237.72.166 |akaidf.il drop 10908
packet not syn

66. 249, 78. 204 I st ael 147.237.77.176  |natpash.idf.il TQP handshake viol ation, first drop 10339
packet not syn

5. 255. 253, 152 Russian Federation  |147.237.77.74  |lawidf.il TCP handshake viol ation, first drop 9572
packet not syn

66. 249. 79. 2 I st ael 147.237.72.166  |aka.idf.il TQP handshake viol ation, first drop 8197
packet not syn

66. 249. 65. 51 I srael 147.237.77.74  [lawidf.il TCP handshake viol ation, first drop 7177
packet not syn

213.251.182. 114  |France 147.237.77.216  |dover.idf.il TQP handshake viol ation, first drop 6841
packet not syn

41.33.232. 65 Egypt 147.237.77.216  |dover.idf.il TQP handshake viol ation, first drop 5370
packet not syn

200.53.156.138  |Mexi co 147.237.77.216  |dover.idf.il TQP handshake viol ation, first drop 4792
packet not syn

157. 150. 193. 1 Lhited Sates 147.237.77.216  |dover.idf.il TQP handshake viol ation, first drop 4670

packet not syn
216. 87. 168. 22 Lhited Sates 147.237.77.216 |dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4422
TP handshake vi ol ation, first

66. 249. 78. 104 I srael 147.237.77.170  |naarachot.idf.il drop 3639
packet not syn

66. 249. 64. 16 I srael 147.237.77.74  |lawidf.il TQP handshake violation, first drop 3575
packet not syn

82. 80. 54. 195 I srael 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 3372

packet not syn
208. 75. 148. 14 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3338
TCP handshake viol ation, first

81.98. 199. 169 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il drop 3164
packet not syn

192.114.7.2 I'sr ael 147.237.77.216  |dover.idf.il TP handshake viol ation, first dr op 3138
packet not syn

141.0.13. 18 Nor way 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 3030
packet not syn

66. 249. 64. 29 I srael 147.237.77.74  [lawidf.il TP handshake viol ation, first drop 2903
packet not syn

80.246.130.241  |Israel 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 2885
packet not syn

66. 249. 78. 159 I srael 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 2824
packet not syn

46. 19. 86. 254 I srael 147.237.77.216  |dover.idf.il TQP handshake violation, first drop 2772
packet not syn

84.228.19. 116 I srael 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 2749

packet not syn
0.0.0.0 147.237.77. 216 dover.idf.il HITP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 2730
TCP handshake vi ol ation, first
packet not syn

208. 75. 148. 14 Lhited Sates 147.237.77. 216 dover.idf.il HITP-M SC Sl owl ori s- DOS- Var 1 dest - r eset 2489
TCP handshake viol ation, first

82. 109. 66. 145 United Ki ngdom 147.237.77. 216 dover.idf.il drop 2623

66. 249. 65. 45 I srael 147.237.77.74  |lawidf.il drop 2140
packet not syn

76. 164. 214. 86 Lhited Sates 147.237.77.216  |dover.idf.il TP handshake viol ation, first drop 2127
packet not syn

66. 249. 64. 151 I srael 147.237.77.233 |atal.idf.il TQP handshake violation, first drop 1575
packet not syn

220.181.108.104 |China 147.237.76.42  |refuah.idf.il TCP handshake viol ation, first drop 742
packet not syn

220.181. 108. 160  |Chi na 147.237.76.42  |refuah.icf.il TQP handshake violation, first drop 709
packet not syn

12.184. 167. 11 Wited Sates 147.237.77.216  |dover.idf.il TCP handshake viol ation, first dr op 623
packet not syn

87.69. 20. 217 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 540

176. 12. 142. 65 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 517

66. 249, 64. 151 I st ael 147.237.77.74  |lawidf.il TQP handshake viol ation, first drop 497
packet not syn

66. 249. 64. 26 I srael 147.237.77.74  |lawidf.il TCP handshake viol ation, first drop 437

packet not syn
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Ste

|Name

|Devi ce Action|Oount|

184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Pernit 316
184.173.183. 172 |Lhited Sates 147.237.77.233 |atal .idf.il 7610: | P Reputation Pernit 205
184.173.183. 172 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N _40- 59 Pernit 119
184.173.183. 172 |Lhited Sates 147.237.0.34  |tikshuv.idf.il DVRep_P- N 40- 59 Permt 100
128.242.249.12 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Pernit 57
213.251.182. 114 |Fance 147.237.77. 216 |dover.idf.il 8262: HITP. S oworis DoS Tool Bl ock 36
87.240.182. 185 |Russi an Federation [147.237.77. 176 |nat pash.idf . il 2273: HITP. ../ Drectory Traversal Beyond VébRoot (level 1) Per nint 30
194. 114. 146. 227 |l srael 147.237.0.34  |tikshuv.idf.il C1000004: HITP: options nethod (M crosoft) B ock 24
5.45.134. 57 Jordan 147.237.77. 216 |dover.idf.il Q017: HITP. Malicous User Agent FOCA Bl ock 16
46.137.134. 188 |lreland 147.237.72. 156 |anan.idf .i | DVRep_P- N 40- 59 Permt 10
46.137.134. 188 |lreland 147.237.72. 166 |aka.i df .il DVRep_P- N 40- 59 Pernit 10
212.29.223.130 |lsrael 147.237. 77. 226 |wwn chanat z. aka. i df . i1 |CLO0O0004: HTTP. options nethod (M crosoft) Bl ock 7
37. 49. 55. 39 Cer many 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
217.118.79. 23 Russi an Federation |147.237.77. 233 |atal .idf.il DVRep_B-N 60_100 Bl ock 6
95. 86. 127. 10 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i1 |CL000004: HTTP:. options nethod (M crosoft) Bl ock 6
46.19. 85. 212 | srael 147.237.76.31 |[nakchal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
213.57.167. 152 |lsrael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 5
85. 64. 128. 110 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
218.77.79.43 Chi na 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 5
37.26. 147. 230 | srael 147.237.77. 176 |nat pash. i df .i | 14170: HITP. B ank User-Agent (descriptor but no string) Bl ock 5
218. 77.79. 43 Chi na 147.237. 76. 147 |chi nuch. aka.i df .i | DVRep B-N 60 100 Bl ock 4
218.77.79.43 Chi na 147.237.76.42 |refuah.idf.il DVRep _B-N 60 100 B ock 4
85. 130. 130. 44 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
73.200.121.113 |lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
71. 6. 165. 200 Lhited Sates 147.237.76.200 |eitan. aka.idf . il DVRep_B-N 60 _100 B ock 4
108. 220. 160. 235|Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
218. 77.79. 43 Chi na 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 Bl ock 3
218.77.79.43 Chi na 147.237.76. 199 |e. nakchal i df .i | DVRep B-N 60_100 Bl ock 3
66.240.192. 138 |Lhited Sates 147.237.72. 166 |aka.i df .il DVRep B-N 60_100 B ock 3
198. 20. 69. 98 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60 _100 B ock 3
218.77.79.43 Chi na 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60 _100 B ock 3
37.26.147. 138 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 3
66.240.192. 138 |lhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 Bl ock 3
218.77.79.43 Chi na 147.237.76.200 |eitan. aka.idf . il DVRep B-N 60_100 Bl ock 3
218.77.79.43 Chi na 147.237.76. 197 |e. hi nush.i df .i| DVRep_B-N 60 _100 B ock 3
50. 56. 74. 143 Lhited Sates 147.237.77.74 |lawidf.il 19863: HITP. VerdPress Revslider/ Showbi z PHP Fi |l e Wl oad Bl ock 3
85. 25. 103. 50 CGer nany 147.237.76.34 |yohal an.idf.il DVRep_B-N 60 _100 B ock 3
71.6.165. 200 Lhited Sates 147.237.77. 170 |naar achot . i df . i | DVRep_B-N 60_100 Bl ock 3
66.240.192. 138 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 Bl ock 3
218.77.79.43 Chi na 147.237.76.201 |e.atal .idf.il DVRep _B-N 60 100 Bl ock 3
71.6.135. 131 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60 _100 B ock 3
218.77.79.43 Chi na 147.237.76.177 |ncore.idf.il DVRep_B-N 60 _100 B ock 3
218.77.79.43 Chi na 147.237.76.198 |e.yohal an.i df .i | DVRep_B-N 60 _100 B ock 3
218.77.79. 43 Chi na 147.237.76.34 |yohal an.idf.il DVRep_B-N 60_100 Bl ock 3
66. 240. 192. 138 |Lhited Sates 147.237.0.33  [idf.il DVRep_B-N 60_100 B ock 3
71.6.135. 131 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60_100 Bl ock 3
188. 138. 9. 50 Ger nany 147.237.0.34  |tikshuv.idf.il DVRep_B-N 60 _100 B ock 3
71.6.167. 142 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60 _100 B ock 3
218.77.79. 43 Chi na 147.237. 76. 148 |gqcenter. aka. i df .i | DVRep_B-N 60_100 Bl ock 3
66. 240. 192. 138 |Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 3
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|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34.150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 88
85. 250. 140. 105 |l srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 9
66. 249. 64. 34 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
31.184. 242. 17 Russi an Federation |147.237.77.216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
66. 249. 64. 21 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
193. 107. 17. 72 Russi an Federation |147.237.76.38 |e.e.neitav.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
61.183.128. 6 Chi na 147.237.76.39 |[nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 3
176. 12. 150. 238 |l srael 147.237.76.30 |hinush.idf.il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos attack 3
81.218. 77. 162 I srael 147.237.76.31 |nakchal .idf.il GPL SCAN nmap TCP 3
43. 255. 188. 134 |Japan 147.237.77. 226 |ww chanatz.aka.idf.il |ET SCAN Potential SSH Scan 3
66. 249. 73. 219 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61.240.144.64 |China 147.237.72. 167 [ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 2
199. 203. 59. 121 |l srael 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
66. 249. 73. 211 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 133 |Japan 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
199. 203. 59. 121 |l srael 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
46. 19. 85. 231 | srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 2
66. 249. 64. 24 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 16 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 133 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 130 |Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
58. 20. 54. 249 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 1024 2
43. 255. 188. 134 |Japan 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 133 |Japan 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 67 Chi na 147.237.77.178 |e.nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 2
61. 240. 144. 66 Chi na 147.237.76.31 [nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 134 |Japan 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
61. 240. 144. 67 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 2
61.183.128. 6 Chi na 147.237.72. 167 |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 134 |Japan 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 2
216. 87. 168. 22 Lhited Sates 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 2
54. 90. 152. 65 Lhited Sates 147.237.77.176 |natpash.idf.il Tehila - Perl LW wth fake user agent 2
193. 107. 17. 72 Russi an Federation |147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 2
109. 234. 38. 226 |Russi an Federation |147.237.76. 147 |chinuch.aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
61.240.144.66 |China 147.237. 8. 50 e. tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 2
109. 234. 38. 226 |Russi an Federation |147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 65. 51 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 130 |Japan 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 65 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 2
66. 249. 64. 29 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61.240.144.66 |China 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 134 |Japan 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 2
218.77.79.43 Chi na 147.237.72.217 |e.idf.il ET SCAN Potential SSH Scan 2
178. 89. 191. 77 Kazakst an 147.237.72.166 |aka.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 134 |Japan 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
66. 249. 85. 204 Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78. 111 Lhited Sates 147.237.77.170 |naarachot.idf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 134 |Japan 147.237.77.176 [natpash.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
84.109. 91. 127 | srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S’ te ‘I\/essage
195.191.148.7 |Bulgaria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26590
185. 4. 253. 19 Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16362
141.0. 13. 18 Nor way 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 7894
212. 25.102. 63 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7152
192.117.159. 82 |lsrael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 6992
208. 75. 148. 14 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6176
95. 86. 70. 28 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5230
192. 115. 248. 2 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3860
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 3713
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2215
2.54.147. 120 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2053
95. 86. 120. 28 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2049
85. 250. 140. 105 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1662
213. 251. 182. 114|Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1597
82. 80. 54. 195 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1539
216.87.168.22 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1480
46. 210. 135. 82 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 1312
199. 190. 46. 119 |Satellite Provid147.237. 77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1068
77.125.159. 221 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 939
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 904
212.76.123. 154 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 904
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 899
5.45.134. 57 Jordan 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 875
79.181.203. 128 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 817
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 809
79.176. 155. 172 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 714
46. 19. 85. 168 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 710
200. 53. 156. 138 |Mexi co 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 706
46.19. 85. 193 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 689
167. 205. 23. 15 | ndonesi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 687
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 635
82. 166. 22. 29 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 624
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 623
205.203.135.1 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 601
95. 86. 124. 115 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 600
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 587
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 582
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 573
66.249.78. 173 |United Sates 147. 237. 77. 216 |dover i df . i Inval i d segnent retransnission. Packet Sream ng Eijgi ne: TP Invalid drop 570
dr opped. Ret r ansni ssi on
212.199.51. 125 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 563
103. 247.50. 188 |Si Lanka 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 562
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmission. Packet |Sreamng Engine: T(P Invalid drop 556
dr opped. Ret r ansni ssi on
84.109. 5. 107 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 553
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 551
66.249.78.166 |United Qates |147.237.77. 216 |dover.idf .| V3 1 d segnent retransmission. Packet |Sreamng Engine: T(P Invalid drop 536
dr opped. Ret r ansn ssi on
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 534
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 507
200. 53. 156. 138 |Mexi co 147.237.72. 166 |aka. idf.il |Frst packet isn't SWN drop drop 503
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 503
68.180.229.51 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 502
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A tacker

Devi ce

Attacker Address Target Address |Jte ) ‘Count
Country Action
185. 4. 253. 19 Lebanon 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ undef i ned Bl ock 4024
2.52.189. 185 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 736
46. 19. 85. 199 | srael 147.237.0.19 |nadimatal.idf.il [DOstributed Too Many of the Sane Response Code (404) B ock 657
2.54.26.14 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from?2.54.26.14 |B ock 573
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 487
66. 249. 78. 159 | srael 147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 479
176. 12. 145. 44 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 444
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 388
95. 175. 35. 73 | srael 147.237.77.74 |lawidf.il DO stributed Suspi ci ous Response Gode B ock 290
109. 253. 159. 76 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 271
2.54.179. 153 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 269
176.12.149.75 |israel 147.237.0.19  |nadimatal .idf.i1 |10 MW of the Sane Response Code (404) in Session from B ock 268
176.12.149. 75
109. 253. 156. 140]|I srael 147.237.0.19 |nadimatal.idf.il [Ostributed Too Many of the Sane Response Code (404) B ock 166
46.19.85.204  |israel 147.237.0.19  |nadimatal .idf.i1 [1°° MY of the Sane Response Code (404) in Session from Bl ock 159
46. 19. 85. 204
84.229.161.16 |Israel 147.237.0.19  |nadimatal .idf.i1 [[0° MY Of the Sane Response Code (404) in Session from B ock 146
84.229.161. 16
41.129. 90. 99 Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwu cogat.idf.il/tenpl ates/ news/ undefined |B ock 104
66.249.78.159 |l srael 147. 237. 77. 216 |dover . i of . i1 Distributed Lhauthori zed UR. Access on H ock 103
wwy i df.il//atal 1/izkor/viewiny. asp
109. 253. 141. 153|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 100
66.249. 78,166 || srael 147. 237. 77. 216 |dover . i of .i Distributed Lhaut hori zed LR Access on Bl ock 85
wwy i df.il//atal 1/izkor/vi ew i ny. asp
37.26. 146. 232 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 83
109. 253. 132. 204 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 80
2.52.29.8 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 78
66.249.78.173 I srael 147. 237. 77. 216 |dover . i of . i Distributed Lhaut hori zed LRL Access on Bl ock 75
wwy i df.il//atal 1/izkor/vi ew i ny. asp
66.249.78.173  |Israel 147. 237. 77. 216 |dover. i df .1 \?M;Vtir;fb_“itle/d/ a?ji?‘;ﬁ('of/esi euvz :;::;Sas%n B ock 67
176.12.151. 105 |lsrael 147.237.0.19 |nadimatal.idf.il [DOstributed Too Many of the Sanme Response Code (404) Bl ock 66
46.19. 85. 204 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 64
46.19. 85. 143 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 58
5.29.83.134 | srael 147.237.76. 200 |eitan. aka.idf.il |Miltiple Lhauthorized URL Access fromb5. 29. 83. 134 Bl ock 58
46. 19. 85. 38 I srael 147.237.0.19 nadi matal .idf.il |O stributed Too Many of the Same Response Gode (404) Bl ock 51
212.179.21.194 |lsrael 147.237.76. 200 |eitan. aka.idf.il |Miltiple Unauthori zed URL Access from 212.179.21. 194 Bl ock 49
109. 253. 136. 174 |l srael 147.237.0.19 |nadimatal.idf.il [DO stributed Too Many of the Sane Response Code (404) Bl ock 45
2.54. 25. 66 | srael 147.237.0.19 |madimatal.idf.il |Too Many of the Sane Response Code (404) in Session from?2.54.25.66 |B ock 43
200. 53. 156. 138 |Mexi co 147.237. 76. 147 |chi nuch. aka. i df . i l|D stri but ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 42
2.54.0. 65 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 42
192.118.11. 124 |Israel 147.237.0.19 nadi matal .idf.il |O stributed Too Many of the Same Response Gode (404) Bl ock 33
2.52.3.251 I srael 147.237.0.19 nadi matal .idf.il |O stributed Too Many of the Same Response Gode (404) Bl ock 29
208.115.113.88 |Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 27
176. 12.149. 100 |lsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 26
109. 226. 15. 199 |[Israel 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 21
212.143.186. 38 |l srael 147.237.72. 166 |aka.idf .il Mil ti pl e Uhaut hori zed URL Access from 212. 143. 186. 38 Bl ock 18
5. 9. 45. 155 CGer many 147.237.72. 166 |aka.idf .il Mil tiple Uauthorized URL Access fromb. 9. 45. 155 Bl ock 18
66.249.67.59  |Israel 147. 237.77. 216 |dover . i df .i V%;:iréﬁuitle/‘j attha"j“jtj'l“i'of/esl auz r;';fs;sas‘;” B ock 17
85. 250. 169. 170 |l srael 147.237. 72. 166 |aka.i df .i | Mil ti pl e Uhaut hori zed URL Access from 85. 250. 169. 170 Bl ock 16
109. 253. 149. 123|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 16
46. 19. 85. 235 I srael 147.237.0.19 nadi matal .idf.il |O stributed Too Many of the Same Response Gode (404) Bl ock 16
66.249.78.159 I srael 147. 237.77. 216 |dover . i df .i V%;:iréﬁuitle/‘j attha"j“jtj'l“i'of/esl auz r;';fs;sas‘;” B ock 16
37.26.147. 185 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 15
109. 253. 138. 126l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 15
66.249.67.53  |Israel 147. 237. 77. 216 |dover. i df . miréfk’"fl‘al‘j althaél“;tj?‘;rk'of'fsi euvj_‘l :;tcgssas‘:)n B ock 14
46. 19. 86. 29 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 13
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