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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Sum(Packet_Count

)

‘IP_Map.site Name

‘Attacker Country ‘

2.54.147. 120 I srael 147.237.77.216  |dover.idf.il :St: Zi':ldsmke vidation, first packet |, 6363
46. 19. 85. 23 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 3852
200. 53. 156. 230 Mexi co 147.237.77.216  |dover.idf.il Ig: Zi‘l’s]dShake vioation, first packet |, 2928
82. 205. 82. 99 Pal est_i nian Territory, 147. 237. 77. 176 nat pash. i df i TCP handshake viol ation, first packet drop 2596
Qccupi ed not syn

5.29.235.177 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 670
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 636
66. 249. 78. 173 I srael 147.237.77.216  |dover.idf.il :St: Zi':ldsmke vidation, first packet |, 620
46.19. 85. 134 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 363
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Up Al Nets drop 321
46.19. 85. 112 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 318
79.179. 102. 135 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 314
77.125.83.11 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 286
93.173. 47. 88 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 285
109. 253. 144. 198 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 265
81. 218. 207. 67 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 220
66. 249. 78. 166 I srael 147.237.77.216  |dover.idf.il :S: Zif]dShake vidation, first packet |, 217
46. 19. 85. 167 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 202
89. 139. 168. 236 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS renegoti ation-di dest - r eset 183
220. 181. 108. 83 Chi na 147.237.76.42  |refuah.icf.il Ig: Zi‘l’s]dShake vioation, first packet |, 167
84. 108. 60. 96 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 156
84. 228. 206. 237 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 134
84.228. 252. 51 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 126
79.177.152. 143 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 125
220.181.108.112  |china 147.237.76.86  |navy.idf.il :S: Zif]dShake vidation, first packet |, 123
41.101. 149. 125 Ageria 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 121
85. 250. 117. 65 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 121
84.110. 86. 51 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 114
79.177.135. 116 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 96
93. 172. 156. 62 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
212.199. 218. 50 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 87
46. 19. 86. 133 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 85
109. 64. 132. 210 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 83
85. 65. 46. 68 | srael 147.237.77.216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 81
109. 65. 102. 119 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 79
77.127.84. 240 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 76
79.179. 49. 181 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y- TLS renegotiation-di dest - r eset 76
149. 88. 203. 229 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 75
2.54.181. 25 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 74
79.180. 183. 205 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 70
109. 64. 154. 66 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 70
37.142.99. 241 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
79.178. 33. 15 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
79.177.152. 143 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i forward 61
84. 108. 60. 96 | srael 147.237.72. 167 i shurimaka.i df.i|Anonal y- TLS-renegoti ation-d i forvard 61
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 60
192. 168. 1. 103 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
80. 179. 209. 89 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
200. 53. 156. 230 Mexi co 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
79.179. 62. 197 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
66. 249. 81. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry| Target Address |S te |Narre |Davi ce Acti on|Oount |
64.79. 144, 10 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per nint 2067
109. 64. 111. 70 | srael 147.237.72. 166 |aka.idf.il DVRep_P- N _40- 59 Per mt 214
184.173.183. 172|lhited Sates 147.237.76.42 |refuah.idf.il DVRep P- N 40-59 Per mt 168
184.173.183. 172|lLhited Sates 147.237.77. 216 |dover.idf.il DVRep_ P- N 40- 59 Pernint 148
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Pernit 144
173.208. 136. 26 |Lhited Sates 147.237.77. 176 |nat pash. i df .i | C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 36
173.208. 136. 26 |Lhited Sates 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKedi t or B ock 36
46.137.134.188 |lrel and 147.237. 72. 156 |anan. i df .i | DVRep_P- N 40- 59 Per mt 20
46.137.134.188 |lrel and 147.237.72. 166 |aka.idf.il DVRep P- N 40-59 Per mt 20
89. 105. 194. 80 Net her | ands 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 20
91.230.121. 131 |lkraine 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 13
109. 66. 16. 41 | srael 147.237.72. 167 |i shurimaka.idf . il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 11
218.77.79. 43 Chi na 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60_100 B ock 9
37.59. 125. 59 France 147.237.77. 216 |dover.idf.il 19813: HITP. WrdPress Thene Ovi Drectory Traversal Wl nerability |B ock 9
218. 77.79. 43 Chi na 147.237.76. 177 |ncore.idf.il DVRep B-N 60 100 B ock 8
218.77.79.43 Chi na 147.237.76. 34 |yohalan.idf.il DVRep B-N 60 100 B ock 8
218.77.79.43 Chi na 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 8
79.182.202. 229 |lsrael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 8
218.77.79. 43 Chi na 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 7
37.130.227.133 |United Kingdom |147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 7
218. 77.79. 43 Chi na 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 7
218.77.79.43 Chi na 147.237.76.201 |e. atal .idf.il DVRep B-N 60 100 B ock 7
218.77.79.43 Chi na 147.237.76. 197 |e. hinush. i df .i | DVRep_B-N 60_100 B ock 7
218.77.79. 43 Chi na 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60_100 B ock 7
218.77.79. 43 Chi na 147. 237. 76. 202 |e. hal ag. i df .i | DVRep_B-N 60_100 B ock 7
218.77.79.43 Chi na 147.237. 76. 148 |gqcent er. aka. i df . i | DVRep_B-N 60_100 B ock 7
218. 77.79. 43 Chi na 147.237.76.198|e.yohal an.idf.il DVRep B-N 60 100 B ock 7
218.77.79.43 Chi na 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 7
71.6.135. 131 Lhited Sates 147.237.76. 34 |yohal an.idf.il DVRep_B-N 60_100 B ock 7
66. 240. 192. 138 |lLhited Sates 147.237.76. 31 |nakchal .idf.il DVRep_B-N 60_100 B ock 6
218.77.79. 43 Chi na 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 6
46. 19. 85. 210 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 6
149. 78. 245. 105 |Lhited Sates 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
80. 178. 146. 96 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
71.6.135. 131 Lhited Sates 147.237.77. 178 |e. nat pash.i df .i| DVRep_B-N 60_100 B ock 6
71.6.135. 131 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60_100 B ock 6
66. 240. 192. 138 |lLhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 B ock 6
218.77.79. 43 Chi na 147.237.76. 31 |nakchal .idf.il DVRep_B-N 60_100 B ock 6
188. 138. 9. 50 CGer many 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 6
218.77.79.43 Chi na 147.237. 76. 199 |e. nakchal .idf.il DVRep B-N 60 100 B ock 6
218.77.79.43 Chi na 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 6
66. 240. 192. 138 |lLhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 5
218.77.79. 43 Chi na 147.237.72. 167 |i shurimaka.idf . il DVRep_B-N 60_100 B ock 5
71.6.135.131 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |[DVRep_B-N 60_100 B ock 5
71.6.165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep B-N 60 100 B ock 5
183. 60. 217. 62 Chi na 147.237.76. 197 |e. hinush. i df .il DVRep_ P- N 40- 59 Pernint 5
218.77.79.43 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | DVRep_B-N 60_100 B ock 5
66.240. 192. 138 |lLhited Sates 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 5
85. 25. 103. 50 Cer many 147.237. 72. 156 |anan. i df .i | DVRep_B-N 60_100 B ock 5
218.77.79. 43 Chi na 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 5
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|Top Attackers In |D|

‘Attacker Qount ry Target Address |dte
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 138
66. 249. 65. 45 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 86
2.54.149. 150 | srael 147.237.72. 166 |aka.idf .i | PQLI Cy- OTHER TCP packet with urgent flag attenpt 20
66.249.67.76 |Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 6
185. 32. 178. 167 |l srael 147.237.0.19 |nadimatal.idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 4
66. 249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 4
176. 31. 105. 124 |Fance 147.237.76. 31 |[nakchal .idf.il Tehila - Perl LW wth fake user agent 4
66. 249. 65. 48 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 9 Lhited Sates 147. 237.77. 176 |nat pash. i df . i | ET SCAN NVAP -sA (2) 4
95.110.228.68 |[ltay 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 4
217.21.8.88 | estinanTerritory, |,/ 537 77 216 |dover.idf. i1 ET SCAN NVAP -SA (2) 4
Qccupi ed
66. 249. 79. 229 |lhited Sates 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sA (2) 4
83. 143. 240. 15 |Eur ope 147.237.77. 216 |dover.idf.il SERVER WEBAPP JBoss JMK consol e access att enpt 4
31.184.242.17 |Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
43. 255. 188. 132 |Japan 147.237.0.200 [mdu.idf.il ET SCAN Potential SSH Scan 3
83.143. 240. 15 |Europe 147. 237. 77. 216 |dover i df .i1 ET WBB_SPEQ F C APPS Possi bl'e JBoss JMK (onsol e Beanshel | Depl oyer WAR 3
Wl oad and Depl oynent Expl oit Attenpt

83.143. 240. 15 |Eur ope 147. 237. 77. 216 |dover. i df . i | v'?”\]’wf?abysa VER Possibl e OVE 2013-0156 Riby On Rails XM. YAM. tag |,
43. 255. 188. 132 |Japan 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 2
66. 249. 78. 137 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
83. 143. 240. 15 |Europe 147. 237. 77. 216 |dover i df i1 m— APACHE Apache nod_proxy reverse proxy infornation disclosure 2
83. 143. 240. 15 |Eur ope 147.237.77. 216 |dover.idf.il ET SCAN Apache nod_proxy Reverse Proxy Exposure 1 2
83. 143. 240. 15 |Eur ope 147.237.77. 216 |dover.idf.il PO CY-OHR script tag in LR - likely cross-site scripting attenpt 2
43. 255. 188. 131 |Japan 147.237.0. 35 akavs.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237.77. 178 |e. nat pash.idf .| ET SCAN Potential SSH Scan 2
83. 143. 240. 15 |Eur ope 147.237.77. 216 |dover.idf.il WEB- FRONTPAGE / _vti _bin/ access 2
43. 255. 188. 130 [Japan 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 135 |Japan 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 2
82. 205. 45, 119 g‘ilcis;i':('ja“ Tertitory, 1447, 237. 77. 176 |nat pash. i of . i | ET SCAN NVAP -sA (2) 2
61.240. 144. 64 |China 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 2
85. 250. 140. 105 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 2
66. 249. 84. 208 |Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 183. 128. 6 Chi na 147.237.72. 166 |aka. i df.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 131 |Japan 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 130 |Japan 147.237.77. 176 [nat pash. i df . i | ET SCAN Potential SSH Scan 2
43. 255. 188. 133 [Japan 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 66 |Chi na 147.237.0.200 |rdu.idf.il ET SCAN NVAP -sS wi ndow 1024 2
61. 240. 144. 64 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 2
66.249. 78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 144 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
43. 255. 188. 131 |Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237. 77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 2
83. 143. 240. 15 |Eur ope 147.237.77. 216 |dover.idf.il ET SCAN Apache nod proxy Reverse Proxy Exposure 2 2
43. 255. 188. 130 |Japan 147.237. 8. 28 e nobil e-ks.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 133 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237.77. 179 |e.nazi .idf .il ET SCAN Potential SSH Scan 2
66. 249. 65. 162 |Lhited Sates 147.237.77. 170 |naarachot .i df . i | ET SCAN NVAP -sA (2) 2
43. 255. 188. 133 |Japan 147.237.72. 167 |i shuri maka. i df .i | ET SCAN Potential SSH Scan 2
43. 255. 188. 130 [Japan 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 132 |Japan 147.237.77. 176 [nat pash.i df . i | ET SCAN Potential SSH Scan 2
83.143. 240. 15 |Europe 147. 237. 77. 216 |dover i df i1 Sﬁzvnpl\t[DI\S Mcrosoft Forefront UAGjavascript handler in LR XSS 2
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Target Addr ess ‘Ste

‘Massage

84. 229. 135. 42 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5195
79.179.161.85 |lsrael 147.237.77. 216 |dover.idf.i sszggetransmt w th different wndow Bad TCP sequence noni t or 4700
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3232
31. 44.136. 196 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3164
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2108
212.143.186. 36 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1375
2.54.155. 43 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 1356
85. 250. 140. 105 |l srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 1082
2.54.147. 120 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1026
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 937
66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreaning Engine: TCP Inval id drop 667
dr opped. Ret r ansni ssi on
66.249.78.173 |Wited Sates 147. 237. 77. 216 |dover.i of .| V3 1 d segnent retransmssion. Packet |Sreanng Engine: TCP Inval id drop 650
dr opped. Ret r ansn ssi on
66.249.78.166 |ited Sates 147. 237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreaning Engine: TCP Inval id drop 632
dr opped. Ret r ansni ssi on
200. 53. 156. 230 |Mexi co 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 609
37.142.110.218 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 602
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 590
15.203.233.78 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 514
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 496
212.179. 42. 225 |lsrael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 452
141.0.15. 211 Nor way 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 415
5.29.242. 147 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 392
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 384
176.65. 11. 76 glcisgi':('ja” Tertitory, 1147 237.77. 216 |dover. i of .i|A rst packet isnt S drop drop 371
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 359
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 339
203.116. 187.1 |9 ngapore 147.237.77.216 |dover.idf.i|F rst packet isn't SYN drop drop 325
84.94.32.197 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 320
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 312
94.29.130. 107 |Kuwait 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 312
54.187.55.213 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 300
89. 108. 148. 146 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 299
50. 87. 144.145 |lhited Sates 147.237.77.216 |dover.idf.i|H rst packet isn't SYN drop drop 284
5. 255. 253. 33 Russi an Federation 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 283
37.238.136. 18 Irag 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 281
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 273
200. 53. 156. 230 |Mexi co 147.237.72.166 |aka.idf.il |Hrst packet isn't SYN drop drop 273
66.249.93.164 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 253
66.249. 93. 168 |lhited Sates 147.237.77.216 |dover.idf.i|H rst packet isn't SYN drop drop 251
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 235
68.180.229.51 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 231
197.28.71.119 |Tunisia 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 225
66.249.93.160 |Lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 213
212.199. 182. 150|| srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 211
93.173.152. 113 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 208
37.48. 32. 243 Czech Republic 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 204
83. 143. 240. 15  |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 198
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 197
188. 161. 246. 23 z'cf;i'géa” Territory, {147 237.77. 216 |dover. i o .i|First packet isn't SWN drop drop 190
66.102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 190
66.102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 184
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Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
149. 78. 49. 151 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 849
84.108. 219. 149 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 615
185. 32.178. 167 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 343
85. 250. 27. 97 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 304
2.52.166. 40 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 276
89. 139.54.204 |lsrael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 209
) s Too Many of the Sane Response Code (404) in Session from
109. 160. 137. 11 |l srael 147.237.0.19 |nadimatal .idf.il 109. 160. 137. 11 B ock 196
2.54.50. 220 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 185
) s Too Many of the Same Response Code (404) in Session from
109. 253. 139. 177l srael 147.237.0.19 [nadimatal .idf.il 109. 253. 139, 177 B ock 125
176. 65. 11. 76 glcis;ilgéan Territory, 1447, 237. 77. 216 |dover. i of . i1 Post Request - Mssing Content Type from 176.65. 11. 76 B ock 95
176. 65. 11. 76 (F;ajcis;i';'ja” Territory, 1147, 237. 77. 216 |dover. i of .i Suspi ci ous Response Code B ock 94
2.54.148. 49 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 84
) R Too Many of the Sane Response Code (404) in Session from
185. 32.178. 167 |l srael 147.237.0.19 |nadimatal .idf.il 185. 32. 178. 167 B ock 82
79.179.49.181 | srael 147.237.0.19 |madimatal .idf.il Too Miny of the Sane Response (bde (404) in Session from g 80
79.179. 49. 181
176.12.145.63 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 73
208.115.113.88 |Lhited Sates 147.237.76.86 [navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 208. 115. 113. 88 B ock 48
200. 53. 156. 230 |Mexi co 147.237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 35
37.26. 147. 241 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 29
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tiple Whaut horized URL Access from 66. 249. 78. 173 B ock 25
109. 64. 183. 109 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 20
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 20
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 18
68.180.229.51 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 68. 180. 229. 51 B ock 17
208.115. 113. 88 |lnited Sates 147.237.76.86 |navy.idf.il Whaut hori zed LRL Access to B ock 14
navy. i df.il/giyus/foruniasp/ showf or um asp
109. 65. 202. 63 |l srael 147.237.77.74 |lawidf.il D stributed PHP At enpt B ock 14
46.117.51. 144 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 13
5. 102. 199. 82 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut horized URL Access from 5. 102. 199. 82 B ock 13
S Uhaut hori zed URL Access to
213.251. 182, 103(France 147.237.77. 176 |mat pash. i df . 1 vwwu cogat . i df .il/sip storagel fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 12
L Unhaut hori zed URL Access to
46.121.125.224 I srael 147.237.77. 243 |mbi | €. T df .11 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 11
93.173.40. 148 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Same Response Code (404) B ock 10
212.199. 142.58 |lsrael 147.237.77. 170 |n@arachot . i df . i | Dstributed PHP At enpt B ock 9
79.176. 154. 44 | srael 147.237.77. 170 |n@arachot . i df .i | DO stributed PHP At enpt B ock 9
2.54.182.179 | srael 147.237. 77. 243 |nobi | e.i df .i | Ml ti pl e Unaut hori zed URL Access from 2. 54. 182. 179 B ock 9
109. 65. 202. 63 |l srael 147.237.76.42 |refuah.idf.il O stributed PHP At enpt B ock 8
213.57.154. 162 |l srael 147.237.0. 17 Im"y' kosher-kravi. Tdf.i f\ 0/ tioie I11egal Paraneter Encoding from213.57. 154, 162 None 7
104. 250. 147. 218 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 7
197. 160. 69. 201 |Egypt 147.237.77. 216 |dover.idf.il D stributed PHP At enpt B ock 7
94.230.86. 142  |lsrael 147.237.72. 156 |anan.idf .i| Unaut hori zed HTTP Met hod B ock 6
85.64.121. 84 | srael 147.237.77. 243 |nobile.idf.i | Ml tipl e Uhaut hori zed URL Access from 85. 64. 121. 84 B ock 6
31.13.100. 115 Irel and 147. 237. 76. 147 |chi nuch. aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 6
L Unaut hori zed URL Access to
109.64.97.120 |l srael 147.237.77. 243 |mubi | €. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 6
197. 160. 194. 246 |Egypt 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 6
92.99.195.125 |lhited Arab Bmirates [147.237.72.166|aka.idf.il O stributed PHP At enpt B ock 6
41. 46.202. 3 Egypt 147.237.77. 216 |dover.idf.il D stributed PHP At enpt B ock 5
L Unaut hori zed URL Access to
87.68.52.82 [Israel 147.237.77. 243 |mubi | €. i df . i1 mobi | e of i 1/ cat egoryt enpl at es/ | i st chi | dsubcat egori es/ 1423 |2 °K 5
197. 160. 69. 201 |Egypt 147.237.77. 216 |dover.idf.il D stributed Admin B ocki ng B ock 5
197.33.119. 171 |EHyypt 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 197. 33.119. 171 B ock 5
S Uhaut hori zed URL Access to
85.64.121.84 I srael 147.237.77. 243 |mubi | €. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 5
69. 160. 54. 33 Lhited Sates 147.237.77. 170 |naarachot . i df . i | Suspi ci ous Response Code B ock 5
93. 173. 60. 233 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 5
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