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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address )
220.181.108.120  |China 147. 237. 76. 86 navy. i df il :Stj Zi?]dShake vioation, first packet g 2814
66. 249. 78. 166 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/';dShake vidation, first packet |, 2493
66. 249. 78. 89 I srael 147.237.77. 74 lawidf.il :Stj Zi?]dShake vidation, first packet |, ., 1084
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 650
213.57.14. 252 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 416
109. 64. 204. 86 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 374
79.179. 118. 100 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 306
77.125.90. 127 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 305
46. 19. 85. 234 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 303
109. 186. 154. 148 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 262
84.108.187. 11 | srael 147.237.72. 167 i shurimaka. i df . i |Anonal y-TLS-renegoti ation-d i dest - r eset 247
37.60. 42. 136 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 233
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 225
79.177.113. 94 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 220
37.60.42.7 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 195
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 193
109. 186. 181. 169 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 178
220. 181. 108. 96 hi na 147. 237.76. 42 refuah.idf.il :g Zi?]dShake violation, first packet g 176
220.181.108.123  |china 147.237.76.42  |refuah.idr.il Ig: Ziﬂdsr‘ake vidation, first packet 172
84. 228. 195. 100 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 168
94.159.171. 133 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 166
109. 253. 159. 153 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 166
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 148
213.8.129.133 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 141
62. 90. 126. 32 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 135
66. 249. 78. 173 I srael 147.237.77.216  |dover.idf.il :g Zi?]dShake violation, first packet g 133
46.121. 62. 78 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 131
46. 120. 158. 141 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 123
5.29. 63. 76 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 116
213.57. 157. 231 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 108
79.183. 124. 105 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 100
46.117. 80. 162 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 96
220.181.108.111  |hina 147.237.76.86  |navy.idf.il Ig: ZiﬂdShake violation first packet 1o o 94
37.26. 147. 246 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 94
5.29.117. 52 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 93
176. 12. 139. 49 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 90
85. 65.117. 31 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 90
46. 19. 85. 86 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 84
80. 246. 136. 242 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 82
37. 26. 148. 240 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 76
109. 160. 216. 201 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 76
109. 67. 100. 133 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 75
85. 250. 88. 24 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 66
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 64
82.102. 141. 255 | srael 147.237.77. 216 dover.idf.il Invalid TP H ags drop 44
46. 19. 85. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 44
200. 53. 156. 237 Mexi co 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 37
220.181.108. 155  |chi na 147.237.76.86  |navy.idf.il e :";rr‘]dShake vioation, first packet g 34
66. 249. 64. 55 I srael 147.237.72.166  |aka idf.il E ZilildShake vioation, first packet g 26
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 26
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |Ste

|Name

|Davi ce Action|Oount|

77.127.247. 14 | srael 147.237.0. 34 tikshuv.idf.il DVRep_P- N _40- 59 Permt 8718
184.173. 183. 172|lLhited Sates 147.237. 77. 216 |dover. i df .i | DVRep_P- N _40-59 Per m t 364
77.127.247.14 | srael 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Permit 318
184.173.183. 172|lhited Sates 147.237.76.42 |refuah.idf.il DVRep_P- N 40-59 Permt 217
184.173.183. 172|lhited Sates 147.237.77. 176 |nat pash. i df . i | DVRep_P- N 40- 59 Permt 193
210.51.179. 145 |Chi na 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Permt 159
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Permt 141
37.59. 19. 32 France 147.237.0.34 |tikshuv.idf.il DVRep_P- N 40- 59 Permit 123
184.173. 183. 172|Lhited Sates 147.237.77.74 |lawidf.il DVRep P- N 40-59 Per i t 90
85. 132. 77. 12 Azerbai j an 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 27
46. 137. 134. 188 |lrel and 147.237.72. 166 |aka.idf.i | DVRep_P- N 40- 59 Permt 20
46.137.134. 188 |lrel and 147.237. 72. 156 |anan.idf .il DVRep_P- N 40- 59 Permt 20
178. 234. 105. 53 |Russi an Federation|147.237. 77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 10
121.146. 93. 228 |Korea, Republic of |147.237.77.74 |lawidf.il (C1000108: HITP. Trying to | ocate existing FO<edit or B ock 8
66.240. 192. 138 |Lhited Sates 147.237.77. 170 |naar achot . i df . i | DVRep B-N 60 100 B ock 6
79.181.131. 105 |Israel 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 6
41. 200. 88. 10 Ageria 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 6
213.57.176. 6 | srael 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 6
84. 108. 86. 56 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 6
188. 138. 9. 50 Ger many 147.237.76. 177 |ncore.idf .il DVRep_B-N 60_100 B ock 6
188. 138. 9. 50 Ger nany 147.237.76. 31 |nakchal .idf.il DVRep B-N 60 100 B ock 6
198. 20. 70. 114 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 5
66. 240. 192. 138 |lLhited Sates 147.237.0.17 |mny-kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 5
71.6.135. 131 Lhited Sates 147.237.72. 14 |dover.idf.il (ol d) DVRep_B-N 60 100 B ock 5
71.6.135. 131 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 5
188. 138. 9. 50 Ger many 147.237.8.14 |e.orchot.idf.il DVRep_B-N 60_100 B ock 5
188. 138. 9. 50 Ger nany 147.237.77. 176 |nat pash. i df . i | DVRep B-N 60 100 B ock 5
71. 6. 165. 200 Lhited Sates 147.237.72. 167 |i shurimaka.i df.il DVRep B-N 60 100 B ock 5
71. 6. 165. 200 Lhited Sates 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 5
188. 138. 9. 50 CGer many 147.237.72. 217 |e.idf.il DVRep_B-N 60_100 B ock 5
71.6.135. 131 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 5
71.6.167. 142 Lhited Sates 147.237.76. 197 |e. hi nush. i df . i | DVRep_B-N 60_100 B ock 5
31.210.177. 41 | srael 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | DVRep B-N 60 100 B ock 5
93.172.179. 114 |Israel 147.237.77.233|atal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 5
66.240. 192. 138 |Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60_100 B ock 5
66. 240. 192. 138 |Lhited Sates 147.237.77. 121 |e.navy.idf .il DVRep_B-N 60_100 B ock 5
66.240. 192. 138 |Whited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 B ock 4
121.146.93. 228 |Korea, Republic of |147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
66.240. 192. 138 |Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep B-N 60 100 B ock 4
71.6.167. 142 Lhited Sates 147.237.72. 166 |aka.idf.i | DVRep_B-N 60_100 B ock 4
121. 146. 93. 228 |Korea, Republic of [147.237.0.34 |tikshuv.idf.il Cl000108: HITP: Trying to | ocate existing FCKeditor B ock 4
71.6.135. 131 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 4
71.6.165. 200 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il DVRep_B-N 60_100 B ock 4
121.146.93. 228 |Korea, Republic of [147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
94. 102. 52. 27 Net her | ands 147.237.76.198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 4
198. 20. 69. 98 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60_100 B ock 4
66.240. 192. 138 |Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 4
85. 25. 103. 50 Ger many 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 4
198. 20. 69. 98 Lhited Sates 147.237.77. 227 |e. hanaz. i df . i | DVRep_B-N 60_100 B ock 4
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Ste

Country
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 131
197.129.0.177 |Morocco 147.237.77. 216 |dover.idf.il ET SCAN w3af User Agent 37
105. 158. 105. 187 |Mor occo 147.237.77. 216 |dover.idf.il SQ generic sq with conments injection attenpt - GET paraneter 20
105. 158. 105. 187|Mor occo 147.237.77. 216 |dover.idf.il SQ Injection - Select Fom 13
197.131. 2. 46 Mbr occo 147.237.77. 216 |dover.idf.il ET SCAN w3af User Agent 13
105. 158. 105. 187 IMor occo 147. 237. 77. 216 |dover i df i1 !m@T@-mTlm large nunber of calls to char function - possible sql 12

i nj ecti on obf uscation

105. 158. 105. 187 |Mor occo 147.237.77. 216 |dover.idf.il ET WEB SERVER Possible M/SQL SQLi Attenpt |nfornati on Schena Access 10
105. 158. 105. 187|Mor occo 147.237.77. 216 |dover.idf.il ET WEB SERVER MYSQ. SELECT OONCAT SCL Injection Attenpt 10
197.129.0. 177 Mbr occo 147.237.77. 216 |dover.idf.il ET SCAN w3af User-Agent 2 7
109. 253. 137. 171|l srael 147.237.76.30 [hinush.idf.il ET DCS Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 6
191. 190. 88. 199 |Brazil 147.237.77. 216 |dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 6
105. 158. 105. 187|Mor occo 147.237.77. 216 |dover.idf.il SERVER WEBAPP encoded cross site scripting HTM. | nage tag attenpt 6
105. 158. 105. 187 |Mor occo 147.237.77. 216 |dover.idf.il SQ use of concat function wth select - likely SQ injection 5
105. 158. 105. 187|Mor occo 147.237.77. 216 |dover.idf.il ET WEB SERVER Possi ble SQ I njection Attenpt SHECT FROM 5
85. 17. 193. 154 Net her | ands 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 5
61. 240. 144. 66 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 3
43. 255. 188. 130 [Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 3
61. 240.144.66 |Chi na 147.237.0.16 [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 3
176.12.142.35 |lsrael 147.237.0.19 |nadimatal.idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 3
66. 249. 65. 5 Lhited Sates [147.237.77.176 |natpash.idf.i| ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 130 [Japan 147.237.0.200 [mu.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 65 Chi na 147.237.76. 202 |e.hal ag.i df . il ET SCAN NVAP -sS w ndow 1024 2
61. 183. 128. 6 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 2
167. 160. 161. 112 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 2
61.240.144.66 |China 147.237.77. 205 |prisha.idf.il ET SCAN Potential VNC Scan 5800- 5820 2
176. 12. 136. 205 |l srael 147.237.77. 216 |dover.idf.il GPL SCAN nyscan 2
43. 255. 188. 130 [Japan 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 2
66. 249. 78. 45 Lhited Sates 147.237. 77. 226 [wwn chanat z. aka. i df . i1 |[ET SCAN NVAP -sA (2) 2
43. 255. 188. 130 [Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
84. 21. 142. 230 LK*i"rfgegom 147.237.77. 170 |nar achot . i of . i Tehila - Perl LW with fake user agent 2
66. 249. 65. 51 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 98 Lhited Sates 147.237.72. 166 |[aka. i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 64. 34 Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 2
221. 235. 189. 244|Chi na 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 2
61.240. 144. 65 |Chi na 147.237.76.39 |[nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 2
61. 240. 144. 65 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 2
199. 203. 59. 121 |l srael 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
176. 12. 147. 137 |l srael 147.237.77.233|atal .idf.il ET DG5S Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 2
43. 255. 188. 130 [Japan 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
176.12.136. 205 |lsrael 147.237.77. 216 |dover.idf.il | NDI CATOR- SCAN nyscan 2
66. 249. 65. 66 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61.183.128. 6 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 130 [Japan 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.77. 176 [nat pash. i df . i | ET SCAN NVAP -sS w ndow 2048 1
221. 235. 189. 244|Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |Gte Dlvoire |147.237.77.121|e.navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
123.150. 94. 119 [Chi na 147.237. 77. 226 |ww chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
43. 255. 188. 132 |Japan 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
85. 250. 140. 105 |l srael 147.237.77. 216 |dover.idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address ‘S’ te ‘Massage
85. 250. 140. 105 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1192
79.183. 145. 146 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1124
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop dr op 1023
77.126. 253. 43 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 775
79.182.171. 97 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 772
81.218.206. 216 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 717
46.19. 85. 196 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 555
138. 106. 57. 131 |Sweden 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 466
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop dr op 457
12.54. 94. 109 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 430
188. 120. 151. 121 I srael 147.237.76.42 |refuah.idf.i ssz;';e”ansm wth different wndow | top sequence monitor (412
82.178.185.19 |Oman 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 348
66.249. 78.166 |Lnited Sates 147.237.77. 216 |dover. i of . 1|/ 7Va | d segment retransmssi on. Streaning Engi ne: TGP Inval i d drop 345
Packet dropped. Ret r ansni ssi on
173. 38. 209. 8 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 316
143. 115. 159. 58 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 304
212.179.21.194 |[lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 301
132.70. 66. 13 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 301
66.249.78.159 |wited Sates 147.237.77. 216 |dover. i of . 1|/ Va | d segnent retransm ssi on. Streaning Engi ne: TGP Inval i d drop 300
Packet dropped. Ret r ansn ssi on
66.249.78.173 |uwited Sates 147.237.77. 216 |dover. i of . 1|/ Va | d Segnent retransnissi on. Streaning Engi ne: TGP Inval i d drop 295
Packet dropped. Ret r ansni ssi on
95.129. 1. 23 Lebanon 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 281
46.19. 85. 135 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 253
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 238
66.249.83.188 |Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 227
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 227
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 225
213. 244. 82. 139 z'cf;i'géa” Territory, 1147237, 77. 216 |dover.idf.i1|First packet isn't SN drop drop 216
166. 137. 126. 96 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 214
66.249.83.194 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 212
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 208
66.249.88.173 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 206
91. 232. 36. 10 Uni t ed Ki ngdom 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 201
109. 65. 217. 171 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 194
66.249.88.178 |Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 192
66.249.88.168 |Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 190
15.195.201.88 |lLhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 185
82. 145. 208. 159 |Eur ope 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 184
46. 19. 86. 47 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 178
93.173.152. 113 |Israel 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 169
213.193. 30. 128 |Russi an Federation 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 167
66.249.83.182 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 149
85. 64. 246. 105 |l srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 136
109. 253. 103. 38 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 130
2.54.60. 24 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 129
2.52.188. 153 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 126
5.245.238.227 |Saudi Arabia 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 125
75.58.167.103 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 123
46. 19. 85. 153 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN dr op dr op 115
93.172. 147. 53 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 114
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 108
89. 15. 237. 110  |Cer many 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 103
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte ‘Count

Country Action

176.12.142.35 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Qode (404) in Session from B ock 262
176.12.142. 35

46.19.86.231  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Qode (404) in Session from Bl ock 247
46. 19. 86. 231

) R Too Many of the Same Response CGode (404) in Session from

46. 116. 140. 214 |l srael 147.237.0. 19 nadi matal .idf.il 46. 116. 140. 214 Bl ock 196

2.52.42. 96 I'srael 147.237.0.19 |nadimatal .idf.il gogz“ﬁgy gog the Sane Response Code (404) in Session from Bl ock 90

2.54.49. 85 I srael 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Qode (404) in Session from B ock 78
2.54.49. 85

: . . Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il e navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 42

5. 28. 137. 99 I srael 147.237.72. 166 |aka.i df . i Distributed Whauthori zed LR Access on B ock 40
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd

66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 30

66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 26

31. 154. 146. 255 |Israel 147.237.72. 166 |aka.i df . i Distributed Whauthorized LR Access on B ock 25
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd

66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 22

185.32.178.79  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Qode (404) in Session from Bl ock 20
185.32.178.79

68.180.229.51 |lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhaut horized URL Access from 68. 180. 229. 51 B ock 18

31.44.131.182 |Israel 147. 237, 72. 166 |aka. i df .i Distributed Whaut hori zed LR Access on B ock 14

wawe aka. i df . i | // mai n/ rabanut / webr esour ce. axd
o Uhaut hori zed URL Access to
5. 28.137.99 I srael 147.237.72. 166 |aka. i df . il v aka, i df i 1/ mai v/ har edi i webr esour ce. axd Bl ock 13

Uhaut hori zed URL Access to

213. 251. 182. 103[France 147.237.77. 176 |mat pash. i .| v cogat . i df .il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. Src Bl ock 11
78.51.124. 96 CGer many 147.237.72. 166 |aka.i df .i | Mil ti pl e Unhaut hori zed URL Access from 78. 51. 124. 96 B ock 11
78.51.124. 96 Ger many 147.237.77. 233 |atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 78. 51. 124. 96 B ock 11
112.74.81.172 |China 147.237.0.34 |tikshuv.idf.il Mil tiple Adnmin Bl ocking from112. 74.81. 172 B ock 10
78.51. 124, 96 Cer many 147.237.72. 166 |aka.idf.il PHP At t enpt B ock 10
78.51.124. 96 Ger many 147.237.77. 233 |atal .idf.il PHP Att enpt B ock 10
95.86.88.160  |Israel 147. 237. 72. 166 |aka. i df . Distributed thaut horized URL Access on B ock 10

waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
5. 28. 137. 99 I srael 147.237.72. 166 |aka. i df . i Distributed Whauthori zed LR Access on B ock 9
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd

D stributed Uhaut hori zed URL Access on

213.151. 32. 163 |l srael 147.237.72. 166 |aka.idf.il . . . Bl ock 9
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd

5.22.129.128 | srael 147.237.72. 166 |aka.idf.il Mil tiple Uhauthorized URL Access fromb5. 22. 129. 128 B ock

81.218.8.170  |Israel 147. 237, 72. 166 |aka. i df .i Whaut hor zed LR Access to B ock 9

wawe aka. i df . i |/ nai n/ rabanut / webr esour ce. axd
D stributed Uhaut hori zed URL Access on

79.180. 17. 66 I srael 147.237.72. 166 |aka. i df . il . . . ) Bl ock 8
waw aka. i df . i | // nai n/ har edi niwebr esour ce. axd

78.51.124. 96 Ger many 147.237.77. 226 [wwn chanat z. aka. i df . il |Uhaut hori zed URL Access to waw chamatz. aka.idf.il/register/ B ock 8

84.108.218.82 |lsrael 147.237.72. 166 |aka.idf . il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 7

79.181. 138. 100 [l srael 147.237.72. 166 |aka. i df .i | Unauit hor | zed LR Access to B ock 7
wane aka. i df . i |/ mai n/ rabanut / webr esour ce. axd

85. 65. 76. 66 I srael 147. 237.72. 166 |aka. i df . Distributed Whaut horized LR Access on B ock 7
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd

46. 19. 86. 54 | srael 147.237.0.17 Im”y' kosher-kravi T df.i iy i ped I11egal Paraneter Encoding None 7

109. 64. 183. 26 I srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 7

84.94.170. 31 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 6

46.19.85.155  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 6
46. 19. 85. 155

94.153. 9. 220 Lkrai ne 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/1133-15081-he/ B ock 6

5.29. 68. 168 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6

78.51.124. 96 Ger many 147.237.77. 226 [wwn chanat z. aka. i df .il |PHP Att enpt B ock 5

109.66.32.231 |Israel 147.237.72. 166 |aka. i of . i | Distributed Lhauthorized LR Access on Bl ock 5
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd

149.88.90.117 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5

79.180. 208. 109 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5

96. 31. 35. 131 Lhited Sates |[147.237.72.166 |aka.idf.il Mil tiple Unhauthorized URL Access from 96. 31. 35. 131 B ock 5

66. 249. 64,108 I srael 147.237.72. 166 |aka. i of . i | Distributed Uhadthorized LR. Access on Bl ock 4
wan aka. i df . i | //nai n/ general . aspx

213.8.115.188 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4

95. 86. 82. 133 | srael 147.237.72. 166 |aka.idf.il Mil tiple Uhauthorized URL Access from 95. 86. 82. 133 B ock 4

37.26.146.228 |Israel 147.237.0. 17 lmny— kosher-kravi. i df.i o ipied 111 egal Paraneter Encoding None 4

62.219.65.138 |l srael 147.237.72. 166 |aka.i df . i1 Distributed haut hori zed LR Access on B ock 4

waw aka. i df . i 1//mai n/ rabanut / webr esour ce. axd

77.126.250. 211 I srael 147. 237, 72. 166 |aka. i df .i Distributed Whaut hori zed LRL Access on B ock 4
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd

213.57.221.174 |israel 147. 237.72. 166 |aka i df .i Distributed haut hori zed LR Access on B ock 4
v aka. i df . il // mai n/ har edi nd webr esour ce. axd

Uhaut hori zed URL Access to

37.142.191. 42 | srael 147.237.72. 166 |aka.idf.il v aka, i df i1/ mai v har edi nd webr esour ce. axd B ock 4
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