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|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target Sum(Packet_Count

‘ IP_Map.site

Address Country Address )

66. 249. 78. 89 I srael 147.237.77.74  |lawidf.il :OG; Zirrzdsmke violation, first packet g ., 91289
65. 18. 198. 113 Wited Sates 147.237.77.216  |dover.idf.il Ig: Z?lrgdShake vioation, first packet |, 42464
217.79. 247. 233 Net her | ands 147.237.77.216  |dover.idf.il Iootj Z%dsr‘ake violation, first packet g ., 41845
66. 249. 78. 204 I srael 147.237.77.176  |natpash.idf.il Ig: Zi‘lrgdShake vioation, first packet |, 20441
66. 249. 78. 15 I srael 147.237.77.74  |lawidf.il :OG; Zirrzdsmke violation, first packet g ., 15815
66. 249. 64. 55 I'srael 147.237.72.166  |aka idf.il Ig: Z?lrgdShake vioation, first packet |, 11063
66. 249. 78. 18 I srael 147.237.77.170  |maarachot.idf.il :OG; Zirrzdsmke violation, first packet g ., 10378
66. 249. 64. 60 I'srael 147.237.72.166  |aka idf.il Ig: Z?lrgdShake vioation, first packet |, 10214
141.0. 13. 89 Nor way 147.237.77.216  |dover.idf.il :OG; Zirrzdsmke vioation, first packet |, 10183
66. 249. 78. 20 I'srael 147.237.0. 16 ny- kosher -kravi .i df . i Ig: Z?lrgdShake violation, first packet |, 9991
66. 249. 64. 225 I srael 147.237.72.166  |aka.idf.il :OG; Zirrzdsmke violation, first packet g ., 9988
185. 26. 180. 22 Eur ope 147.237.77.216  |dover.idf.il Ig: Zi‘lrgdShake violation, first packet |, 6522
66. 249. 64. 34 I srael 147.237.77.74  |lawidf.il :OG; Zirrzdsmke violation, first packet g ., 5954
210. 186. 54. 184 Ml aysi a 147.237.77.216 dover.idf.il TP Scan (vertical) drop 4344
66. 249. 78. 104 I srael 147.237.77.170  |nmarachot.idf.il E zi?]dsmke violation, first packet |, 3524
66. 249. 78. 29 I srael 147.237.77.74  |lawidf.il e 2";?1"3“"’“‘8 violation, first packet g ., 3080
89. 139. 168. 212 I srael 147.237.77.216  |dover.idf.il E zi?]dsmke vioation, first packet |, 2770
220.181.108.88  |china 147.237.76.86  |navy.idf.il e 2";?1"3“"’“‘8 vioation, first packet |, . 883
66. 249. 64. 230 I srael 147.237.72.166  |akaidf.il E zi?]dsmke vioation, first packet |, 511
82. 80. 165. 174 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 351
46.117. 80. 162 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 351
41.152.117. 183 Egypt 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 346
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 320
87.69. 158. 69 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 258
84.229.167. 137 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 252
84.108. 93. 19 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 228
220.181.108.163  |Chi na 147.237.76.42  |refuah.idf.il Ig: :%dsr‘ake vioation, first packet |, 193
109. 186. 181. 169 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 180
46.19. 86. 72 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 167
88. 226. 3. 197 Tur key 147.237. 76. 86 navy.idf.il DOS- VEB- HOI C- HTTP- 80- snc dest - r eset 159
192.117. 138. 210 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 150
82. 166. 20. 41 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 148
89. 138. 44. 134 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 147
82. 166. 20. 34 | srael 147.237. 72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 135

5. 102. 254. 74 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 130
84.111. 240. 122 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 124
46. 116. 249. 42 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 110
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 104
77.127.224.101 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 101
46.120. 158. 23 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 101
84. 228. 125. 83 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 99

46. 120. 73. 176 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 97

66. 249. 78. 82 I srael 147.237.77.74  |lawidi.il Ig: :%dsr‘ake vioation, first packet |, 95
176. 12. 151. 222 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
84.109. 87. 82 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 93
220.181.108.139  |chi na 147.237.76.42  |refuah.idf.il o 2";?1"3“"’“‘8 violation, first packet g ., 86
77.125.2.241 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 85
79.176. 151. 226 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 83
176. 12. 143. 181 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 82
77.125. 83. 68 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 79
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184.173.183. 172 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 535
184.173.183. 172 |lhited Sates 147.237.77.233 |ata .idf.il DVRep_P- N _40- 59 Per nit 443
184.173.183. 172 |lhited Sates 147.237.77.176 |nat pash.i df .i | DVRep_P- N _40- 59 Per nit 248
128.242.249.12 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Per mt 170
184.173.183. 172 |lLhited Sates 147.237.76.31 |nakchal .idf.il DVRep P- N 40-59 Per mt 94
89.139. 168. 212 |lsrael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 48
138.134.102. 15 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 29
46.137.134. 188 |lreland 147.237.72. 156 |anan.i df .i | DVRep_P- N _40- 59 Per nit 20
46.137.134.188 |lreland 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 20
210. 186. 54. 184 |Mi aysi a 147.237.77. 216 |dover.idf.il C1000205: HITP. Qpi srael 2015 - key words and groups B ock 13
138.134.102.16 |lsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 12
105. 156. 255. 197 |Mor occo 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 10
79.180. 100. 187 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 9
71.6.135. 131 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60 _100 B ock 8
79.180. 178. 26 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 8
79.183. 52. 149 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
110. 85.57. 3 Chi na 147.237.77. 216 |dover.idf.il C1000108: HITP: Trying to | ocate existing FCKedi t or B ock 6
198. 20. 69. 98 Lhited Sates 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60 100 B ock 6
71. 6. 165. 200 Lhited Sates 147.237.0.33 [idf.il DVRep_B-N 60 100 B ock 6
66. 240. 192. 138 |Lhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60 _100 B ock 6
84.110. 48. 49 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
71.6.135.131 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60_100 B ock 6
71.6.135.131 Lhited Sates 147.237.77.234 |hal ag.i df .i | DVRep B-N 60_100 B ock 6
66. 240. 192. 138 |Lhited Sates 147.237.76. 199 |e. nakchal .idf.il DVRep_B-N 60 100 B ock 5
71.6.135. 131 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60 100 B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 234 |hal ag.i df .i | DVRep_B-N 60 _100 B ock 5
66. 240. 192. 138 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60 _100 B ock 5
71.6.167.142 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep B-N 60_100 B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 176 |nat pash.i df .i| DVRep B-N 60_100 B ock 5
66. 240. 192. 138 |Lhited Sates 147.237.0.35 |akaws.idf.il DVRep_B-N 60 100 B ock 5
71.6.135. 131 Lhited Sates 147.237.77. 176 |nat pash.i df .i | DVRep_B-N 60 100 B ock 5
71.6.135. 131 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 _100 B ock 5
85. 25. 103. 50 Ger nany 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60 100 B ock 5
66. 240. 192. 138 |lLhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60_100 B ock 5
79.180. 119. 85 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
2.54.41.192 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
66.240.192. 138 |lLhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |[DVRep_B-N 60_100 B ock 5
5. 29. 167. 28 | srael 147.237.77.74 |lawidf.il C1000004: HITP: options nethod (M crosoft) B ock 5
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 4
71.6.167.142 Lhited Sates 147.237.72. 156 |anan.idf.il DVRep B-N 60_100 B ock 4
66. 240. 192. 138 |lLhited Sates 147.237.76.39 |nobile.neitav.idf.il DVRep B-N 60_100 B ock 4
84.94. 180. 35 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
198. 20. 69. 98 Lhited Sates 147.237.77. 234 |hal ag.i df .i | DVRep_B-N 60 100 B ock 4
89. 105. 194. 76 Net her | ands 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 4
71.6.135. 131 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | DVRep_B-N 60 _100 B ock 4
66. 240. 192. 138 |lLhited Sates 147.237.76. 148 |ggcenter. aka. i df . i | DVRep B-N 60_100 B ock 4
85. 25. 103. 50 Cer many 147.237.77. 176 |nat pash.i df .i| DVRep B-N 60_100 B ock 4
96. 47. 226. 21 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per mi t 4
71.6.135. 131 Lhited Sates 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60 100 B ock 4
71.6.165. 200 Lhited Sates 147.237.76. 198 |e.yohal an.i df .i | DVRep_B-N 60_100 B ock 4
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Ste

Country
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 274
88. 226. 3. 197 Tur key 147.237.76.86 [navy.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 43
91.121. 89. 16 France 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 7
91.121.89. 16 France 147.237.77. 176 [nat pash.i df .i | Tehila - Perl LVP wth fake user agent 6
66. 249. 78. 96 Lhited Sates [147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 6
61. 49. 45, 42 Chi na 147.237.76.86 |navy.idf . il mAPAD—E Apache nod_ssl non-SSL connection to SSL port denial of service 5
61. 49, 45. 42 Chi na 147 237.76.30 |himush.idf il aSH?\/ER-ttenpt APACHE Apache nod_ssl non- SSL connection to SSL port denial of service 5
66. 249. 93. 154 Lhited Sates [147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 4
176.12.137. 108 |[Israel 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
91.121. 89. 16 France 147.237.77.74 |lawidf.il Tehila - Perl LVWP wth fake user agent 3
95.110.228.68 |ltay 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
61. 49, 45. 47 Chi na 147. 237. 77. 179 le. nazi i df i1 ;EtR;/E;NDAO-E Apache nmod_ssl non-SSL connection to SSL port denial of service 3
88.226.3.197  |Turkey 147.237.76.86 |navy.idf.il gt ewct ? Eon] EoEL\ﬁ\gSa;\ Cg: i %2' t fon Gannon (HAQ Attack Inbound Generic 3
221.235. 189. 245|Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 2
46. 31. 101. 25 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
104. 207. 136. 109 147.237.77.179|e.nazi .idf .| ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 134 |Japan 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 67 Chi na 147.237.77. 226 |ww chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 2
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
221, 235. 189. 245|Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
43. 255. 188. 135 [Japan 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
46.121.113. 108 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
87. 68. 249. 6 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46. 116. 147. 54 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.183. 220. 8 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43. 255. 188. 133 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
66. 249. 78. 166 Lhited Sates |147.237.77.216|dover.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.76.39 |[nobile.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 188. 133 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 2
221.235. 189. 245|Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 2
79.180. 37. 121 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 78. 22 Lhited Sates [147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
176.12. 149. 84 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43. 255. 188. 135 [Japan 147.237.77. 234 |hal ag.i df .i | ET SCAN Potential SSH Scan 2
43. 255. 188. 133 |Japan 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
37.142.93. 144 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61.183. 128. 6 Chi na 147.237.77.235|sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 2
221.235. 189. 245|Chi na 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 2
79.179. 30. 24 | srael 147.237.77.74 |lawidf.il SERVER APACHE Apache Byte-Range Filter denial of service attenpt 2
5.29.91. 50 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 65. 34 Lhited Sates [147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 2
176.12. 147. 120 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
85. 64. 148. 141 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
43.255. 188. 135 |Japan 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 2
79.176.222. 3 I srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 240. 144. 66 Chi na 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 2
2.54.16. 139 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66.249. 64. 198 |Uited Sates |147. 237 72. 166 lakaidf i1 aSH?\/ER-ttenpt APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 2
176. 12. 143. 181 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S’ te ‘Message
185. 26. 180. 22  |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 20952
95. 86. 75. 232 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4955
141.0. 13. 89 Nor way 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 4416
141.0.12. 244 Nor way 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2301
64.40.148.254 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1637
212.179.61. 122 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1571
50.118. 162. 229 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1431
84.109. 2. 16 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1231
89. 139. 168. 212 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 1228
50.118. 162. 4 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 983
149. 78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 949
46. 185.220.96 |Jordan 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 765
1.9.96. 15 Ml aysi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 733
213.204.103. 36 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 701
212.179.61.120 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 670
84.59. 179. 147  |CGer nany 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 666
66.249.75.66  |Uited Qates  |147.237. 77. 216 |dover.idf ;| V¥ 1 segnent retransmssion. Packet  [Streaming Engi ne: TGP Invalid drop 527
dr opped. Ret r ansni ssi on
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 527
66.249.75.58  |United Qates  |147.237.77. 216 |dover.idf ;| V¥ 1 segnent retransmssion. Packet  (Streaming Engi ne: TGP Invalid drop 512
dr opped. Ret r ansni ssi on
37.60.47. 191 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 496
95. 86. 122. 205 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 465
81.218.182. 152 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 455
66.249.75.74  |nited Sates  |147.237. 7. 216 |dover. i o i ||V 1 d segnent retransmssion. Packet  |Streaming Engine: TGP Invalid drop 424
dr opped. Ret r ansni ssi on
212. 25.102. 63 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 412
50.118.162.32 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 394
95. 86. 65. 172 | srael 147.237.77.216 |dover.idf.i|H rst packet isn't SYN drop drop 374
5.102. 241. 203 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 348
199. 203. 240. 37 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 346
213.57. 37. 66 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 280
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 270
177.214.32.22 |Bazil 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 254
87.252.254. 198 |Bel arus 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 250
2.54.5.23 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 224
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 219
2.54.137. 56 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 215
66.249.78.173 |United Qates  |147.237. 77. 216 |dover.iof ;| V1 d segnent retransmssion. Packet  [Streaming Engi ne: TGP Invalid drop 210
dr opped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 207
85. 17. 24. 66 Net her | ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 206
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 199
131. 137. 245. 207 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 195
66.87.131. 51 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 189
64.21.103.106 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 188
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 175
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idf ;| V1 d segnent retransmssion. Packet  [Streaming Engi ne: TGP Invalid drop 174
dr opped. Ret r ansni ssi on
46. 19. 86. 72 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 168
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf ;| V¥ 1 d segnent retransmssion. Packet  (Streaming Engi ne: TGP Invalid drop 162
dr opped. Ret r ansni ssi on
199. 190. 46. 194 |Satellite Provider|147. 237. 77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 154
66.249.93.168 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 150
66.249.93. 164 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 150
194.56. 4. 51 Sntzerl and 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 149
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Jte Acti on ‘Count
37.26.148.180 |israel 147.237.0.19 |nadimatal .idf. il Too Many of the Sane Response Cbde (404) in Session from B ock 403
37.26. 148. 180
79.178.138.16 | srael 147.237.0.19  |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 189
79.178.138. 16
46.19. 85. 19 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 134

D stributed Uhauthori zed URL Access on
77.126.168. 43 | srael 147.237.72. 166 |aka. i df . il wwn aka. i df . i | //sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. |B ock 76
asp
) C e Too Many of the Sane Response Gode (404) in Session from
77.125.212.178 |lsrael 147.237.0. 19 nadi matal .idf.il 77.125. 212. 178 Bl ock 61
; s Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df i 11994 8613- hel navy. aspx. aspx B ock 33
157.55.39.240 |lhited Sates |147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55. 39. 240 Bl ock 31
79. 183. 27. 242 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 79. 183. 27. 242 Bl ock 24
46.210.140.80 | srael 147.237.0.19  |nadi matal .icf. il Too My of the Sane Response Code (404) in Session from B ock 23
46. 210. 140. 80
207. 46. 13. 81 Lhited Sates |147.237. 77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 81 B ock 22
142. 4.96. 178 Lhited Sates |147. 237. 72. 166 |aka.idf.il Mil tiple Uhauthorized URL Access from 142. 4. 96. 178 Bl ock 21
66. 249. 75. 66 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 75. 66 Bl ock 20
66. 249. 75. 58 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 75. 58 B ock 20
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 19
157. 55. 39. 24 Lhited Sates |147.237. 77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157.55. 39. 24 Bl ock 16
157.55.39. 142 |Lhited Sates |147.237.77. 216 [dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157.55. 39. 142 B ock 14
213.151. 32. 163 |Israel 147.237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 13
ww aka. i df . i | //mai n/rabanut/webresour ce. axd
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 12
84.228.173. 48 | srael 147.237.72. 166 |aka.idf .il Ml ti pl e Unaut hori zed URL Access from 84. 228.173. 48 Bl ock 12
66. 249. 75. 74 | srael 147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 75. 74 B ock 11
s Unaut hori zed URL Access to
188. 120. 148. 205|lI srael 147.237.72. 166 |aka.idf.il v aka, i df i |/ i 1 har edi md webr esour ce. axd B ock 10
37.46. 39. 110 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 10
66. 249. 78. 166 |l srael 147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 Bl ock 9
37.26.150. 141 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 9
s D stributed Uhauthori zed URL Access on
37.26. 150. 147 | srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd B ock 8
) s Unhaut hori zed URL Access to
84. 108. 51. 198 | srael 147.237.0.19 nadi matal .idf.il madi matal .i df . i | / shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 7
s D stributed Unhauthorized URL Access on
95. 86. 103. 107 | srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd B ock 6
91.121.89. 16 France 147.237.77. 216 |dover.idf.il PHP Attenpt Bl ock 6
176.12. 144. 147 |israel 147. 237. 72. 166 |aka. i df .1 Distributed Lhaut horized LR Access on B ock 6
wan aka. i df.il// mai n/ rabanut / webr esour ce. axd
79. 180. 15. 247 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 79. 180. 15. 247 Bl ock 6
109. 67.22. 128 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
109. 160. 188. 134|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 6
85. 65. 20. 58 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 5
79.180. 107. 237 |Israel 147.237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 5
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
77.6.233.32 Ger many 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 77. 6. 233. 32 B ock 5
79.177.6. 12 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 5
194. 114. 146. 227l srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwn aka.idf.il/sip storagel/fil es/4/ Bl ock 5
87.68.18.159  |Israel 147.237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 5
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
84.94.20.36  |Israel 147. 237.72. 166 |aka. i of . i | Distributed thaut horized URL Access on Bl ock 5
ww aka. i df . il //mai n/rabanut/webresource. axd
109. 65. 194. 239 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
109. 66. 121. 49 | srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 5
Unaut hori zed URL Access to
185. 86. 143. 113 147.237.77. 176 |nat pash. i df . i | WA, cogat . i df . i|/tenpl at es/ honepage/ www. yout ube. cond v/ 3g51ei 5nuh  |B ock 5
¢]
77.127.172. 224 |israel 147.237.72. 166 |aka.i df i Dstributed Uhauthorized LR, Access on Bl ock 5
ww aka. i df . i | //mai n/rabanut/webresour ce. axd
91.121.89. 16 France 147.237.77. 176 |nat pash.i df . i | Dstributed PHP At enpt Bl ock 5
79.178.186. 115 |Israel 147. 237. 72. 166 |aka. i df .1 Distributed Lhaut horized LR Access on B ock 4
wan aka. i df.il// mai n/ rabanut / webr esour ce. axd
37.26.150. 213 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 4
s Unhaut hori zed URL Access to
66. 249. 64. 18 | srael 147.237.72. 166 |aka.idf .il 147. 237. 72. 166/ mai / gi yus/ gi yus/ gener al . aspx Bl ock 4
66.249. 78. 73 | srael 147.237. 77. 226 |wawn chanat z. aka. i df . i | |[Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 4
) ) L Miltiple MMSQ Data Retrieval wth Inplicit Qnversion Brors(+) from
164. 138. 120. 201 |l srael 147.237.0.16  |ny-kosher-kravi.idf.il 164. 138. 120 201 None 4
5.22.129. 200 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
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