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|Top Attackers | n DDoS- Def ence |

Attacker

Name

Sum(Packet_Count

‘Attacker

‘Target

‘IP_Map.site ‘

Address Country Address )
220.181.108.175 |china 147. 237. 76. 86 navy. i df . Ig Zi‘lrr‘ld‘c'hake violation, first packet |, 1905018
212. 67. 205. 135 Uited Kingdom  |147.237.77.216  |dover.idf.il IS: Zirr‘ldsr‘ake violation, first packet |, 34859
220.181.108. 142  |China 147. 237.76. 42 refuah.idf.il :g Zi‘lrr‘ldShake vidation, first packet g 29650
66. 249. 78. 166 I srael 147.237.77.216  |dover.idf.il :S: 232dshake vioation, first packet . 25425
66. 249. 78. 204 I srael 147.237.77.176  |natpash.idf.il Ig Zi‘lrr‘ld‘c'hake violation, first packet |, 15551
66. 249. 78. 159 I srael 147.237.77.216  |dover.idf.il :S: 232dshake vioation, first packet . 13175
66. 249. 78. 89 I srael 147.237.77. 74 lawidf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 12116
220. 181. 108. 85 Chi na 147. 237. 76. 86 navy. i df . il :S: 232dshake vioation, first packet . 11479
66. 249. 78. 173 I srael 147.237.77.216  |dover.idf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 11444
220.181.108.186  |China 147. 237. 76. 42 refuah.idf.il :S: 232dshake vioation, first packet . 11362
220.181.108.120  |china 147. 237. 76. 86 navy. i df . Ig Zi‘lrr‘ld‘c'hake violation, first packet |, 10807
220.181.108.110 |china 147. 237.76. 42 refuah. i df.il :S: 232dshake violation, first packet |, 9427
212.67.205. 135 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il HITP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 8364
66. 249. 78. 29 I'srael 147.237.77.74  |lawid. il o 23‘;(’3“3"9 vidation, first packet g 7151
66. 249. 78. 82 I srael 147.237.77.74  |lawidf.il :g Zi‘ladsmke viodation, first packet g 7005
113.52.134. 164 Hong Kong 147.237.77. 216 dover.idf.il HITP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 6904
113. 52. 134. 164 Hong Kong 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke violation, first packet |, 6800
220.181.108.158  |china 147. 237.76. 86 navy. i df il :g Zizdsmj‘e violation, first packet |, 6377
46.116. 137. 181 I srael 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 6155
37.188.234.7 Czech Republ i ¢ 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 6060
220.181.108.168  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 5701
165. 50. 242. 193 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 5337
220.181.108.160  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 4946
66. 249. 78. 96 I srael 147. 237.77. 74 lawidf il :g Zizdsmj‘e violation, first packet |, 4939
220.181.108.144  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 4769
66. 249. 78. 197 I srael 147.237.77.176  |natpash.idf.il :g Zizdsmj‘e violation, first packet |, 4487
220.181.108.104  |China 147.237.76.86  |navy.idf.il Ig: Zirr‘ldsmke violation, first packet |, 4460
220.181.108.118 |china 147. 237.76. 42 refuah.idf.il :g Zizdsmj‘e violation, first packet |, 4275
84. 228. 205. 80 I srael 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 2809
80. 230. 80. 58 I srael 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 2757
212. 67. 205. 135 Uni ted Ki ngdom 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2685
62. 201. 201. 58 Iraq 147.237.77.216  |dover.idf.il :S: 232dshake vioation, first packet . 2526
113. 52. 134. 164 Hong Kong 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2306
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2066
66. 249. 64. 168 I srael 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 1954
66. 249. 67. 167 I srael 147.237.77.234  |halag.idf.il :g Zizdsmj‘e violation, first packet |, 1693
66. 249. 78. 228 I srael 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 1080
66. 249. 67. 139 I srael 147. 237.77. 74 lawidf il :g Zizdsmj‘e violation, first packet |, 919
66. 249. 73. 201 I srael 147.237.72.166  |aka idf.il Ig: Zirr‘ldsmke vioation, first packet |, 887
220.181.108.117  |china 147. 237. 76. 86 navy. i df il :g Zizdsmj‘e violation, first packet |, 809
113. 52. 134. 164 Hong Kong 147.237.77.216 dover.idf.il bl ock-sp-traf 1 dr op 649
66. 249. 78. 47 I'srael 147.237.0. 15 kosher-kravi.idf.iIIg: Zirr‘ldsr‘ake vioation, first packet g 564
66. 249, 78. 242 I srael 147.237.77. 74 lawidf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 561
94. 236. 48. 39 United Kingdom  |147.237.8. 24 elifestyleidf.il IS: Zirr‘ldsr‘ake vioation, first packet g 496
66. 249. 78. 22 I srael 147.237.77. 74 lawidf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 489
220.181.108.171  |China 147. 237. 76. 86 navy.idf.il :S: 232dshake vioation, first packet g 448
46.19. 86. 127 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 442
220. 181. 108. 99 hi na 147.237.76.86  |navy.idf.il :g; ZirrldShake violation, first packet |, 388
67. 84. 199. 34 ited Sates 147.237.77.216  |dover.idf.il :g Zi‘ladsmke vioation, first packet g 328
66. 249. 78. 127 I srael 147.237.77.74  |lawidt.il Ig; 23‘;(’3“3"9 violation, first packet |, 282
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

Fragrout e

180. 76. 5. 193 Chi na 147.237.77. 176 |nat pash. i df . i | DVRep_P- N _40- 59 Permit 735
184.173.183. 172|lhited Sates 147.237.77. 176 |nat pash. i df .i | DVRep_ P- N 40- 59 Pernit 618
180. 76. 5. 193 Chi na 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Pernint 200
184.173.183. 172|lhited Sates 147.237.76.86 |navy.idf.il DVRep_P- N 40- 59 Per nit 198
180. 76. 5. 193 Chi na 147.237.76.86 |navy.idf.il DVRep_P- N 40- 59 Per nint 112
128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permt 101
46.137.134.188 |lreland 147.237.72. 166 |aka.idf .i | DVRep P- N 40-59 Permt 20
87.69. 162. 253 | srael 147.237.0. 34 tikshuv.idf.il Cl000212;: HTTP. prefix 1.01 in the URL Bl ock 12
46.137.134. 188 |lrel and 147.237. 72. 156 |anan.i df .i | DVRep_P- N 40- 59 Pernint 11
78.166. 133. 202 |Tur key 147.237.77. 216 |dover.idf.il Q)67: HITP. attenpt to access .config page Bl ock 10
109. 67. 108. 184 |l srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL Bl ock 9
112.111. 188. 127|Chi na 147.237.72. 166 |aka.idf .i | (C1000108: HITP. Trying to | ocate existing FO<edi tor B ock 9
46.19. 86. 239 | srael 147.237.0.34 |tikshuv.idf.il Cl000212; HITP. prefix 1.01 in the URL Bl ock 8
84. 228. 58. 21 | srael 147.237.0. 34 tikshuv.idf.il Cl000212;: HTTP. prefix 1.01 in the URL Bl ock 8
149. 88. 116. 46 Lhited Sates 147.237.0. 34 tikshuv.idf.il Cl000212: HTTP. prefix 1.01 in the URL Bl ock 8
46.117.221. 59 | srael 147.237.0. 34 tikshuv.idf.il Cl000212: HTTP. prefix 1.01 in the URL Bl ock 8
66. 249. 79. 253 | srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL Bl ock 8
66.249. 79. 229  |lsrael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 7
79.178.113. 156 |Israel 147.237.0.34 |tikshuv.idf.il Cl000212; HTTP. prefix 1.01 in the URL Bl ock 7
66. 249. 79. 241 | srael 147.237.0. 34 tikshuv.idf.il Cl000212;: HTTP. prefix 1.01 in the URL Bl ock 7
212.34.12.183 |Jordan 147.237.77. 216 |dover. i df . i 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 6
Fragrout e
37.59.54.153  |France 147.237.77.176 |matpash.i df i1 |81 HITP. Vérdmress Theme Ovi Directory Traversal Pernit 6
Wl nerability
66. 249. 67. 229 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 6
109.67.70.42  |israel 147.237.76.42 |refuanhidr.il  |/X2% T Segnent Qverlap Wth Dfferent Cata, e.g., B ock 6
Fragrout e
180. 76. 5. 193 Chi na 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Permi t 6
46. 19. 85. 81 | srael 147.237.0. 34 tikshuv.idf.il Cl000212;: HTTP. prefix 1.01 in the URL Bl ock 6
89.138. 220. 152 |israel 147.237.76.42 |refuah.idf.il lzrligrolf Segnent Qverlap Wth Dfferent Dita, e.g., B ock 6
188. 138. 9. 50 Ger many 147.237.0.200 |rdu.idf.il DVRep_B-N 60_100 B ock 5
188. 103. 105. 154|Ger many 147.237.77.233|atal .idf. il glzg;olf Segnent Qverlap Wth Dfferent Data, e.g., B ock 5
66.240. 192. 138 |Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |DVRep_B-N 60_100 Bl ock 5
79.180. 154. 173 I srael 147.237.72. 166 |aka. i of . gligrolf Segent Qverlap Wth Dfferent Data, e.g., B ock 5
71.6.135. 131 Lhited Sates 147.237.76.198|e.yohalan.idf.il |DVRep B-N 60 100 Bl ock 5
79.183. 179. 168 |Israel 147.237.76. 42 |refuah.idf.il lzrligrolf Segent Qverlap Wth Dfferent Dta, e.g., B ock 5
71.6.165. 200 Lhited Sates 147.237.0.34 |tikshuv.idf.il DVRep_B-N 60_100 Bl ock 5
188. 138. 9. 50 CGer many 147.237.76. 34 |yohal an.idf.il DVRep B-N 60 100 Bl ock 5
188. 138. 9. 50 Ger nany 147.237.77. 74 [lawidf.il DVRep B-N 60 100 Bl ock 5
188. 138. 9. 50 Cer many 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 Bl ock 5
85. 25. 103. 50 Ger nany 147. 237. 77. 121 |e. navy.i df .i | DVRep_B-N 60 100 Bl ock 5
185. 33. 168. 150 g";'cisgi'géa” Territory, 147.237.77.176 |natpash.idf.il  [EgovRep_B-N_70-99 Bl ock 5
79.178.191. 215 |Israel 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 5
71.6.167. 142 Lhited Sates 147.237.0.19 nadi matal .idf.il |[DVRep_B-N 60_100 Bl ock 4
71.6.135. 131 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df . i [[DVRep_B- N 60 100 Bl ock 4
71. 6. 165. 200 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 Bl ock 4
71. 6. 167. 142 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60 100 B ock 4
71.6.135. 131 Lhited Sates 147.237.76.197 |e.hinush.idf.il |DVRep B-N 60 100 B ock 4
84. 109. 86. 164 | srael 147.237.0. 34 tikshuv.idf.il Cl000212; HTTP. prefix 1.01 in the URL Bl ock 4
222.84.0.211 Chi na 147.237.76. 31 |[nakchal .idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 4
71. 6. 165. 200 Lhited Sates 147.237.76.200|eitan. aka.idf.il |DVRep_B-N 60 100 Bl ock 4
71.6.135. 131 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 Bl ock 4
94.230.86. 158 |l srael 147.237.76.42 |refuanich.il |20 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 4
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|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 138
66. 249. 78. 29 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 78
54.201.241. 71 Lhited Sates 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 19
165. 50. 242. 193 147.237.77.216 |dover.idf.il SERVER- WEBAPP adni n. php access 6
154. 121. 251. 150 147.237.77.216 |dover.idf.il SERVER WEBAPP \V&bDAV sear ch access 5
165. 50. 242. 193 147.237.77.216 |dover.idf.il SERVER WEBAPP admi nl ogi n access 5
54.201.241. 71 Lhited Sates 147.237.72.166 |aka.idf.il Tehila - Perl LW wth fake user agent 5
165. 50. 242. 193 147.237.77.216 |dover.idf.il SERVER WEBAPP | ogi n. ht m access 4
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 51 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
165. 50. 242. 193 147.237.77.216 |dover.idf.il SQ 1 =1- possible sg injection attenpt 3
221.235.189. 244 |Chi na 147.237.77.235 |sviva.idf.il ET SCAN Potential SSH Scan 3
165. 50. 242. 193 147.237.77.216 |dover.idf.il SERVER VBAPP encoded cross site scripting HIM. | nage tag attenpt 3
84.254. 2. 99 G eece 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 3
37.239.63.0 Iraq 147.237.77.216 |dover.idf.il | NDI CATCR- SCAN sql map SCL i nj ecti on scan attenpt 2
31.184. 242. 17 Russi an Federation |147.237.77.216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
66. 249. 78. 240 Lhited Sates 147.237.77.216 |dover.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 2
121.88.5.177 Korea, Republic of |147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
52. 25. 80. 56 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il ET SCAN NVAP -f -sS 2
66. 249. 78. 190 Lhited Sates 147.237.77.176 |natpash.idf.il ET SCAN NVAP -sA (2) 2
221.235. 189. 244 |Chi na 147.237.77.226 |ww chanatz.aka. idf.il |ET SCAN Potential SSH Scan 2
79.143.87.178 Uni ted Ki ngdom 147.237.77.234 |haag.idf.il ET SCAN NVAP -sS wi ndow 1024 2
222.69.94.13 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN NVAP -f -sS 2
66. 249. 78. 127 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
221.235. 189. 244 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 2
5.9. 136. 67 Ger many 147.237.77.216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 2
79.143.87.178 Uni ted Ki ngdom 147.237.77.226 |ww chamatz.aka.idf.il |ET SCAN NVAP -sS w ndow 1024 2
66. 249. 78. 89 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
183. 136. 216. 4 Chi na 147.237.76.199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 2
144. 0. 0. 60 Chi na 147.237.72.156 |anan.idf.il ET SCAN Potential SSH Scan 2
54.201.241. 71 Lhited Sates 147.237.77.176 |natpash.idf.il Tehila - Perl LW wth fake user agent 2
193.189. 117.26 |Pol and 147.237.77.74 |lawidf.il ET SCAN NVAP -sS wi ndow 1024 2
61. 240. 144. 66 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 2
54.201.241.71 Lhited Sates 147.237.72.156 |anan.idf.il Tehila - Perl LW wth fake user agent 2
66. 249. 67. 139 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
200. 196. 243.69 |Bazil 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
193.189. 117.26 |Pol and 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 2
61. 240. 144. 64 Chi na 147.237.0. 35 akavs. i df .il ET SCAN NVAP -sS wi ndow 1024 2
91.224.132.118 Russi an Federation |147.237.77.216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
66. 249. 65. 26 Lhited Sates 147.237.77.226 |wwn chanatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
183. 136. 216. 3 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
221.235. 189. 244 |Chi na 147.237.76.199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 2
204.93.58. 114 Lhited Sates 147.237.77.216 |dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 2
66. 249. 78. 242 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.0. 16 ny- kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 1024 2
52. 25. 80. 56 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 2048 2
66. 249. 78. 211 Lhited Sates 147.237.77.176 |matpash.idf.il ET SCAN NVAP -sA (2) 2
222.69.94.13 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN NVAP -sS wi ndow 2048 2
66. 249. 78. 134 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S’ te ‘Massage
82. 145. 209. 201 |Eur ope 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1267
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 918
37.26.148.222 |lsrael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 620
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 542
212.76.98. 30 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 452
37.26. 147. 198 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 423
89. 139. 37. 165 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 365
2.54.133. 196 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 356
66.249.78.166 |lnited Sates  |147.237. 7. 216 |dover. i o .i| | VA 1 d segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 288
dr opped. Ret r ansnii ssi on
62. 201. 201. 58 Irag 147.237.77.216 |dover.idf.il|FH rst packet isn't SYN drop drop 273
77.126. 82.238 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 272
5. 255. 253. 124 g;z:;nl on 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 269
50.118.162.59 |lLhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 266
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 254
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 248
66.249.78.159 |lnited Qates  |147.237.77. 216 |dover.idf. i1\ V@ 1d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 244
dr opped. Ret r ansnii ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 233
149. 255. 232.82 |lrag 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 218
213.151.58. 187 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 208
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf. i1\ V@ 1d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 196
dr opped. Ret r ansni ssi on
50.118. 162. 171 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SWN drop drop 168
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 161
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 153
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 148
46. 19. 86. 154 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 132
67.84.199. 34 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 119
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 116
5. 29.198. 182 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 103
100. 1. 243. 64 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 100
87.68.85.188 | srael 147.237.77. 243 |mobi 1 e.i o . || V@ 1d segnent retransmssion. Packet |Sreaning Engine: TGP Invalid drop 99
dr opped. Ret r ansni ssi on
128. 69. 145. 214 gz:;;r: on 147.237.76.42 |refuah.idf.i|Hrst packet isn't SYN drop drop 97
162. 243.222. 48 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 96
77.127.190. 163 |l srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 96
165. 50. 242. 193 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 95
41. 68. 90. 188 Egypt 147.237.77. 216 |dover.idf.il|F rst packet isn't SN dr op drop 89
46.19. 85. 105 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 88
46.19. 86. 168 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 88
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 88
62.232.114.66 |United Kingdom |147.237.77.216|dover.idf.il|FHrst packet isn't SN dr op dr op 84
46.117.59. 216 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 83
5.102.222. 126 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 81
66.249.78.234 |United Qates  |147.237.77. 216 |dover.idf. i1 ||V 1d segment retransmssion. Packet  (Sreaning Engine: TP Invalid drop 80
dr opped. Ret r ansnii ssi on
192. 249. 64. 249 |Lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 79
84.108. 230. 7 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 79
104. 55. 130. 238 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 77
79.176. 155. 253 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 75
87.68. 21. 230 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 75
80. 246. 133. 61 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 73
80. 230. 80. 58 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 72
108.59. 253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 71
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Jte Acti on ‘Count
77.127.154.25 |Israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Code (404) in Session from B ock 500
77.127.154. 25
46. 19. 85. 52 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 356
46.19. 85. 104 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 267
176. 12. 149. 127 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 173
79.176. 37.121 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 169

) C o Too Many of the Sane Response Code (404) in Session from
79.180. 220. 217 |Israel 147.237.0.19 |madimatal.idf.il 79.180. 220. 217 Bl ock 140
: C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il wa navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 85
213.57.61.191 |Israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Code (404) in Session from B ock 55
213.57.61. 191
5.29.140.206 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 50
5. 29. 140. 206
157. 55. 39. 215 Lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 27
46. 19. 85. 82 | srael 147.237.0.19 |nadimatal .idf.il O stributed Too Many of the Sane Response Code (404) Bl ock 21
85. 65.172.229 |Israel 147.237.72. 166 |aka. i df .i | Distributed Lhauthorized URL Access on B ock 18
wan aka. i df.il// nmai n/ rabanut/webr esour ce. axd
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 18
79.179. 162. 201 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 17
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unhaut hori zed URL Access from 66. 249. 78. 166 B ock 15
Unaut hori zed URL Access to
87. 69. 28. 156 | srael 147.237.72. 166 |aka.idf .il v aka. i df . i |/ sites/resources/ kanhar/styl es/inport/bottommavi gaton. as |Bl ock 14
p
93.173. 189, 109 |Israel 147. 237, 72. 166 |aka. i df i Distributed Lhaut hori zed LRL Access on Bl ock 14
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
176.12.151. 110 | srael 147.237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 12
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
85. 64. 91. 24 I srael 147. 237. 72. 166 |aka. i df .| Too Many of the Sane Response Cbde (404) in Session from B ock 11
85.64.91. 24
D stributed Uhauthorized URL Access on
85. 250. 38. 56 | srael 147.237. 72. 166 |aka. i df .i | wn aka. i df . il //sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. |B ock 11
asp
5.29.179. 157 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 10
207.46.13.127 |lhited Sates |147. 237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 10
84.108. 233. 91 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 9
154.121. 251. 150 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 154. 121. 251. 150 Bl ock 9
37.142.96.104 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 9
178.137.19. 143 |krai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwu law i df.il/tenpl ates/ getfil e/ Bl ock 9
37.26.148.203 |Israel 147. 237. 72. 166 |aka. i of . i | Distributed Lhaut hori zed URL Access on B ock 8
waw aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 8
94. 153. 9. 66 Lkr ai ne 147.237.77. 176 |nat pash. i df .i | Uhaut hori zed URL Access to waw cogat . i df.il/901-11442-en/ B ock 6
S Unaut hori zed URL Access to
84. 228. 70. 229 I srael 147.237.77. 243 |nobi l e.idf.il nobi | . i df .|/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 2042 Bl ock 6
D stributed Unaut hori zed URL Access on
79.182.204. 239 |lsrael 147.237.72. 166 |aka.idf .il vwv aka. i df . i1//sites/resources/ chi nuch/ styl es/i nport/bott onmavi gat on. |B ock 6
asp
66. 249. 78. 230 | srael 147.237.77. 243 |nobi | e.i df .i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 230 B ock 6
157. 55. 39. 32 Lhited Sates |147. 237. 72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 6
149. 78.154. 222 |lhited Sates |147.237.72. 166 |aka.idf.il Ml tipl e Whaut hori zed URL Access from 149. 78. 154. 222 Bl ock 6
. . |Dstributed Unaut hori zed URL Access on
66. 249. 73. 221 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- hel hamaz. aspx Bl ock 6
S D stributed Uhauthori zed URL Access on
87. 68. 213. 153 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 6
: S Unaut hori zed URL Access to
149. 88. 2. 216 Lhited Sates |147.237. 77. 243 |nobil e.idf.il mobi | e, dff i 1/ cat egor yt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 6
2.52.154. 26 | srael 147.237.77. 243 |nobi le.idf . i1 Suspi ci ous Response Code Bl ock 5
207. 46. 13. 121 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut hori zed URL Access from 207.46.13. 121 Bl ock 5
213.57.204. 219 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 5
. . |Dstributed Unaut hori zed URL Access on
66. 249. 73. 213 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- hel hamaz. aspx Bl ock 5
S D stributed Uhauthorized URL Access on
5. 29. 166. 208 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 5
S Unaut hori zed URL Access to
109. 253. 128. 194 |l srael 147.237.77. 243 |nobi le.idf . il mobi | e, i dff i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 5
D stributed Uhauthori zed URL Access on
79.176. 18. 146 | srael 147.237.72. 166 |aka.idf.il wwn aka. i df . il //sites/resources/ chi nuch/ styl es/inport/bottommavi gaton. |B ock 5
asp
2. 54. 155. 20 I srael 147. 237. 72. 166 |aka. i of . i | Distributed Lhaut hori zed URL Access on B ock 5
waw aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
79.179. 106. 207 I srael 147. 237. 77. 226 |ww chanat z. aka. i df .| [2ULhori zed URL Access to B ock 5
ww chanat z. aka. i df . i | / resour ce/ userf ol | ow esour ce/ creat e/
207.46.13.57  [United Sates |147.237.0.34 |tikshuv.idf.il Wnauit hori zed LRL Access to B ock 5
wawv ti kshuv. i df.i |/ nai n/ gi yus/ gi yus/ general . aspx
66. 249. 65. 32 | srael 147.237.72. 166 |aka.i df .i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 5
46.121.220.34 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
157.55.39.190 |Wnited Sates [147.237.0.34 [tikshuv.idf.il Distributed Uhaut hori zed LRL Access on Bl ock 4

w ti kshuv. i df.il//nai n/gi yus/ gi yus/ general . aspx
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