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|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address )

212. 67. 205. 135 Wited Kingdom  |147.237.77.216  |dover.idf.il Ig Zi‘lrr‘ld‘c'hake violation, first packet |, 149870
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 71472
220.181.108.102  |thina 147. 237. 76. 42 refuah.idf.il :g Zi?]dsmke vioation, first packet . 47021
195.191. 148. 7 Rul gari a 147.237.77.216  |dover.idf.il o 23‘;(’3“3"9 violation, first packet 1, 36227
212.67.205. 135 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 31486
66. 249. 78. 166 I srael 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 30004
66. 249. 67. 126 I srael 147.237.77.74  |lawidf.il Ig: Zirr‘ldsmke vioation, first packet |, 21540
113. 52. 134. 164 Hong Kong 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 20002
220.181.108.103  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 17746
66. 249. 78. 173 I srael 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 16524
113. 52. 134. 164 Hong Kong 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16124
220.181.108.119  |China 147. 237. 76. 42 refuah.idf.il :S: 232dshake vioation, first packet . 14507
66. 249, 78. 222 I srael 147.237.77.216  |dover.idf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 13780
212.67.205. 135 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il HTTP-M SC- S owl ori s- DC5- Var 1 dest - r eset 13682
66. 249. 78. 197 I srael 147.237.77.176  |natpash.idf.il :g Zi?]dsmke viodation, first packet g 11794
220.181.108.185  |China 147.237.76.42  |refuah.idf.il o 23‘;(’3“3"9 vidation, first packet g 11007
84.158. 4. 118 Ger many 147.237.77.216  |dover.idf.il :g Zi‘ladsmke violation, first packet |, 9884
66. 249. 78. 242 I'srael 147.237.77.74  |lawid. il o 23‘;(’3“3"9 vidation, first packet g 9049
220. 181. 108. 88 Chi na 147.237.76.86  |navy.idf.il :g Zi‘ladsmke violation, first packet |, 8561
66. 249. 78. 211 I'srael 147.237.77.176  |matpeshiict.il |17 23‘;(’3“3"9 violation, first packet |, 8096
220.181.108.176  |China 147.237.76.42  |refuahidf.il :g Zi‘ladsmke viodation, first packet g 7939
66. 249. 78. 29 I'srael 147.237.77.74  |lawid. il o 23‘;(’3“3"9 vidation, first packet g 7641
66. 249. 78. 159 I st ael 147.237.77.216  |dover.idf.il :g Zi‘ladsmke violation, first packet |, 6907
113. 52. 134. 164 Hong Kong 147.237.77. 216 dover.idf.il HTTP-M SG S owl ori s- DC5- Var 1 dest - r eset 6873
66. 249. 78. 190 I st ael 147.237.77.176  |natpash.idf.il Ig: Zirr‘ldsmke violation, first packet |, 6646
195. 34. 150. 18 Austria 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 6161
66. 249. 78. 47 I srael 147.237.0. 15 kosher-kravi.idf.ilIStD Zirr‘ldsmke vioation, first packet |, 6016
66. 249. 78. 254 I srael 147. 237.77. 74 lawidf il :g Zizdsmj‘e violation, first packet |, 5117
66. 249. 65. 65 I srael 147.237.72.166  |akaidf.il Ig: Zirr‘ldsmke vioation, first packet |, 4835
95.91. 227. 135 Ger many 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 4643
173.76. 13. 137 Wited Sates 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 4399
66. 249. 78. 204 I srael 147.237.77.176  |natpash.idf.il :g Zizdsmj‘e violation, first packet |, 3252
220.181.108.170  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 3163
66. 249. 83. 188 I srael 147.237.77.216  |dover.idf.il :g Zizdsmj‘e violation, first packet |, 2540
66. 249. 64. 168 I sr el 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke vioation, first packet |, 2247
77.126.61. 14 | srael 147. 237. 72. 167 i shurimaka.idf.il |JAnonal y- TLS-renegotiation-A i dest - r eset 2216
66. 249. 78. 96 I srael 147.237.77. 74 lawidf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 1912
66. 249, 67. 139 I'srael 147.237.77.74  |lawidt.il IS: Zirr‘ldsr‘ake vioation, first packet . 1660
5. 255, 253. 124 Russian Federation |147.237.77.216  |dover.idf.il Ig Zi‘lrr‘ld‘c'hake vidation, first packet g 1383
79.179.167. 13 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 1229
220.181.108.117  |China 147.237.76.86  |nawy.idf.il :g Zi‘ladsmke viodation, first packet g 998
195. 191. 148.7 Bul gari a 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 995
220.181.108.187  |China 147.237.76.42  |refuahicf.il Ig: Zirr‘ldsmke vioation, first packet |, 733
113. 52. 134. 164 Hong Kong 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 604
5.29.18.179 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 586
85. 64. 125. 113 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 481
84. 110. 85. 66 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 456
77.127.14.93 | srael 147.237. 72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 420
95. 86. 68. 232 | srael 147.237. 72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 398
79. 183. 233. 30 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 351
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permt 133
184.173.183. 172|lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Pernit 127
185. 33. 168. 150 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | EgovRep_B- N_70- 99 B ock 110
180. 76. 5. 193 Chi na 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Permt 97
195.191.148.7 |Bulgaria 147.237.77. 216 |dover.idf.il 8262: HITP. Soworis DoS Tool Bl ock 55
212.67.205. 135 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il 8262: HITP. S ow oris DoS Tool Bl ock 43
62. 90. 202. 62 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 31
203. 151. 234. 15 |Thai l and 147.237.77.74 |lawidf.il DVRep_P- N _40-59 Per nint 30
125. 79. 138. 185 |Chi na 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor Bl ock 30
180. 76. 5. 193 Chi na 147.237.77. 216 |dover.idf.il DVRep_P- N_40- 59 Permt 24
66. 249. 79. 253 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 22
46.137.134. 188 |lrel and 147.237.72.166 |aka.idf.il DVRep_P- N 40-59 Pernit 20
46.116. 150. 130 |l srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 20
46.137.134. 188 |lrel and 147.237. 72. 156 |anan.i df .i | DVRep_P- N 40-59 Per nint 20
66. 249. 79. 229 | srael 147.237.0.34 |tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL Bl ock 19
2.54.9. 206 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 16
79.182.102. 134 |Israel 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 15
84.108.193. 192 |Israel 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 15
66. 249. 79. 241 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 14
79.177. 8. 165 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 13
125. 227. 255. 30 |Tai wan 147.237.77. 216 |dover.idf.il Cl000108: HITP:. Trying to | ocate existing FCKeditor Bl ock 12
84.228.14.148 |lsrael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 12
37.26. 146. 155 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 11
109. 186. 35. 100 |l srael 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 9
188. 138. 9. 50 Cer many 147.237.77.233|atal .idf.il DVRep_B-N 60_100 Bl ock 8
46.121. 82. 80 | srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 8
37.142.176. 49 | srael 147.237.0.34 |tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL Bl ock 8
85. 250. 202. 224 |l srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 8
121.146. 93. 228 |Korea, Republic of 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor Bl ock 8
84.228.228.146 |Bugaria 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL Bl ock 8
180. 76. 5. 193 Chi na 147.237.76.86 |navy.idf.il DVRep_P- N 40- 59 Per it 7
86. 12. 190. 4 Uni ted Ki ngdom 147.237.76.42 |refuah.idf.il C1000004: HTTP:. options method (M crosoft) Bl ock 7
188. 138. 9. 50 Ger many 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60_100 Bl ock 7
180. 76. 5. 193 Chi na 147.237.72. 166 |aka.idf .il DVRep_P- N 40- 59 Permt 6
109. 65. 28. 142 | srael 147. 237. 77. 216 |dover. i df .i | ;123;0?:’ Segent Qverlap Wth Different Data, e.g B ock 6
71. 6. 165. 200 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 Bl ock 6
188. 138. 9. 50 Ger many 147.237.8.28 |e.nobile-ks.idf.il DVRep_B-N 60_100 Bl ock 5
66.240. 192. 138 |Lhited Sates 147.237.76. 176 |test. ncore.idf.il DVRep_B- N 60_100 Bl ock 5
84.228.117.24 | srael 147.237.77. 233 |atal i cf . i1 ;123;0?:’ Segent Qverlap Wth Different Data, e.g. B ock 5
71. 6. 165. 200 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 Bl ock 5
79.176. 113. 145 |l srael 147.237.0.34 |tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL Bl ock 5
198. 20. 69. 98 Lhited Sates 147.237.76. 34 |yohal an.idf.il DVRep_B-N 60_100 Bl ock 5
212.35.64.194  |Jordan 147. 237. 77. 176 |nat pash. i df . i | ;123;0?:’ Segent Qverlap Wth Different Data, e.g. B ock 5
105.51. 127. 117 |Kenya 147. 237. 77. 216 |dover. i of . i | ;1230}]: Segment Qverlap Wth Different Data, e.g B ock 5
66. 240. 192. 138 |Lhited Sates 147.237.0.200 |mdu.idf.il DVRep_B-N 60_100 B ock 5
71. 6. 165. 200 Lhited Sates 147.237.8. 27 e nadi matal .idf.il DVRep B-N 60_100 Bl ock 5
198. 20. 70. 114 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 Bl ock 5
188. 138. 9. 50 CGer many 147.237.0.15 |kosher-kravi.idf.il DVRep_B-N 60_100 Bl ock 5
198. 20. 70. 114 Lhited Sates 147.237.76.86 [navy.idf.il DVRep_B-N 60_100 Bl ock 5
66. 240. 192. 138 |Wnited Sates 147.237.0.17 |PM-kosher-kravi.idf.i 150 0 5N 60 100 B ock 4
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
85. 113. 105. 235 (F;ajcis;i';'ja” ferritory, 147. 237. 77. 216 |dover. i of . i | ET SOAN Vega Vb Appl i cation Scan 1104
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 133
85. 113. 105, 235 ga:lcis;i':éa” Territory, 1147, 237.77. 216 |dover. i of . i1 S Injection - Select From 99
85. 113. 105. 235 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | GPL WEB SERVER / et ¢/ passwd 98
85. 113. 105, 235 ga:lcis;i':éa” Territory, 1147, 237. 77. 216 |dover. i of . i1 SERVER VERAPP / et ¢/ passwd fil e access attenpt 87
85. 113. 105. 235 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | SRVER | |'S cndl. exe access 87
85. 113. 105. 235 Pal est_| nian Territory, 147 237. 77. 216 |dover i df .1 C5 WNDOMS Mcrosoft Forefront UAGjavascript handler in LR XSS 87
Qccupi ed at t enpt
85. 113. 105. 235 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | ET VEB SERVER Script tag in LR, Possible Qoss Ste Scripting Atenpt |87
85. 113. 105. 235 Pal est_| nian Territory, 147 237. 77. 216 |dover i df .1 ET VBB SERER /systen82 in Wi - Possible Protected Drectory Access 87
Qccupi ed At t enpt
85. 113. 105. 235 g‘i'ceus;i':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | POLI - OTHER script tagin UR - likely cross-site scripting attenpt 87
85. 113. 105, 235 ga:lcisgi'géa” Territory, 1147, 237. 77. 216 |dover. i of . i1 ET VBB SERVER cndl. exe In LR - Possibl e Command Execution Attenpt |87
85. 113. 105. 235 Pal est'l nian Territory, 147. 237. 77. 216 |dover i of i1 ET VBB SERVER /bin/sh In UR Possi bl e Shell Gomrand Executi on 86
Qccupi ed At t enpt
85. 113. 105. 235 gcis;i'géa” Territory, 1147, 237. 7. 216 |dover. i of .il SQ url ending in comment characters - possible sol injection attenpt |86
85. 113. 105. 235 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | ET WEB_SERVER Possible SQ I njection Attenpt SELECT FROM 86
85. 113. 105, 235 ga:lcis;i':éa” Territory, 1147, 237.77. 216 |dover. i of . i1 GPL WEB SERVER . ht access access 6
85. 113. 105. 235 g‘ilcisgi':('ja” Territory, 147. 237. 77. 216 |dover . i of . i | SERVER WEBAPP . ht access access 6
212. 86.219. 134 |Ger many 147.237.77. 170 |naar achot . i df . i | Tehila - Perl LW wth fake user agent 4
66. 249. 78. 15 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
91. 148. 192. 64 Net her | ands 147.237.77. 170 |n@arachot . i df .i | Tehila - Perl LW wth fake user agent 4
176.12. 138. 2 | srael 147.237.0.19 |nadimatal.idf.il ET SCAN Possi ble S3. Brute Force attack or Ste Gaw 4
66. 249. 79. 55 Lhited Sates 147.237.77. 170 |naar achot . i df .i | ET SCAN NVAP -sA (2) 4
66. 249. 67. 152 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 4
221. 235. 189. 245|Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 3
31.184.242.17 |Russi an Federation 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
183.136.216.3 [China 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 3
221. 235. 189. 245|Chi na 147.237.77. 176 [nat pash. i df .i | ET SCAN Potential SSH Scan 3
183. 136. 216. 3 Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 3
62.221.99. 118  |Ml dova, Republic of 147.237.72. 166 |aka. i df .i SERVER APACHE Apache mod_ssl non-SSL. connection to SSL port denial |,
of service attenpt
66. 249. 78. 254 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
91.224.132. 118 |Russi an Federation 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 2
61. 240. 144. 66 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NMVAP -sS wi ndow 1024 2
66. 249. 78. 166 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
221. 235. 189. 245|Chi na 147.237. 77. 226 |ww chamat z. aka. i df . i | |ET SCAN Potential SSH Scan 2
79.143.87.178 |United K ngdom 147.237.77.121 |e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 2
113.52.134. 164 |Hong Kong 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
221. 235. 189. 245|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 2
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 66 Chi na 147.237.76.31 |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 2
221. 235. 189. 245|Chi na 147.237.77. 170 |naar achot . i df . i | ET SCAN Potential SSH Scan 2
144.0. 0. 60 Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
121.88.5.177 Korea, Republic of 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
66.249 73. 217 |wnited Sates 147. 237. 72. 166 |aka. i df i SER\/ER-'APAO-E Apache mod_ssl non-SSL connection to SSL port denial 2
of service attenpt
221. 235. 189. 245|Chi na 147.237.72. 166 |aka.idf .il ET SCAN Potential SSH Scan 2
183.136.216.3 |China 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 2
59. 46. 193. 114 Chi na 147.237. 76. 199 |e. nakchal .i df .i | GPL SCAN nmap TCP 2
66. 249. 67. 159 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
128. 199. 167. 194 |9 ngapor e 147.237.72. 166 |aka.idf .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
66. 249. 79. 241 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 126 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
221.235. 189. 245|Chi na 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S te ‘l\/éssage
113. 52.134. 164 |Hong Kong 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9381
196. 11.134. 77 |South Arica 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1334
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 852
79.176. 202. 77 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 829
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 548
80.178.136. 122 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 518
95. 86. 116. 205 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 442
212.179.61. 120 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 438
66.249.83.182 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 395
66.249.78.173 |United Qates  |147. 237. 77. 216 |dover. i of i ||V 1 d segnent retransmssion. Packet  |Sreanng Engine: TCP Invalid drop 372
dr opped. Ret r ansni ssi on
5.28.136.9 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 353
66.249.83.188 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 333
66.249.83.194 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 331
66.249.78.159 |United Qates  |147.237. 77. 216 |dover. i of i ||V 1 d segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 326
dr opped. Ret r ansni ssi on
66.249.78.166 |United Qates  |147. 237, 77. 216 |dover. i of i ||V 1 d segnent retransmission. Packet  |Sreaning Engine: TCP Invalid drop 296
dr opped. Ret r ansn ssi on
84.158. 4. 118 Cer many 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 287
212.179. 46. 21 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 261
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 255
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 247
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 236
109. 253. 141. 134|l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 228
109. 67. 117. 67 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 210
91.8.72.80 CGer many 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 205
149. 78. 213. 207 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 197
203.116.187.1 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 196
66.249.81.218 |lWhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 179
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 176
5. 255. 253. 124 gj:;;”ion 147.237.77. 216 |dover i df .i|First packet isn't SWN drop drop 168
109. 65. 1. 101 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 163
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 149
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 148
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 141
213.247.64.14 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 140
66. 249. 81. 215 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 138
5.29. 67. 155 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 137
66.249. 81.242 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 134
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 130
107.170.144. 19 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 124
66. 102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 124
38.99.190.240 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 121
66.249. 81.245 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 121
66.249.78.234 |lnited Qates  |147.237.77. 216 |dover. i of i || V3 1 d segnent retransmssion. Packet |Sreanng Engine: TCP Invalid drop 118
dr opped. Ret r ansni ssi on
79.183.124.219 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 111
83.221. 154. 225 |Denmar k 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 109
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 108
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 107
66.249. 64.178 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop drop 106
79.180. 148. 109 |Israel 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 105
84.228.244.212 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 104
89. 186.174.69 |Dennmar k 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 102
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A tacker Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
78.46.174.55 CGer many 147.237. 72. 166 |aka.i df .i | Mil tipl e Uhaut hori zed URL Access from 78. 46. 174. 55 Bl ock 530
78.46.174. 55 Ger many 147.237.72. 166 |aka.i df .i | Mil tiple Abnornal |y Long Request from 78.46.174.55 Bl ock 401
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Mil tiple Illegal HITP \ersion from78.46.174.55 B ock 401
) s Too Many of the Same Response Code (404) in Session from
109. 253. 147. 130|1 sr ael 147.237.0.19 |nadi matal .idf.il 109, 253, 147 130 B ock 353
176.12.138.2 [ srael 147.237.0.19 |nadimatal .idf. il Too Many of the Sane Response Cbde (404) in Session from B ock 334
176.12. 138. 2
2.54. 31. 63 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sanme Response Code (404) Bl ock 242
84.111.158. 131 |Israel 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 232
37.26.147. 183 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response CGode (404) Bl ock 208
84.108. 49. 9 I sr ael 147.237.0.19 |nadimatal .idf. il Too Many of the Sane Response Cbde (404) in Session from B ock 188
84.108. 49. 9
46.19.85.180 | srael 147.237.0.19  |nadimatal.idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 151
46. 19. 85. 180
2.54.175. 46 I sr ael 147.237.0.19 |nadimatal .idf. il ;024'\"1?’5 ‘jethe Sane Response (bde (404) in Session from B ock 128
176. 12. 150. 71 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sanme Response Code (404) Bl ock 95
109. 253. 134. 65 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 86
46.19. 86. 167 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response CGode (404) Bl ock 86
D stributed Uhauthorized URL Access on
70.148.148.66 |lLhited Sates [147.237.72.166 |aka.idf.il vwwv aka. i df . i1//sites/resources/ chi nuch/ styl es/i nport/bott onmavi gaton. |B ock 51
asp
109. 253. 140. 204 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response CGode (404) Bl ock 49
] C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 46
S D stributed Lhaut hori zed URL Access on
79. 182. 182. 85 | srael 147.237. 72. 166 |aka. i df .i | v aka. i df i 1// mai v har edi i webr esour ce. axd Bl ock 22
66. 249. 78. 228 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 66. 249. 78. 228 Bl ock 20
66. 249. 78. 240 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 240 Bl ock 19
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il Ml ti pl e Unhaut hori zed URL Access from 66. 249. 78. 173 B ock 18
109. 66. 36. 61 | srael 147.237.72. 156 |anan.idf.il Unaut hori zed HTTP Met hod B ock 16
66. 249. 78. 166 |l srael 147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 Bl ock 16
S D stributed Lhaut hori zed URL Access on
95. 86. 110. 188 | srael 147.237.72. 166 |aka. i df .i | v aka, i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 15
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 15
157. 55. 39. 65 Lhited Sates |147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 157. 55. 39. 65 Bl ock 13
206. 221.181. 195|lhited Sates |147.237. 77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 206. 221. 181. 195 Bl ock 13
207.46.13.127 |lhited Sates |147. 237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 13
157. 55. 39. 32 Lhited Sates |147. 237. 72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 11
66. 249. 78. 234 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 234 Bl ock 11
R Unhaut hori zed URL Access to
213.251.182. 103(France 147.237.77. 176 nat pash. i df . i W cogat . i df i 1 /i p storage/fil es/ O si ze220x0/ 3410, j pg. sTC Bt ock 11
S D stributed Lhaut hori zed URL Access on
46. 19. 85. 168 | srael 147.237. 72. 166 |aka. i df .i | v aka, i df i 1// mai v/ har edi i webr esour ce. axd B ock 10
157.55.39.215 |lLhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 9
) s Unhaut hori zed URL Access to
87. 68. 85. 188 I srael 147.237.0.19 |nadi matal .idf.il nadi matal i of.i 1/ shar edl aj ax updat enakat caunt i ty. aspx B ock 9
Unaut hori zed URL Access to
189.102. 143. 70 |Brazil 147.237.72. 166 |aka.idf .il vwwv aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/ bott onmavi gat on. a |B ock 9
Sp
S D stributed Lhaut hori zed URL Access on
5. 102. 254. 103 | srael 147.237. 72. 166 |aka. i df .i | v aka. i df i 1// mai v/ har edi m webr esour ce. axd B ock 9
84.111.84.150 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
S D stributed Lhaut hori zed URL Access on
213.151. 32. 163 |[Israel 147.237. 72. 166 |aka. i df .i v aka. i df i 1// mai v har edi i webr esour ce. axd Bl ock 8
79.180. 135. 143 |l srael 147.237. 72. 166 |aka. i df .i | Ml tipl e Whaut hori zed URL Access from 79. 180. 135. 143 Bl ock 7
157. 55. 39. 86 Lhited Sates |147.237.77. 176 |nat pash. i df . i | Mil tipl e Uhaut horized URL Access from 157.55. 39. 86 Bl ock 7
S Unhaut hori zed URL Access to
109. 253. 112. 207l srael 147.237.77. 243 |nobi le. i df . i | mobi | e, i 1/ cat egor yt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 6
207. 46. 13. 42 Lhited Sates |147.237.0.34  [tikshuv.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 42 B ock 6
. C e D stributed Uhauthorized URL Access on
94.153. 9. 66 Wkrai ne 147.237.77.74 |lawidf.il v | aw i of i 1//t enpl at es/ get fi | ef Bl ock 6
157. 55. 39. 43 Lhited Sates |147.237. 77. 176 |nat pash.i df .i | Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 43 Bl ock 6
5.29.230.158  |Israel 147. 237. 72. 166 |aka. i df .1 Distributed Lhaut horized LR Access on B ock 6
wan aka. i df.il// mai n/ rabanut / webr esour ce. axd
94. 153. 9. 66 Lkrai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw lawidf.il/tenpl ates/getfil e/ Bl ock 6
71.135.107.39 |lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
Unhaut hori zed URL Access to
79.176. 230. 52 | srael 147.237. 72. 166 |aka. i df .i | v aka. i df . i |/ sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. a |B ock 6
Sp
66.249. 73. 209 |l srael 147.237.72. 166 |aka.idf .il Ml ti pl e Unhaut hori zed URL Access from 66. 249. 73. 209 B ock 5
66. 249. 73. 213 | srael 147.237. 77. 226 |ww chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx Bl ock 5
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