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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

‘Device Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )

66. 249. 78. 96 I srael 147.237.77. 74 lawidf.il :Stj Zi?]dShake vidation, first packet |, ., 13859
66. 249. 78. 82 I srael 147. 237.77. 74 lawidf.il Ig: Zi‘/ﬂdShake violation, first packet . 8856
66. 249. 78. 15 I srael 147.237.77. 74 lawidf.il :Stj Zi?]dShake vidation, first packet |, ., 5324
66. 249. 78, 22 I srael 147.237.77. 74 lawidf.il Ig: Zi‘/';dShake violation, first packet . 4720
66. 249. 78. 89 I srael 147.237.77. 74 lawidf.il :Stj Zi?]dShake vidation, first packet |, ., 1673
220. 181. 108. 81 Chi na 147. 237.76. 42 refuah.idf.il Ig: Zi‘/';dShake vidation, first packet |, 1225
220. 181. 108. 76 hi na 147. 237. 76. 86 navy. i df il :Stj Zi?]dShake vioation, first packet g 1092
220. 181. 108. 79 Chi na 147. 237. 76. 86 navy.idf. il Ig: Zi‘/';dShake vidation, first packet |, 771
212.199.112. 144 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 689
79.176. 20. 208 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 611
220.181.108.101  |China 147. 237. 76. 86 navy. i df il Ig: Zi’gdsr‘ake violation, first packet |, 606
149. 78. 81. 63 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 480
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 466
46.121. 120. 180 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 409
220. 181. 108. 75 hi na 147. 237. 76. 86 navy. i df il Ig: Zi’gdsr‘ake vioation, first packet |, 251
79.177.171. 34 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 233
77.125.135. 21 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 226
46.121. 110. 244 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 203
79.182. 150. 42 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 178
109. 186. 181. 169 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 178
220.181.108.123  [China 147.237.76. 42 refuah.idf.il E ZilildShake vioation, first packet g 174
66. 249. 78. 29 I'srael 147.237.77.74  |lawidt.il e :";rr‘]dShake vidation, first packet |4 ., 170
79.180. 37. 136 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS-renegoti ation-d i dest - r eset 167
205. 164. 4. 172 Lhited Sates 147.237.77. 216 dover.idf.il DOS- HOI C- TCP- 80- gbo forvard 164
84.109. 14. 123 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 160
85. 64. 224. 118 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 154
89. 138. 242. 38 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 153
5. 28. 190. 200 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-d i dest - r eset 152
79.182.118. 215 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS-renegoti ation-d i dest - r eset 148
85. 64. 103. 9 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 143
220.181.108.171  |china 147. 237. 76. 42 refuah.idf.il :Stj Zi?]dShake vidation, first packet |, ., 141
85. 64. 76. 140 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-d i dest - r eset 138
80. 178. 15. 156 | srael 147.237.72. 156 anan. i df il Anonal y-TLS-renegoti ation-d i dest - r eset 127
46.120. 80. 101 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 113
205. 164. 4. 172 Lhited Sates 147.237.77. 216 dover.idf.il DOS- VEB- HOI C- HTTP- 80- snc dest - r eset 112
149. 88. 104. 174 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 110
109. 253. 131. 104 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 109
80. 246. 141. 206 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 101
37.142.138. 118 | srael 147.237.72. 156 anan. i df il Anonal y-TLS-renegoti ation-d i dest - reset 92
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 89
149. 88. 83. 251 Lhited Sates 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 87
79.177.170.211 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 85

5. 29. 159. 188 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 84
87. 69. 86. 98 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 79
109. 253. 128. 240 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 75
109. 65. 31. 152 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 74
84.228. 92. 135 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 74
84.228.18. 151 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 74
46.121. 110. 244 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i forward 61
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 56
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|Top Attackers In IPS|

Addr ess

Attacker Qountry Target Address |Ste

184. 173. 183. 172|United Sates 147. 237. 77. 176 |nat pash. i df . i | DVRep P- N 40- 59 Pernit 788
184. 173. 183. 172|Wited Sates 147.237. 77. 234 |hal ag.i of . i | DVRep P-N 40-59 Pernit 255
184. 173. 183. 172|Wnited Sates 147.237.77.74 |lawidf.il DVRep P- N 40-59 Pernit 214
184. 173. 183. 172|Uited Sates 147.237.76. 42 |refuah.idf.il DVRep_P- N 40- 59 Pernit 193
128.242. 249. 12 |United Sates 147. 237. 77. 216 |dover . i of . i | DVRep_P- N 40- 59 Pernit 186
184. 173. 183. 172|Uited Sates 147.237.76. 86 |navy.idf. i DVRep_P- N 40- 59 Pernit 142
180. 76.5.193 _ |China 147. 237. 77. 216 |dover. i of . i | DVRep P-N 40-59 Pernit 140
184. 173. 183. 172|Wited Sates 147. 237. 77. 216 |dover. i df . i | DVRep P-N 40-59 Pernit 128
199. 168. 141. 77 |lhited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 28
173.208. 209. 74 |lhited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP: Trying to | ocate existing FCKedi t or Bl ock 25
46. 137. 134. 188 |irel and 147. 237. 72. 156 |aman. i df . | DVRep_P- N 40- 59 Pernit 20
46. 137. 134. 188 |irel and 147. 237. 72. 166 |aka. i of . i | DVRep_P- N 40- 59 Pernit 20
23.251.55.233 |Lhited Sates 147.237.72. 166 |aka.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 12
5. 50. 204. 72 France 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., g 11
Fagrout e
37.8.57.95 g";'cisgi'géa” Territory, 147. 237.77. 216 |dover . i df . @91L: HITP. Access to - adnin. asp Bl ock 10
89.138.30. 159 |Israel 147.237.76.42 |refuah.idf.il ;rligm;f Segnent Qverlap Wth Dfferent Dta, €.g., |y 7
109. 64. 32. 66 I srael 147.237.77. 170 |n@arachot . i df . i | C1000004: HITP: options nethod (M crosoft) Bl ock 7
213.8.129.138 I srael 147.237.76.42 |refuah. it il 7120 TP Segnent Qverlap Wth Dfferent Data, e.g.. g 7
Fragrout e
46.116.102.21 |israel 147.237.77.233|atal i df .l 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., g o 6
Fagrout e
46.116. 202. 157 | srael 147.237.77. 216 |dover. i f . i1 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g., g o 6
Fragrout e
98.31.12.102  |wited Sates 147.237.77. 216 |dover. i df . i Zrligrolf Segnent Qverlap Wth Dfferent Data, e.g., g o 6
71.6.165. 200 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60_100 Bl ock 6
94.230.86.174 |Israel 147. 237. 77. 216 |dover. i of . i1 ;16218;0;? Segment Qverlap Wth Different Data, e.g., g 5
71.6.165. 200  |United Sates 147. 237. 77. 226 |ww chamat z. aka. i df .11 _|DVRep_B- N_60_100 B ock 5
94.222.208.98 |CGer many 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
46.19. 85. 8 I srael 147.237.77. 216 |dover. i f . i1 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g., g o 5
Fragrout e
71.6.167. 142 |Uiited Sates 147.237.76. 202 e. hal ag.i df . i | DVRep B-N 60 100 B ock 5
71.6.167. 142 |United Sates 147. 237. 77. 178 |e. nat pash. i df . | DVRep B-N 60_100 B ock 5
71.6.167. 142 |United Sates 147.237.76. 44 |e.refuah.idcf.il DVRep B-N 60_100 B ock 4
71.6.167. 142 Lhited Sates 147.237.76. 198 |e.yohal an.idf . il DVRep_B-N 60_100 Bl ock 4
71.6.165. 200 |United Sates 147. 237. 72. 166 |aka.i of .i | DVRep B-N 60 100 B ock 4
93.172. 40. 1 I srael 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., g 4
F agrout e
66. 240. 192. 138 |United Sates 147.237.77. 74 |lawidf.il DVRep_B- N 60_100 B ock 4
193. 37.128. 117 |l srael 147.237.77. 216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) B ock 4
71.6.165. 200 Lhited Sates 147.237. 76. 148 |ggcenter. aka. i df . i | DVRep B-N 60 100 B ock 4
71.6.167. 142 |United Sates 147.237.8.46 |e.chinuch.idf. il DVRep B-N 60 100 B ock 4
71.6.167. 142 |United Sates 147.237.0.33 |idf.il DVRep B-N 60 100 B ock 4
71.6.165. 200  |United Sates 147.237.76. 42 |refuah.icf.il DVRep B-N 60_100 B ock 4
71.6.167. 142 |United Sates 147. 237. 77. 121 |e. navy. i f .1 | DVRep B-N 60_100 B ock 4
71.6.165. 200 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 Bl ock 4
85. 25. 103. 50 CGer many 147.237.77. 179 |e.nazi .idf.il DVRep B-N 60 100 B ock 3
71.6.167. 142 |Uited Sates 147.237.76. 30 |hi nush. idf. i DVRep B-N 60 100 B ock 3
71.6.165.200  |United Sates 147.237.77.74 |lawidf.il DVRep B-N 60 100 B ock 3
66. 240. 192. 138 |United Sates 147.237.0.34 |tikshwv.idf.il DVRep B-N 60_100 B ock 3
71.6.167. 142 |United Sates 147.237.77.19 |lawforumidf. i DVRep B-N 60_100 B ock 3
5.102. 254,207 | srael 147.237.77. 216 |dover. i f . i1 ;ligrolf Segnent Qverlap Wth Dfferent Data, €.g., |y 3
71.6.165.200  |United Sates 147.237.8.14 |e.orchot.idf.il DVRep B-N 60 100 B ock 3
71.6.167. 142 |United Sates 147.237.0.35 |akaws.idf.il DVRep B-N 60_100 B ock 3
71.6.167. 142 |Uited Sates 147. 237. 77. 227 |e. hamaz. i of . i | DVRep B-N 60_100 B ock 3
71.6.167.142  United Sates 147.237.0.17  ["™ kosher-kravi. idf. 1 | ry/Rep_B-N_60_100 Bl ock 3
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|Top Attackers In |D|

‘Attacker Qountry

‘Target Address |Ste

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 140
66. 249. 78. 29 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 138
205.164. 4.172 |lhited Sates 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 81
188. 121. 41. 145 |Net her| ands 147.237.72. 166 |aka.idf.il Tehila - Perl LW wth fake user agent 48
37.8.57.95 Z‘;]Cis;i'géa” Territory, 1447 237.77. 216 |dover. i df i1 SERVER WWEBAPP | ogi n. ht m access 34
37.8.57.95 g":lcf;i'gc',a” Territory, 147 237.77. 216 |dover. i df .i | SERVER VEBAPP adni nl ogi n access 30
37.8.57.95 Z‘;]Cis;i'géa” Territory, 1447 237.77. 216 |dover. i df i1 SERVER WEBAPP adni n. php access 22
66. 249. 78. 15 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 14
66. 249. 78. 89 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 14
66. 249. 78. 96 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 8
) S ET QURRENT_EVENTS H gh Obit lon Cannon (HO G Attack Inbound

205.164.4.172 |Wited Sates 147.237.77. 216 |dover.idf.il Generi ¢ Detection Doubl e Spaced LA 6
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 6
37.8.16.19 Ecis;i'e”;a” Territory, 1147, 237. 77. 176 |nat pash. i of . i ET SCAN NVAP - sA (2) 6
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 6
46. 121. 81. 86 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 5
66. 249. 75. 113 |lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 4
187.101. 132. 36 |Brazil 147.237.77. 170 |naar achot . i df . i | ET SCAN Potential SSH Scan 4
134. 191. 232. 68 |l srael 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sA (2) 4
43.255. 191. 161 |Japan 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 4
187. 101. 132. 36 |Brazil 147.237.77. 234 |hal ag.i df .i| ET SCAN Potential SSH Scan 4
66. 249. 75. 44 Lhited Sates 147.237.77. 233 |atal .idf.il ET SCAN NVAP -sA (2) 4
187.101. 132. 36 |Brazil 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 4
134.191. 232. 70 |l srael 147.237.76.31 |nakchal .idf.il ET SCAN NVAP -sA (2) 4
43.255. 191. 161 |Japan 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 3
43.255. 191. 161 |Japan 147.237.72.166 |aka.idf.il ET SCAN Potential SSH Scan 3
43.255. 191. 161 |Japan 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 3
43.255. 191. 161 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 3
61. 240. 144. 66 |Chi na 147.237.77.235|sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 3
43. 255. 191. 161 |Japan 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 2
80. 230. 66. 252 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
61. 240. 144. 64 |China 147.237.76. 176 |test. ncore.idf.il ET SCAN NVAP -sS w ndow 1024 2
66. 249. 75. 60 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 66 |Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 2
80.178. 9. 232 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 93. 232 |lLhited Sates 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
222.168. 65. 122 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |GPL SCAN nnap TCP 2
79.181.100. 28 |Israel 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 67 |China 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 2
61. 240. 144. 65 |Chi na 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 2
66. 249. 79. 22 Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 2
37.142.98.9 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43. 255. 191. 161 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
91. 224, 132. 118 |Russi an Federation 147.237.77. 234 |hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249.78.190 |Lhited Sates 147.237.77. 176 [nat pash.i df .i | ET SCAN NVAP -sA (2) 2
79.178.196. 54 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 253. 130. 56 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
87.69. 63. 177 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 67. 84 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
128. 199. 165. 82 |S ngapore 147.237.72.166 |aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
46.121. 116. 201 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S’ te ‘I\/essage
205.164.4.172 |Whited Sates 147.237.77. 216 |dover.idf.i|SAMrul e drop drop 33014
213.151. 36. 114 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12080
81.218. 166. 230 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 7764
80. 74. 107. 118 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6263
62.28.181. 102 |Portugal 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1807
62.28.181. 222  |Portugal 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1798
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1317
66.249. 78.159 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1287
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1271
66.249.78.166 |Lnited Sates  |147.237. 7. 216 |dover.iof .i| VA 1 segnent retransmssion. Packet  |Streamng Engine: TGP Invalid drop 1266
dr opped. Ret r ansni ssi on
79.176.102. 234 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1221
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1182
66.249.78.150 |United Qates |147.237.77. 216 |dover.icf .| V3 1 d segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 1172
dr opped. Ret r ansni ssi on
66.249.78.173 |United Qates  |147.237.77. 216 |dover. i of .| V3 1 d segnent retransmission. Packet |Sreamng Engine: T(P Invalid drop 1125
dr opped. Ret r ansni ssi on
85. 250. 240. 2 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 1050
84.108. 46. 180 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 906
46.19. 85. 61 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 832
89.187.221.1 Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 713
31.154.12. 98 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 712
84.229. 173. 42 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 708
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 637
37.60.47. 236 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 570
205.164.4.172 |Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 544
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 505
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 498
2.54.141. 110 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 494
46. 19. 85. 24 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 477
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 469
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 456
212.116. 173. 226|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 355
46.19. 86. 224 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 335
46.19. 85. 12 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 293
37.142.228.46 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 279
2.52.129. 55 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 276
120. 20. 79. 36 Australia 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 273
157. 55. 39. 204 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 268
94.159. 143. 243 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 232
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 222
37.191. 143. 151 |Nor way 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 210
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 206
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 196
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 195
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 188
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 186
5.29.128. 12 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 181
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 181
195. 66.128.86 |Saudi Arabia 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 179
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 175
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 167
197. 134. 255. 203 |Hyypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 167
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Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Ste Acti on ‘Count

66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 3005

66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut horized URL Access from 66. 249. 78. 166 B ock 2437

66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2293

66.249.78.159 |l srael 147, 237.77. 216 |dover.idf. i1 |D Stributed tnauthorized UR. Access on B ock 932
wan i df il //atal 1/ i zkor/ vi ew i ng. asp

66.249.78.166 | srael 147, 237.77. 216 |dover.idf. i1 |D.Stributed tauthorized U Access on B ock 931
wwy i df.il//atal 1/izkor/vi ew i ng. asp

66.249.78.159 |l srael 147, 237.77. 216 |dover.idf. i1 |D Str1buted nauthorized UR. Access on B ock 837
wan i df.il//atal /i zkor/ vi ew i nut op. asp

66.249.78.173 i srael 147, 237.77. 216 |dover.idf. i1 |DStributed nauthorized U Access on B ock 809
ww i df.il//atal 1/ i zkor/ vi ew i nyt op. asp

66.249.78.166 |l srael 147, 237.77. 216 |dover.idf. i1 |D Str1buted nauthorized UR. Access on B ock 780
wan i df.il//atal /i zkor/ vi ew i nut op. asp

2.54.41.83 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 491

66.249.78.173 I srael 147, 237.77. 216 |dover.idf. i1 |D Stributed hauthorized U Access on Bl ock 429
wn i df il //atal 1/i zkor/ vi ew i ng. asp

) .« . |Too Many of the Same Response Code (404) in Session from

109. 253. 156. 113|l srael 147.237.0.19 |nadimatal .idf.i 109. 253. 156. 113 B ock 280

66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 64. 72 B ock 279

66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 76 B ock 252

66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Lhaut hori zed URL Access from 66. 249. 64. 74 B ock 237

2.54.0.8 I'sr ael 147.237.0.19  |nadi matal .idf i ;024'\'3”5 of the Sane Response Cbde (404) in Session from B ock 192

37.26.147. 135 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 191

46.19.85.167  |Israel 147.237.0.19  |nacimatal .idf.i( 00 MY of the Sane Response Code (404) in Session from B ock 188
46. 19. 85. 167

37.8.57.95 g‘ijcisgi':"ja” Tertitory, 1147 237.77. 216 |dover. if. il |Mitiple Unauthori zed URL Access from37.8.57.95 B ock 180

46.19.85. 71 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 153

66.249.64.76 |l srael 147, 237.77. 216 |dover.idf. i1 |D Str1buted nauthorized UR. Access on B ock 100
wan i df il //atal 1/ i zkor/ vi ew i ng. asp

66.249.64.74  |israel 147, 237.77. 216 |dover.idf. i1 |D.Stributed hauthorized UR Access on B ock 90
wwy i df.il//atal 1/izkor/vi ew i ng. asp

66.249.64.74  |Israel 147, 237.77. 216 |dover.idf. i1 |D Stributed nauthorized UR. Access on B ock 87
wan i df.il//atal /i zkor/ vi ew i nut op. asp

157.55.39.138 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 79

157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 78

37.8.57.95 ga:lcisgi':éa” Territory, 1147 237.77. 216 |dover.idf. i1 [Mitiple Adnin B ocking from37.8.57. 95 B ock 71

66.249.64.76  |israel 147, 237.77. 216 |dover.idf. i1 |D Stributed nauthorized UR Access on B ock 70
wan i df . i1/ /atal /i zkor/ vi ew i ngt op. asp

66.249.64.72  |Israel 147.237.77. 216 |dover.igf. | |PStributed thauthorized URL Access on Bl ock 68
wan i df.il//atal 1/izkor/ vi ew i ngt op. asp

157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 66

37.8.57.95 Palestinian Territory, |,/7 537 77 216 |dover.idf.il  |PHP Attempt B ock 64

Cceupi ed

66. 249. 78. 197 | srael 147.237.77. 176 [natpash.idf.il |Miltipl e Waut hori zed URL Access from 66.249. 78. 197 B ock 62

66.249.64.72  |Israel 147, 237.77. 216 |dover.idf. i1 |D Stributed tnauthorized UR. Access on B ock 60
wan i df il //atal 1/i zkor/ vi ew i ng. asp

207.46.13.101 |Whited Sates 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 60

185.32.179. 111 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 60

) .« .|Too Many of the Same Response Code (404) in Session from

109. 253. 134. 75 |l srael 147.237.0.19 nadi matal .idf.i 109. 253. 134. 75 B ock 53

66. 249. 78. 190 | srael 147.237.77.176 [natpash.idf.il |Miltiple Whaut horized URL Access from 66. 249. 78. 190 B ock 52

66. 249. 78. 204 | srael 147.237.77.176 [natpash.idf.il |Miltiple Waut horized URL Access from 66. 249. 78. 204 B ock 51

188.121. 41. 145 |Net herl ands 147.237.72. 166 |aka.idf .il PHP At t enpt B ock 47

; s Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i /994 8613- he/ navy. aspx. aspx B ock 43

80. 246. 140. 92 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 33

46.121.138.11 |israel 147, 237.72. 166 |aka. i of . | tnaut hori zed URL Access to Bl ock 24
wn aka. i df . i | / mai n/ sachar/ resour ces/ styl es/

188.121. 41. 145 |[Net herl ands 147.237.72. 166 |aka.idf .il Mil ti pl e Admn B ocking from188.121. 41. 145 B ock 23

S D stributed Lhaut horized URL Access on

66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il waidf.il//atal /i zkor/print text.asp Bl ock 19

5.102.215.86  |Israel 147. 237.72. 166 |aka. i cf . i | Distributed thaut horized URL Access on Bl ock 19
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd

95.86.75.213 | srael 147.237.72. 166 |aka.i df . Distributed Lhaut horized LR. Access on B ock 19
wawv aka. i df . i | // mai n/ har edi mi webr esour ce. axd

s D stributed Lhaut hori zed URL Access on

66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il waidf.il//atal /i zkor/print text.asp B ock 17

157.55.39.138 |lhited Sates 147.237.72. 166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 157. 55. 39. 138 B ock 14

157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhauthorized URL Access from 157.55. 39. 47 B ock 13

66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 13

66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 13

157.55.39.136 |lhited Sates 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 12
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