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04-12-2016 to 04-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 78403
41.105. 118. 160 Ageria 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 5071
24.130. 213. 84 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4245
180. 249. 208. 112 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2848
192. 243. 55. 136 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2713
147. 236. 27. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2384
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2004
80. 246. 137. 213 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1854
109. 160. 221. 9 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1536
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1511
212.116. 163. 73 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1497
89. 139. 146. 140 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1363
199. 203. 83. 190 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1237
79.177.243. 31 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1217
41.107. 2. 205 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1031
109. 253. 199. 140 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 917
79.177.137. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 906
93. 173. 15. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 895
197.116. 94. 11 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 827
162. 243. 37. 178 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 813
31.168. 4. 242 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 714
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 690
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 676
41. 107. 60. 144 Ageria 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 656
105. 103. 166. 36 Ageria 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 621
211.28.223. 175 Australia 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 586
170.24. 136. 3 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 527
2.55.32.191 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 513
46. 19. 86. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 469
192. 243. 55. 132 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 460
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 450
197. 116. 80. 235 Ageria 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets dr op 443
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 417
37.38. 138. 254 Kuwai t 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 390
2.53.5.198 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 382
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 301
176. 13. 12. 131 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y- TLS renegoti ation-di dest - r eset 251
82.166. 137. 19 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 246
84. 109. 60. 144 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 182
105. 103. 166. 36 Ageria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 179
216. 72. 40. 186 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 176
79.180.197. 110 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 159
197.116. 94. 11 Ageria 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 145
125. 16. 3. 251 I ndi a 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 131
192.115.177. 203 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 124
105. 103. 166. 36 Ageria 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 103
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 98
81.218. 125. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 97
46. 19. 86. 48 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 96
192.114. 3. 241 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 79




04-12-2016 to 04-13-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |S’ gnat ure Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 25
81.218. 251. 250 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 24
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 24
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 24
5. 29. 16. 50 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 19
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 19
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 18
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 17
61.135.189. 98 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 17
84.228. 16. 249 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 14
84.108. 129. 162 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 13
89.138. 115. 14 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 13
217.132. 33. 254 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 12
157. 55. 39. 162 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 12
2.53.40.43 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 12
95.91.75. 31 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 12
213.57.231. 142 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 11
95.91.75.31 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 9
87.71. 44. 66 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 8
217.132.112.131 |Israel 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 8
192.114. 5. 10 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
157. 55. 39. 215 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 8
149. 78. 168. 201 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 8
95.91.75.31 Ger nany 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot B ock 7
23.91.70.121 Lhited Sates 147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 7
46.19.85.7 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 6
85. 65. 99. 18 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HTTP. prefix 1.01 in the LR B ock 6
46. 19. 85. 164 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 6
80. 246. 130. 7 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 6
79.176. 88. 182 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
95.91.75. 31 Ger many 147.237.77.176 |nat pash.idf.il [CL000074: HTTP. najestic bot B ock 6
80. 246. 130. 122 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 6
46. 121. 124. 175 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL Bl ock 6
79.180. 7. 56 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 6
31.210.187.34 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 6
23.91.70.121 Lhited Sates 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 5
46.120. 3. 184 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 5
212.117.143.194 |israel 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 5
31.154. 41. 17 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 5
46.116. 15. 108 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 4
103. 3. 173. 97 Ml aysi a 147.237.77.74 lawidf.il 6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
209. 15. 196. 171 Canada 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 4
63.143. 34. 37 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
2.53.34.112 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 4
194. 90. 153. 50 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 4
41.185. 31. 40 South Africa 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
94.188. 248. 78 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 4
144. 76. 29. 66 Ger nmany 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 4
23.91.70.77 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
212.143.54. 217 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 4




04-12-2016 to 04-13-2016

|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 69
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 52
23.91.70.121 |147.237.76.42 |Wited Sates |refuah.idf.il S Injection - Select From 29
66. 102. 9. 81 147.237.77. 233 |lhited Sates [atal.idf.il ET SCAN NVAP -sA (2) 27
177.79.41.77  |147.237.77.216 |Brazil dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 24
103.3.173.97 |147.237.77.74 |Mlaysia lawidf.il S Injection - Select From 24
66.96.128. 60  [147.237.77.226|lhited Sates |wwn chanatz.aka.idf.il [SQL Injection - Select From 17
66.249.93. 74  |147.237.77. 233 |Europe aal .idf.il ET SCAN NVAP -sA (2) 14
63.143.34.37 [147.237.72. 166 |Whited Sates |akaidf.il S Injection - Select From 12
80. 246. 130. 215 [147. 237. 77. 233 |l srael aal .idf.il ET DCB Large anount of TGP ZeroWndow - Possible Niller2 9
DDos attack
46. 19. 85. 87 147.237.76. 42 |Israel refuah.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 9
209. 15. 196. 171 [147. 237. 72. 166 |Canada aka.idf.il SQ Injection - Select From 6
23.91.70.77 147.237.77.74 |lhited Sates [lawidf.il QA Injection - Select From 6
91.219.122.4 |147.237.77.74 |Pol and lawidf.il S Injection - Select From 6
41.185.31.40 [147.237.77.216South Arica |dover.idf.il SQ Injection - Select From 6
213.246.49.97 [147.237.77.74 |Fance lawidf.il QA Injection - Select From 5
66.249. 93. 109 |147.237.76.86 |Europe navy.idf.il ET SCAN NVAP -sA (2) 4
80.246. 136. 81 |147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 4
66.249.78.86 [147.237.72.166|lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 4
66.249.93.79  |147.237.77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 4
192. 243. 55. 133 |147. 237. 77. 216 |Lhited Sates |[dover.idf.il portscan: TCP D stributed Portscan 3
66.249. 78. 254 [147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 3
66.249. 78. 146 [147.237.72.166|lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
89.163.212.37 |147.237.77.19 |Ger many | awforumidf.il ET SCAN Potential SSH Scan 2
66.249.78.44  [147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
91. 228. 248. 251 [147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 2
192.116.83.2  |147.237.77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 2
109. 253. 139. 15 [147. 237. 72. 166 || sr ael aka.idf.il GPL SCAN nyscan 2
61.94.23.143  |147.237.77. 216 |I ndonesi a dover.idf.il Tehila - Perl LW wth fake user agent 2
185.32.179.53 [147.237.0.19 |[israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
176.13.4.137  [147.237.72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
89.163.212. 37 |147.237.72. 167 |Ger many i shuri maka.idf.il ET SCAN Potential SSH Scan 2
208. 100. 26. 228 |147.237.77. 226 |Uhited Sates |ww chanatz.aka.idf.il |[ET SCAN NMAP -sS wi ndow 1024 2
109. 253. 139. 15 [147. 237. 72. 166 || srael aka idf.il I NDI CATOR- SCAN nyscan 2
64.233.172. 171 [147.237. 77. 216 |Whited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
89.163. 212. 37 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 2
77.125.84.30  |147.237.72. 156 || srael anan. i df.i| ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 [147.237. 76. 44 |Whited Sates |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 2
163. 172. 140. 23 |147. 237.8. 24 Lk?ir::éjom elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 2
176.13. 4. 137  |147.237.72. 166 || srael akaidf.il I NDI CATOR- SCAN nyscan 2
89.163.212. 37 |147.237.76.31 |Ger many nakchal . i df il ET SCAN Potential SSH Scan 2
66.249.93.18  |147.237.76.42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 2
88.204.187.90 [147.237.0.19 |Kazakstan nedi matal .idf.il ET SCAN NVAP -f -sS 1
198.20.69.98 |147.237.76.176|Wited Sates |test.ncore.idf.il ET DROP Bshiel d B ock Listed Source 1
79.178.5.204  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
177 245 78.52 |147. 237 76.34 |Mexi co yobal an i o i1 ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.84.149.32 |147.237.77.61 |[Lhited Sates [e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
113.59.33.61 [147.237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 2048 1
89.163.212. 37 |147.237.77. 170 |Ger many maar achot . i df . i | ET SCAN Potential SSH Scan 1
185.130.5.86  |147.237.76.44 |Lithuania e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘Ste ‘Slgnature Action ‘Count
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il |drop SAMrule drop 964
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 606
Sreaning BEngine: TGP Invalid i i sSi
84.95.208.20 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 288
Ret ransm ssi on Packet dr opped.
212. 143. 142. 56 |I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 254
192, 243.55. 132 |Wited Sates |147.237.77.216 [dover.idf.il |Bad TOP sequence SINAK retransmt with different o000 220
W ndow scal e
207.46.13.74 |ited Sates [147.237.76.42 [refuah.idf.il |drop SAMrule drop 212
192. 243.55. 132 |Wited Sates [147.237.77.74 [lawidi.il  |Bad TOP sequence SINAK retransmt wih different o0 0 201
w ndow scal e
102.243.55. 137 |Wiited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SNeAC retransmt with different | iior 108
W ndow scal e
41.107.60. 144 (A geria 147.237.77. 216 |dover.idf.il |drop drop 190
102.243.55. 136 |Wnited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAK retransmt wih different o0 |1g7
W ndow scal e
! . . SYNPAK retransmit with different .
192. 243.55. 137 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 169
192. 243.55.135 |Wnited Qates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SIHAX retransmt with different oo 163
W ndow scal e
192. 243.55. 137 |Whited States [147.237.77.74 |lawidf.il Bad TCP sequence I'nval id ACK nunber noni t or 162
Sreanming Engine: TCP Invalid i i ssi
109. 66. 29. 177 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 162
Ret r ansmi ssi on Packet dr opped.
212. 235. 98. 139 |I srael 147.237.72. 166 |aka.i df .i | drop SAMrule drop 161
192. 243.55.129 |Whited Sates [147.237.77.74 [lawidi.il  |Bad TOP sequence SINAXK retransmt with different o000 160
w ndow scal e
192. 243.55. 136 |Lhited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 158
! . . SYNPAK retransmit with different .
192. 243.55. 134 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal & noni t or 157
192. 243.55. 132 |Wnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 153
192. 243.55.133 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence SINAXK retransmt wih different  opiior 152
w ndow scal e
192.243.55. 132 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 150
192. 243.55. 135 | ted Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence SNeAC retransmt with different | ovor 146
W ndow scal e
192. 243. 55. 137 |Whited Sates |[147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 145
192. 243, 55. 130 |United Sates [147.237.77. 216 |dover.idf.il [Bad TCP sequence SINHAX retransmt with different oo [144
W ndow scal e
! . . SYNPAXK retransmit with different .
192. 243.55. 131 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal & noni t or 142
192.243.55.138 |Wnited Qates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SIHAX retransmt with different oo 142
W ndow scal e
192. 243.55. 132 |Lhited Sates |[147.237.77.74 |[lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 141
192, 243.55.129 |Uited Sates |147.237.77. 216 [dover.idf.il |Bad TOP sequence SINAK retransmt wih different o000 139
W ndow scal e
192. 243. 55. 137 |Wited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 136
192. 243.55. 138 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAK retransmt with different o0 135
w ndow scal e
192. 243.55. 136 |Lhited Sates |[147.237.77.74 |[lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 133
! . . SYNPAXK retransmit with different .
192. 243.55. 131 [Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence vi ndow scal e noni t or 132
192. 243.55. 137 |Wnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 131
178. 241. 17. 153 |Tur key 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 130
192. 243.55. 134 [Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 129
192. 243.55. 135 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 127
192.243.55. 133 |Wited Sates [147.237.77.216|dover.idf.il |Bad TOP sequence SINHAK retransmt with different |oonivor  |126
w ndow scal e
192. 243.55.130 |Wnited Sates |147.237.77.74 |lawicf.il  |Bad TCP sequence SINAK retransmt with different o000 126
W ndow scal e
192. 243.55. 132 |Lhited States [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 125
192. 243.55. 136 |Wited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence SINACK retransmt with different oo, o 123
w ndow scal e
192. 243.55. 134 |Wnited Qates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SINWAXK retransmt with different opnivor  f121
W ndow scal e
192. 243.55. 138 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 120
41.107.60. 144 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 118
Sreaning BEngine: TCP Invalid i i SSi
84.228.16.249 |Israel 147.237.0.34  [tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 117
Ret ransni ssi on Packet dr opped.
192.243.55. 136 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 114
192. 243.55. 134 |Lhited Sates |[147.237.77.74 |[lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 111
192.243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 110
192, 243.55. 135 |Lhited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 110
192. 243.55. 135 |Lhited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 109
192. 243.55. 137 |Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 109
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|Top Attackers In V\AF|

Attacker Address |Attacker Gountry |Tar get Address |Site ‘9 gnature Devi ce Action |Count |
79.180. 105. 159 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 423
2.53.152. 187 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 410
80.246.136.81 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 352
2.55.6.88 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 272
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from84.95.208.20 |B ock 222
79.178.17.232  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 217
109. 253.139. 63 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 198
46.19. 86. 179 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 193
46.116. 12. 56 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 178
176.13.16. 244 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 171
46. 19. 86. 209 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 163
2.53.17.1 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 161
176.13.12.131  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 161
46. 19. 86. 86 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 143
37.26.147.206  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 141
2.55.187. 49 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 135
109. 253. 140. 216 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 130
46.19. 86. 123 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 128
89.139.172.181 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 124
109. 253. 128. 205 [l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 124
80. 246. 136. 198 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 120
185.32.179.53  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 105
176.13.8.59 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 92
84. 95. 208. 20 I srael 147.237.76.200 |eitan. aka. i df . il Ml tipl e Unaut horized URL Access from 84.95.208.20 |B ock 89
46.19. 85. 176 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 81
80.246.136.55 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 79
176.13.21.153  |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 78
2.53.17.118 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 75
84. 95. 208. 20 I srael 147.237.72. 166 |aka.idf . il Mil tipl e Unaut hori zed URL Access from84.95.208.20 |B ock 72
176.13. 1. 66 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 72
2.53.62. 167 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 71
109. 253. 200. 186 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 71
46.19. 86. 186 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 66
109. 253. 206. 103 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode Bl ock 66
2.53.175. 185 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 64
109. 253. 203. 132 [I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 61
5.189.190.212  |Ger many 147.237.77.216 |dover.idf.il O stributed Suspicious Response Gode Bl ock 60
79.183.39.12 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 52
176.13.17. 53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 48
46. 19. 85. 251 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Gode Bl ock 45
176.13.2.221 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 44
46.19. 86. 85 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 40
2.53.169. 241 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Gode Bl ock 29
46. 19. 86. 57 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 29
46.19. 85. 185 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
84. 95. 208. 20 I srael 147.237.77. 226 |Wan chanat z. aka. i df . i | [Miltiple Wauthorized URL Access from84.95.208.20 |B ock 25
46. 19. 86. 202 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 24
37.26.149.218 |Israel 147.237.0.34  |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 37.26. 149. 218 |B ock 23
176.13.14. 237  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspici ous Response CGode B ock 22
176.13.5.38 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 21
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