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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Sum(Packet_Count

‘Attacker Country ‘

IP_Map.site |[Name

TCP handshake viol ation, first packet

)

89. 139. 185. 104 | srael 147.237.77. 216 dover.idf.il not syn drop 7201
220. 181. 108. 83 Chi na 147.237.76.86  |navy.idf.il IS: Zi‘lr;dShake violation, first packet |, 7131
220.181.108.172  |china 147.237.76.42  |refuah.idf.il IS; Zirr‘ldShake violation, first packet |q 6165
46. 19. 85. 34 I srael 147.237.77.216  |dover.idf.il IS: Zi‘lr;dShake violation, first packet |, 1713
66. 249. 93. 160 Lhited Sates 147.237.77.216  |dover.idf.il ock I'p Véb In drop 1480
66. 249. 93. 164 Lhited Sates 147.237.77.216  |dover.idf.il ock I'p Véb In drop 1450
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ VWb In drop 1423
5. 41. 84, 241 Ronani a 147.237.77.216  |dover.idf.il IS: ZirgdShake violation, first packet |, 1365
46. 120, 42. 56 I srael 147.237.77.216  |dover.idf.il IS; Zirr‘ldShake violation, first packet |q 1080
84.108. 153. 105 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 1017
81.249. 187. 57 France 147.237.77.216  |dover.idf.il :g: Zi‘l?]dShake vioation, first packet | 962
195. 154, 233.184  |France 147.237.72.14  |dover.idt.il (o) |17 Zﬁdsr‘ake vidation, first packet | 892
84.110. 60. 143 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 784
109. 66. 129. 224 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 745
66. 249. 78. 21 Lhited Sates 147. 237. 76. 42 refuah.idf.il ock I p Wb _In drop 738
66. 249. 78. 14 Lhited Sates 147.237. 76. 42 refuah.idf.il ock | p Wb _In drop 707
206.45.162.159  |Canada 147.237.77.216  |dover.idf.il Ig: Zi:dsr‘ake violation, first packet |, 678
109. 253. 144. 87 I srael 147.237.77.216  |dover.idf.il IS: Z?ITShake vioation, first packet | 667
66. 249. 78. 28 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock | p_ Vb In drop 637
192.114.182. 2 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 591
79.178.99. 109 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 586
84. 108. 240. 254 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y- TLS-renegotiation-d i dest - reset 558
84.228.222.138 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y- TLS-renegotiation-d i dest - reset 542
37.238. 20. 109 Iragq 147.237.0. 15 kosher - kravi .i df.i | TGP Scan (vertical) drop 538
79.183. 101. 79 I'srael 147.237.77.216  |dover.idf.il Ig: Zi:dsr‘ake violation, first packet |, 530
193. 43. 244. 102 I srael 147.237.77.216  |dover.idf.il IS: Z?ITShake vioation, first packet | 529
41.33.232. 65 Egypt 147.237.77.216  |dover.idf.il Ig: Zi:dsr‘ake vioation, first packet | 487
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 480
66. 249. 67. 22 Lhited Sates 147.237. 76. 86 navy.idf.il ock Ip Wb _In drop 438
66. 249. 69. 96 Lhited Sates 147.237.77.170 naarachot.idf.il ock | p Wb _In drop 429
66. 249. 65. 152 Lhited Sates 147.237.77. 170 naarachot.idf.il |Block Ip Véb In drop 417
66. 249. 69. 104 Lhited Sates 147.237.77.170 naarachot.idf.il |Bock Ip Wb In dr op 416
220.181.108.123 |China 147.237.76.42  |refuah.idf.il Ig: Zi‘lrr‘]dShake vioation, first packet | 400
66. 249. 67. 14 Lhited Sates 147. 237. 76. 86 navy. i df.il ock I'p Véb In drop 398
66. 249. 93. 176 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock | p_ VWb In drop 395
66. 249. 69. 88 Lhited Sates 147.237.77.170 naarachot.idf.il |Bock Ip Wb In dr op 379
66. 249. 78. 166 Lhited Sates 147.237.77.216  |dover.idf.il Bl ock |p Ve¢b In drop 370
82 213. 16. 130 Pal est.l nian Territory, 147 237 77. 216 dover idf il TCP handshake viol ation, first packet drop 357
Qccupi ed not syn
66. 249. 93. 168 Lhited Sates 147. 237. 76. 42 refuah.idf.il Bl ock | p_ VWb In drop 354
66. 249. 78. 204 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Véb In dr op 351
149. 78. 138. 255 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-d i dest - reset 348
204. 93. 154. 220 Lhited Sates 147.237.77. 233 atal.idf.il TP Scan (vertical) drop 338
66. 249. 78. 197 Lhited Sates 147.237.77.176  |natpash.idf.il ock I p Véb In drop 336
66. 249. 93. 172 Lhited Sates 147. 237. 76. 42 refuah.idf.il ock I'p Véb In drop 334
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock | p_ VWb In drop 332
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Ip Véb In dr op 320
66. 249. 65. 156 Lhited Sates 147.237.77.170  |nmarachot.idf.il |[Block Ip Véb In drop 316
149.78. 6. 214 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 314
66. 249. 65. 148 Lhited Sates 147.237.77.170  |nmarachot.idf.il ock I p Véb In drop 313
66. 249. 67. 30 Lhited Sates 147. 237. 76. 86 navy. i df.il ock I'p Véb In drop 309
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Ste

184. 173. 183. 172|United Sates 147. 237. 77. 176 |nat pash. i df . i | DVRep P- N 40- 59 Fernit 185

184. 173. 183. 172|Wited Sates 147. 237.76.86 |navy.idf. i DVRep P- N 40- 59 Pernit 142

184. 173. 183. 172|Wnited Sates 147.237. 77. 216 |dover. i of .i | DVRep_P- N 40- 59 Pernit 128

128.242. 249. 12 |Uited Sates 147.237. 77. 216 |dover. i of .i | DVRep_P- N 40- 59 Pernit 74

180. 76.5.193 _ |China 147.237.0.34 |tikshuv.idf.il DVRep_P- N 40- 59 Pernit 29

180. 76. 5. 193 Chi na 147.237.76.86 |navy.idf.il DVRep_P- N _40- 59 Per m t 26

89. 139. 185. 104 |Israel 147. 237. 77. 216 |dover. i df .i | glig;olf Segment Qverlap Wth Dfferent Data, e.g., B ock 21

46. 137. 134. 188 |irel and 147. 237. 72. 156 |anan. i of . i | DVRep_P- N_40- 59 Pernit 20

46. 137. 134. 188 |irel and 147.237. 72. 166 |aka. i of .| DVRep_P- N 40- 59 Pernit 20

212.199. 112. 144|l srael 147.237. 77. 226 |vww chanat z. aka. i df . i | |C1L000004: HTTP: options net hod (M crosoft) B ock 18

205. 134. 224. 235|Uni ted Sates 147. 237. 77. 176 |nat pash. i of . i | DVRep P- N 40-59 Fernit 15

31.168.171. 81 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock

5.29.140.253  |israel 147.237.76.42 |refuah.idf. il 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., Bl ock 6
Fagrout e

81.218.171. 152 | srael 147.237.76.42 |refuah.idt.il ;fgrolf Segment Qverlap Wth Dfferent Data, e.g., Bl ock 6

5.102. 254. 206 |l srael 147.237. 72. 166 |aka i of . i | CL000004: HTTP. options nethod (M crosoft) B ock 6

212.235. 62.104 |lsrael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 6

84.228.191.93 |Israel 147. 237.77. 233 |atal i o i1 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagroute

2.54.5. 245 I srael 147.237. 72. 166 |aka. i df . 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
F agrout e

79.178.173. 218 |Israel 147. 237.76. 42 |refuah. it il 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagroute

73.43.31.212  |Uited Sates 147. 237. 77. 216 |dover . i df . i ;rligrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 5

5.20.227.76  |Israel 147. 237.77. 233 |atal i o i1 7120: TQP. Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagroute

194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 5

93.172.163.29 |Israel 147.237.77. 233 |atal .idf .l 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 5
Fagrout e

46.19.85.106  |Israel 147. 237. 77. 216 |dover . i df .i 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., Bl ock 5
Fragrout e

89. 216. 115. 8 147. 237. 77. 216 |dover . i of . i | 17272: HITP. Suspi cious User-Agent (WndowsNT) Wth No g o 4
Separ ati ng Soace

82.166. 232. 164 |l srael 147.237. 77. 226 |vww chanat z. aka. i df . i | |C1L000004: HTTP: options net hod (M crosoft) B ock 4

67.180.158.88 |United Sates 147. 237. 72. 166 |aka i df .11 ;rligm;f Segment Qverlap Wth Dfferent Data, e.g., B ock 4

109. 67. 193. 121 |israel 147.237. 72. 166 |aka. i of .| DVRep_B- N 60_100 B ock 4

79.182. 203. 156 |l srael 147.237.76.31 |nakchal .idf.il CL000004: HITP: options nethod (M crosoft) B ock 4

5.102. 254,174 |Israel 147.237.72. 166 |aka i df .i 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g., Bl ock 4
Fragrout e

85. 250. 135.85 |l srael 147. 237. 77. 216 |dover . i of . i | Zrligrolf Segent Qverlap Wth Dfferent Data, e.g., B ock 4

180. 76. 5. 193 Chi na 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Permit 4

176. 67. 104. 138 Pal est_| nian Territory, 147 237. 77. 216 |dover i df .i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., B ock 4

Qccupi ed Fragroute

109. 65. 96. 190 | srael 147.237.77.74 |lawidf.il CL000004: HITP: options nethod (M crosoft) B ock 4

46.19.86.109  |Israel 147.237.76. 42 |refuah.ic. il 7120. TCP Segrent Qverlap Wth Different Data, e.g., B ock 4
Fagroute

46.19.85.220  [Israel 147. 237. 77. 216 |dover. i of . i Zrlzgrolf Segnent Qverlap Wth Dfferent Data, e.g., B ock 3

212.199. 107. 106/ srael 147.237.77. 170 |naar achot . i df . i | CL000004: HTTP: options nethod (M crosoft) Bl ock 3

37.142.3.56  |Israel 147. 237.77. 233 |atal i o . i1 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., Bl ock 3
Fragrout e

93.172. 102. 253 |Israel 147. 237. 72. 166 |aka. i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 3
Fagrout e

46.19.85.144  |israel 147. 237. 77. 216 |dover . i df .i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., Bl ock 3
Fragrout e

2.54.45. 231 I'srael 147.237.0.19 |nadimatal .idf.il ;ligrolf Segent Qverlap Wth Dfferent Data, e.g., Bl ock 3

62.219. 21. 30 | srael 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 3

212.179.5.3 | srael 147.237.77.74 |lawidf.il C1000004: HTTP. options nmethod (M crosoft) B ock 3

79.176. 60. 3 I srael 147. 237. 72. 156 |anan. i of .| 7120. TCP Segrent Qverlap Wth Dfferent Data, e.g., B ock 3
F agrout e

62.219. 146. 13 I srael 147.237.0. 34 tikshuv.idf.il CL000004: HTTP: options nethod (M crosoft) Bl ock 3

31.168.179. 144 |Israel 147.237.72. 166 |aka.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2

84.111. 6.7 I'sr ael 147. 237. 77. 216 |dover . i f . i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
Fagrout e

109. 64. 153. 23 | srael 147.237. 72. 166 |aka.i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 2

46.31.97.124  |israel 147.237.77. 233 |atal i of i1 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 2
Fagroute

93.120.27.62 _ |Romani a 147.237.0.33  |idh.il DVRep B-N 60 100 B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 89
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 61
95. 86. 67. 114 | srael 147.237.77. 216 |dover.idf.il PQIC-OHR script tagin R - likely cross-site scripting attenpt 9
37.238. 20. 109 Iraq 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 4
195. 200. 205. 2 | srael 147.237.72. 166 |aka.idf .il ET SCAN NVAP -sA (2) 4
37.16.72.139  |France 147. 237. 72. 167 |i shuri maka. i df .i | SERVER APACE /pache mod_ssl non- SSL. connection to SS. port denial of 3
servi ce att enpt

132. 68. 245. 243 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 3
88.198. 58. 233  |CGer many 147.237.77.74 |lawidf.il Tehila - Perl LVWP wth fake user agent 2
221.235.188. 210|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 2
43.255.191. 170 |Japan 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN Potential SSH Scan 2
221.235.188. 210|Chi na 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 2
221.235.188. 210|Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 67 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
84. 110. 60. 143 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
81.218.77.162 |lsrael 147.237.77.74 |[lawidf.il GPL SCAN nmap TCP 2
87.69. 78. 237 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
221.235.188. 210|Chi na 147.237. 77. 170 |n@arachot . i df .i | ET SCAN Potential SSH Scan 2
221.235.188. 210|Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 2
109. 65. 16. 89 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
85. 250. 135. 85 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 2
61.240. 144. 64 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 2
2.54.21.242 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
221.235.188. 212|Chi na 147.237.76. 200 |ei tan. aka.i df .i | ET SCAN Potential SSH Scan 2
79.178.198.212 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
221.235. 188. 212|Chi na 147.237.76. 176 |test. ncore.idf .il ET SCAN Potential SSH Scan 2
207. 166. 127. 153|Ruerto R co 147.237.0.200 |[mdu.idf.il ET SCAN Potential SSH Scan 2
207.166. 127. 153|Puerto R co 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
221.235.188. 212|Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 2
61.240. 144. 65 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
79. 183. 15. 63 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
221.235. 188. 212|Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
79.176. 206. 113 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
2.54.188. 139 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
79.181. 196. 66 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
221, 235.188. 210|Chi na 147.237.77.179|e.nazi .idf.il ET SCAN Potential SSH Scan 2
61. 240. 144. 67 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 2
159. 220.74. 6 Lhited Sates 147.237.77. 176 [nat pash.idf . i1 ET SCAN NVAP -sA (2) 2
31.184. 242,17 g;;:t”i o 147. 237.77. 216 |dover. i df . ET CRCP Spanhaus DRCP Listed Traffic | nbound 2
84.109. 190. 157 |lIsrael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
93.172. 34. 126 | srael 147.237.77.216 |dover.idf.il portscan: TCP O stributed Portscan 2
46.121. 106. 19 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
221. 235. 188. 210|Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
221.235.188. 210|Chi na 147.237.0.34  |tikshuv.idf.il ET SCAN Potential SSH Scan 2
109. 65. 6. 99 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
193. 43. 245. 250 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
61. 240. 144. 66 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 2
221.235. 188. 210|Chi na 147.237. 76. 199 |e. nakchal . i df . il ET SCAN Potential SSH Scan 2
58. 20. 54. 249 Chi na 147.237.77. 243 |nobi le.idf . i | ET SCAN NVAP -sS w ndow 1024 2
43.255.191. 170 |Japan 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
43.255.191. 170 [Japan 147.237.77.234 |hal ag.idf.il ET SCAN Potential SSH Scan 2




|Top Attackers In FW |

04-12-2015-00:00:07 to 04-13-2015-00:00:07

Attacker Address | A tacker Country | Target Address |Ste | Message [Name |Device Action | count
185. 26. 180. 150 Eur ope 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 12037
199. 203. 240. 37 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2505
89. 139. 185. 104 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 1439
62. 219. 198. 6 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 1233
212.179. 21. 196 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 860
79.183.27. 176 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 666
95. 86. 112. 134 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 648
212.179.61. 127 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 514
46.117. 179. 149 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 508
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 421
94.188. 132. 2 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 350
46.19. 86. 164 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 329
85. 250. 135. 85 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 315
109. 67. 153. 167 | srael 147.237.77. 216 dover.idf.il First packet isn't drop drop 272
82. 145. 223. 49 Eur ope 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 266
2.54.172. 186 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 265
84.228. 43. 230 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 251
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 251
149. 78. 186. 96 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 246
213. 151. 37. 12 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 201
79.177.15. 147 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 194
208. 99. 238. 226 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 188
109. 186. 186. 83 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 187
212.179.61. 125 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 186
5.108. 14. 7 Saudi Arabia 147.237.77. 216 dover.idf.il First packet isn't drop drop 186
5. 108. 15. 182 Saudi Arabi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 179
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 178
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 166
54.72.73. 168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 165
176. 228. 29. 132 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 162
37.216.18. 83 Saudi Arabi a 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 157
85. 65. 52. 53 | srael 147.237.77. 216 dover.idf.il First packet isn't drop drop 156
164. 138. 118. 28 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 150
5. 255. 253. 124 Russi an Federation 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 149
46. 19. 85. 46 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 148
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't drop drop 147
157. 55. 39. 6 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 141
46. 19. 85. 31 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 137
81. 249. 187. 57 France 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 130
157. 55. 39. 42 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 125
162. 243. 222. 48 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 121
77.127.149. 224 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 121
207. 46. 13. 89 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't drop drop 121
213. 151. 49. 47 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 120
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 117
46.19. 86. 236 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't drop drop 117
69. 203. 68. 204 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 115
207. 46. 13. 82 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't drop drop 111
84.228. 94. 152 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 108
93. 172. 34. 126 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 105
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
) . . . JToo Many of the Sane Response Code (404) in Session from
176.12.148. 238 |israel 147.237.0.19  [neci matal .ich.i{ 20 12.3'148. o35 P (404) B ock 362
2.52.183. 34 | srael 147.237.0.19 |nadimatal.idf.ijToo Many of the Same Response Code (404) in Session from2.52. 183.34 B ock 291
2.54.167. 86 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 240
46. 19. 85. 138 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 235
46.19. 86. 103 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 230
46. 19. 85. 48 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 230
46. 19. 86. 137 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 186
2.54. 140. 167 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 185
46.19. 86. 186 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 168
2.54.43.109 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 154
46.19. 85. 103 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 141
46. 19. 86. 255 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 129
93.173.137. 111 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 128
109. 253. 135. 119|l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 123
2.54.62.187 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 117
62.219.118. 151 |Israel 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 116
109. 253. 156. 7 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 115
37.26.148. 189 | srael 147.237.0.19 [nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 106
109. 253. 128. 165]|I srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 95
) . . .1Too Many of the Same Response Code (404) in Session from
109. 253. 144. 140|1 sr ael 147.237.0.19  |maci matal.idf.if; 0 25%’_ 144 140 P (404) B ock 92
46.19. 85. 233 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 75
2.52.149. 40 | srael 147.237.0.19 [nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 75
2.54.19.74 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 66
212. 235. 35. 62 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from?212.235.35.62 |B ock 53
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 48
46. 19. 86. 48 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 48
79. 180. 106. 90 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 45
176.12. 137. 167 |l srael 147.237.0.19 [nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 44
R Unaut hori zed URL Access to
81.168.71.189  Israel 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/ styl es/inport/bottonmavi gat on. asp Bl ock 37
176.12. 146. 184 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 32
87. 68. 145. 10 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 26
2.54. 150. 227 | srael 147.237.0. 19 nadi matal .idf.i|[Too Many of the Sane Response Code (404) in Session from 2.54.150. 227 B ock 23
85. 7. 204. 38 Sii t zer| and 147.237.72. 156 |anan.i df .i| Ml ti pl e Uhaut hori zed URL Access from 85. 7. 204. 38 B ock 21
207.46. 13.79 Lhited Sates |147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 20
157.55.39. 172 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 17
84.228. 144. 238 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 16
77.127.232.44 |israel 147.237.72. 166 |aka. i df . i Distributed Uhaut horized LR Access on B ock 16
ww aka. i df . i | //nai n/rabanut / webr esour ce. axd
212.76.102. 103 |Israel 147. 237.72. 166 |aka i df . i | Distributed Lhaut hori zed LR. Access on B ock 16
v aka. i df . i1//mai n/ har edi mi webr esour ce. axd
46. 19. 86. 26 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 15
84.109. 14. 117 | srael 147.237.72. 166 |aka.i df . il Ml tipl e Uhaut hori zed URL Access from 84.109. 14. 117 B ock 15
5.102.254.83  |Israel 147. 237.72. 166 |aka. i df . i Distributed thaut horized UL Access on Bl ock 14
wan aka. i df . il // mai n/rabanut / webresour ce. axd
195. 160. 240. 11 |l srael 147.237.76.31 |nakchal .idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 14
176.12.141. 78 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 13
176. 12. 144. 83 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 13
109. 253. 143. 21 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 12
176. 12. 140. 246 |l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 11
157.55.39. 171 |lLhited Sates |147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 10
5.102.254.107 | srael 147.237.72. 166 |aka. i df . i Distributed Lhaut hori zed LR. Access on B ock 10
wan aka. i df . i | // nai n/ har edi nd webr esour ce. axd
2.54.166. 241 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 10
164. 138. 112. 105/l sr el 147. 237.72. 166 |aka i df . i | Distributed Lhaut horized LR. Access on B ock 10
v aka. i df . i1//mai n/ har edi mi webr esour ce. axd
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