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04-11-2016 to 04-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|Bl ock | p Vb In drop 97192
0.0.0.0 147.237.77.216 dover.idf.il|HTTP Page H ood Attack dr op 34361
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 33898
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il|DOS HTTP-firefl ood dest - r eset 20358
41.107. 60. 144 Ageria 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 5173
179. 252. 43. 27 Brazil 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 3888
179. 252. 43. 27 Brazil 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 3717
83. 130. 99. 162 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1917
212.143. 142. 56 | srael 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 1850
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 1373
212.199. 154. 194 | srael 147. 237. 72. 166 aka.idf.il |Anonal y-TLS renegotiation-Ai dest - r eset 1305
41.111. 97. 43 Ageria 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 1087
109. 67.111. 179 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 994
176.126. 252. 11 Ronani a 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 707
74.206. 99. 126 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 677
46.117.43. 97 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 644
31. 210. 187. 120 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 641
109. 253. 224. 2 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 625
105. 107. 27. 194 Ageria 147.237.77. 216 dover.idf.il|Bl ock_Udp All _Nets drop 553
46. 244. 157. 134 Ger many 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 514
46.19. 85. 203 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 513
94. 159. 151. 206 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 506
5. 28.191. 233 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 473
185. 3. 144. 24 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 432
207. 232. 36. 85 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 411
79. 168. 49. 63 Port ugal 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 406
83.130. 116. 167 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 355
80. 246. 136. 69 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 328
80. 178. 189. 105 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 325
77.158. 88. 42 France 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 320
79.181. 16. 95 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 310
192. 243. 55. 131 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 299
37.26.147. 216 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 283
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 280
79. 180. 9. 222 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 280
149. 56. 14. 68 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 257
94. 230. 86. 80 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 250
197. 45. 132. 217 Egypt 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 250
2.53.52.79 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 217
80. 178. 157. 42 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 183
197.2.106. 182 Tuni si a 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 155
77.158. 89. 41 France 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 150
77.125.160. 127 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 149
156. 203. 75. 175 Egypt 147.237.77.216 dover.idf.il|B ock Udp All Nets drop 142
87. 70. 88. 156 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 136
62. 219. 140. 244 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 134
197. 2. 106. 182 Tuni si a 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 133
94. 159. 130. 204 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 131
192. 243. 55. 137 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 128
192. 243. 55. 136 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 121




04-11-2016 to 04-12-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Site Devi ce Action |Count |
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 42
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 25
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 24
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 23
61.135. 189. 99 Chi na 147.237.77.176 |mat pash.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 21
106. 120. 173. 85 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 21
213.8.204. 2 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 18
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 17
84.94. 180. 40 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 16
82.81.14.26 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 16
109. 253. 134. 127 |l srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 16
109. 65. 20. 19 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 15
212.143.110. 33 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 15
77.125.95. 194 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
79.178. 26. 28 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 11
79.179.22.91 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 11
37.26.148. 237 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
84.108. 93. 19 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 10
91.197.103. 1 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 10
109. 253. 145. 79 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
79.179.54.35 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 10
80. 246. 130. 105 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 9
109. 66. 56. 208 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 9
5.28.173. 190 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 9
46.121. 232. 50 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
89.139.61. 114 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
213.57.188. 138 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 8
46. 19. 86. 241 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
109. 65. 59. 235 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
82.102. 168. 106 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 8
109. 65. 132. 84 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
213. 8. 204. 40 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 7
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 6
46. 19. 86. 158 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
80.91. 162. 99 kr ai ne 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot B ock 6
149. 88. 229. 120 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 6
109. 67. 111. 179 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
79.182.173. 139 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
82.81.76. 144 | srael 147.237.77.170 |nmmarachot.idf.i C1000008: HTTP:. Xenu User Agent Bl ock 6
62. 90. 88. 104 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
88.198. 230. 79 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot B ock 5
80. 91. 162. 99 krai ne 147.237.77.176 |mat pash.idf.il C1000074: HTTP: mgj estic bot B ock 5
213.151. 51. 210 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 5
79.176. 13. 226 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
149. 88. 47. 121 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 4
79.181. 201. 140 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
89.138.38.3 I srael 147.237.0.34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 4
31.154. 31. 187 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
69.30.198. 178 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 4




04-11-2016 to 04-12-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 67
66. 249. 93. 13 147. 237. 77. 226 |Eur ope wi chanat z. aka. i df .i | [ET SCAN NVAP -sA (2) 48
66.249. 78.254  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 13
94.123.200. 108 |[147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP | ogi n. ht m access 8
94.123.200. 108 |147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP admi n. php access 8
106. 187. 37. 163 [147.237.77. 216 |Japan dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 8
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
36.79.8.174 147.237. 77. 170 |l ndonesi a naar achot . i df.il Tehi|a defacenent attenpt (-Hacked By- sent to Veb 6
Server)
37.26.147.153 [147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 6
36.79.8.174 147.237.77.74 |Indonesia lawidf.il Tehia defacenent attenpt (-Hacked By- sent to Veb 6
Server)
66. 249. 64. 50 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 5
80.246. 139. 171 |147. 237. 72. 166 | srael akaidf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 4
80. 82. 78. 38 147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 4
66. 249. 78. 96 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sSA (2) 3
208. 80. 155. 215 |147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 3
175. 43. 95. 77 147. 237. 77. 216 [Chi na dover.idf.il _CBWN:DNS Mcrosoft Forefront WG javascript handl er 3
in LR XSS attenpt
132.74.95.19 147.237. 77. 170 I srael naar achot . i df .i | EI' DO5 Large anount of TGP ZeroWndow - Possi bl e 3
Ni |l er2 DDos attack
212.106.92.100 [147.237.77.176 g‘ijcisgiigéa” Territory, vt pash, i . i ET SCAN NVAP -sA (2) 2
192, 243.55. 136 |147.237.72. 166 |Lhited Sates aka idf.il portscan: TCP D stributed Portscan 2
163. 172. 140. 23 |147.237. 77. 243 |Uni ted Ki ngdom nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 2
5.8.45.2 147.237.77. 216 |Brazil dover.idf.il SQ Injection - Select From 2
66. 249. 66. 56 147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
95.235.11. 21 147.237.77.216(Itay dover.idf.il GPL SCAN nmap TCP 2
174.37.194. 144 |147.237.76.39 |Lnited Sates nobi | e. nei tav.idf. il ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.76.38 |Wited Sates e.e.neitav.idf.il ET SCAN NVAP -sA (2) 2
46.116.3.52 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 2
103.227.20.58 [147.237.77.216|Australia dover.idf.il SERVER APAO_E Apache r_TDd_SS| non-SSL connect i on to 2
SS. port denial of service attenpt
185. 110. 109. 190|147. 237. 77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 2
192.243.55. 135 |147.237.72. 166 |Lhited Sates akaidf.il portscan: TGP D stributed Portscan 2
208. 100. 26. 228 |147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 2
66. 249. 66. 12 147.237.77.170 |Wnited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 2
85. 65. 202. 9 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 2
174.37.194. 144 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sSA (2) 2
174.37.194. 144 |147.237.76.31 |Wnited Sates nakchal .idf.il ET SCAN NVAP -sA (2) 2
89. 248. 172. 140 |147.237. 76. 148 |Net her | ands gacent er. aka. i of .i ET SCAN NVAP -sS w ndow 1024 1
212.150. 214. 130147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80.82.78.38 147. 237. 76. 198 |Net her | ands e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 213. 219. 175]147. 237.0. 33  |Ronani a Pdf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 240 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
163. 172. 140. 23 |147. 237. 72. 166 [Uni ted Ki ngdom akaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.53.10.5 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
107. 158. 255. 194|147. 237.8.45 |Lnited Sates e.eitanidf.il ET SCAN NVAP -f -sS 1
84.109. 1. 189 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 198 |Lnited Sates e. yohal an. i df .il ET DRCP Dshi el d B ock Listed Source 1
66.249.93. 142  |147.237.77.74 |Europe lawidf.il ET SCAN NVAP -sA (2) 1
179.252.43.27 |147.237.77.216 |Brazil dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 103. 130 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
112.112.56.65 |147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37. 46. 39. 194 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149.78.22.249 |147.237.77.216|Wited Sates dover.idf.il portscan: TGP D stributed Portscan 1




04-11-2016 to 04-12-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
185. 53. 8. 154 Net her | ands 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7947
141. 255. 156. 183 |Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6903
197.1.123. 54 Tuni si a 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6271
185. 53. 8. 247 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4371
192. 168. 173. 102 147.237.77. 216 |dover. i df il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |noni t or 3497
105. 108.96. 46 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2911
197.1.123.54  |[Tunisia 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 2617
185.56.30.125  [Net herl ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1916
204. 93. 58. 84 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 1708
192. 168. 173. 102 147.237.72. 166 |aka. i df .i | Geo- | ocati on enf or cerment Geo- | ocati on i nbound enf or cenent |noni t or 1706
197. 116. 80. 235 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1440
178. 220. 105. 38 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1179
41.33.231.90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 750
109. 93. 54. 252 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 747
185. 53. 8. 244 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 738
185. 53. 8. 245 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 716
151.16. 41. 18 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 581
121.54. 44. 89 Phi 1§ ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 537
177. 23.207. 221 |Brazil 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 464
79. 215.228. 169 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 402
87.151.231.53  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 335
148. 0. 182. 157 zggl"iia” 147. 237. 77. 216 |dover. i df . drop First packet isn't SWN drop 306
84.95.208.20  |Israel 147, 237. 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid invalid segnent retransmssion drop 288
Ret r ansni ssi on Packet dr opped.
41.107.60.144 |Ageria 147. 237. 77. 216 |dover. i df .i | drop drop 264
197.116.80.235 |Ageria 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 243
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 243
41.107.60.144 |Ageria 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 240
121.54. 44. 93 Phi | i ppi nes 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 227
105.108.96.46 |Ageria 147. 237. 77. 216 |dover. i df .i | drop drop 171
94. 123. 200. 108 |Turkey 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 140
41.107.60. 144 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 136
179.252.43.27 |mrazil 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 117
81.218.99.36 | srael 147. 237, 72. 167 [i shuri maka i o1 || S NG Engine: QP Invalid  Jinvalid segnent retransnission drop 111
Ret r ansni ssi on Packet dr opped.
46.19.85.122  |israel 147, 237. 72. 167 |i shur i maka i o || S NG Engine: TCP Invalidinvalid segnent retransmssi on drop 111
Ret r ansni ssi on Packet dr opped.
176.13.18.33 [ srael 147.237.77. 243 |rbit e i1 | €AM NG Engine: TCP Invalid invalid segnent retransnission drop 108
Ret r ansni ssi on Packet dr opped.
79.183.70.79  |Israel 147, 237. 76. 200 |ei tan. aka i of i1 | €M NG Engine: TCP Invalid invalid segnent retransmssion drop 105
Ret r ansni ssi on Packet dr opped.
185.3.146.223 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence I'nval i d ACK nunber nonitor  [90
197.2.106.182 |[Tunisia 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 87
31.168.230. 226 |israel 147.237.72. 167 |t shuri maka i o || €2M NG Engine: TCP Invalid invalid segnent retransmssion drop 84
Ret r ansni ssi on Packet dropped.
192.243.55.133 |Wited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Sweaerel reansm wehdifferent Jopnitor  [s2
149. 78. 154. 69 I srael 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber noni t or 82
37.26.146.230 | srael 147237, 72. 167 |i surimaka i i || SAM NG Engine: TCP Invalid  inval i d segnent retransnissi on drop 81
Ret r ansni ssi on Packet dr opped.
192.243.55.133 |lWhited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence mﬁsg reansm wthdifferent | ovitor g0
66.249.93. 111 |Europe 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 76
31.168. 230. 226 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 75
171.5.223. 153 |Thail and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 73
31.168.26.98 [ srael 147, 237.72. 167 | shurimaka i i |2 | €2 ng Engi ne: TP Invalid invalid segnent retransnissi on drop 72
Ret r ansni ssi on Packet dr opped.
212.25.86.242 |Israel 147, 237. 72. 167 |i shur i maka i o || S NG Engine: TCP Invalidinvalid segnent retransmssi on drop 72
Ret r ansni ssi on Packet dr opped.
192.243.55.129 |Wited Sates  |147.237.72. 166 |aka.i cf .i Bad TCP sequence mﬁsv(srcztl rea”s”“ wehdifferent Jopnitor |71
192.243.55.132 |Uhited Sates  |147.237. 72. 166 |aka. i df .11 Bad TCP sequence mﬁsg rea”S”“ wthdifferent | ovitor |70
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Attacker Address ‘Attacker Gountry |Target Addr ess |Site |Sgnat ure Devi ce Action |Count ‘
197.1.123.54 Tuni si a 147.237.77.216 |dover.idf.il Distributed Abnormal |y Long Request B ock 384
197.1.123.54 Tuni si a 147.237.77.216 |dover.idf.il Mil tiple Mal formed URL from197.1.123.54 B ock 383
197.1.123.54 Tuni si a 147.237.77.216 |dover.idf.il Mil tipl e Unknown HTTP Request Method from 197. 1. 123. 54 B ock 383
2.53.24.5 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 330
37.26.147. 153 I srael 147.237.0. 19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 287
85. 65. 230. 157 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 247
185.120. 126.50 |l srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 241
79.177.9. 243 I srael 147.237.0. 19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 232
46.19. 85. 196 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 227
95. 35. 74. 170 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 224
176.13. 22. 89 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 221
94.123.200.108 |[Turkey 147.237.77.216 |dover.idf.il Ml ti pl e Uhaut horized URL Access from 94. 123, 200. 108 B ock 219
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 218
46. 19. 85. 240 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 208
46.19. 86. 137 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 207
94.123.200.108 |Turkey 147.237.77.216 |dover.idf.il Ml tipl e Admin Bl ocking from 94.123. 200. 108 B ock 205
37.26.149. 188 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 205
46.19. 86. 96 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 179
2.54.149. 17 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 176
41.107. 60. 144 Ageria 147.237.77.216 |dover.idf.il Post Request - Mssing Content Type from41.107.60. 144 B ock 170
46.19. 85. 72 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 162
185.120.125.36 |l srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 148
62.219. 228. 81 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 148
109. 253.210. 71 [l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 148
80. 246. 139. 17 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 129
94.123.200. 108 [Turkey 147.237.77.216 |dover.idf.il PHP At t enpt B ock 121
2.55. 16. 140 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 120
2.54.191. 138 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 111
109. 253. 211. 203 |l srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 108
46.19. 85. 135 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 108
2.52.129. 86 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 108
109. 253. 220. 249 |l srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
109. 253. 213. 226 [l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 107
176.13.1. 112 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 106
87. 69. 207. 155 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 101
36.251.131.206 [China 147.237.77.216 |dover.idf.il Ml ti pl e Uhaut horized LRL Access from 36.251. 131. 206 B ock 99
176. 13. 21. 228 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 95
46.19. 85. 92 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 91
176. 13. 10. 116 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 90
84. 95. 208. 20 I srael 147.237.76.200 |eitan. aka.idf.il |Mitiple Unhauthorized URL Access from 84.95. 208. 20 B ock 89
95. 35. 24. 194 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 88
109. 67. 35. 238 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 86
109. 253.221.15 |l srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 85
109. 253. 130. 195 |l srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 84
37.26.147. 222 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 82
2.52. 166. 227 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 77
84. 95. 208. 20 I srael 147.237.72.166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 84. 95. 208. 20 B ock 72
2.53.40. 41 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 67
46. 19. 85. 120 I srael 147.237.0. 19 nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock 62
95. 35. 206. 86 I srael 147.237.0. 19 nadi matal .idf.il|Dstributed Suspicious Response Code B ock 61
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