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04-10-2016 to 04-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|B ock Ip V¢b_In drop 94334
41.227.83. 127 Tuni si a 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 5207
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.illB ock Wdp All Nets drop 3985
197. 15. 60. 28 Tuni si a 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 3707
5.108. 141. 32 Saudi Arabi a 147.237.77.216 dover.idf.il|Bl ock Udp Al Nets drop 3547
197. 29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn |[drop 3420
38.130. 96. 177 Lhited Sates 147.237.77.216 dover.idf.i |[HTTP- M SC- DoS- GoodBye- 30 dest - r eset 3146
109. 67. 228. 35 | srael 147.237.77. 216 dover . i df.il| TGP handshake vi ol ation, first packet not syn |drop 2796
188. 161. 30. 85 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.il|DOS- HTTP-firef | ood dest - r eset 1734
2.54.128.118 | srael 147.237.77.216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 1214
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il|B ock Wdp All Nets drop 1208
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il|HTTP- M SC- Acunet i x- pr oduct 3 dest - reset 1119
46.19. 86. 61 | srael 147.237.77. 216 dover.idf.i[TGP handshake viol ation, first packet not syn |[drop 1110
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.illlnvalid TGP H ags drop 1108
212.143. 142. 56 | srael 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 1091
5. 56. 16. 192 Anonynous Pr oxy 147.237.77. 216 dover. i df.il|DC5- HTTP-fi ref | ood dest - r eset 981
154. 98. 30. 15 Sudan 147.237.77. 216 dover. i df . i l|DCS- Tool - Swi t chbl adG dest - r eset 979
79.177.85. 153 | srael 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn |[drop 881
197. 28. 190. 16 Tuni si a 147.237.77. 216 dover. i df . i l|DCS- Tool - Swi t chbl adG dest - r eset 850
41.111.2.130 Ageria 147.237.77. 216 dover.idf.il|B ock_ Udp All Nets drop 807
197. 29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.illlnvalid TGP H ags drop 713
47.17. 214. 150 Lhited Sates 147.237.77.216 dover. i df.i|TCP handshake viol ation, first packet not syn |[drop 692
41.227. 83. 127 Tuni si a 147.237.77. 216 dover. i df.il|DCS- HTTP-fi ref | ood dest - r eset 635
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 594
154. 98. 30. 15 Sudan 147.237.77. 216 dover. i df.i [ TGP handshake viol ation, first packet not syn |[drop 584
105. 108. 71. 184 Ageria 147.237.77. 216 dover.idf.il|B ock_ Udp All Nets drop 549
188. 161. 30. 85 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.illB ock Wdp All Nets drop 529
141. 255. 146. 110 Net her | ands 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 442
197.29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.il|B ock Wdp All Nets drop 440
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il |Anomal y-TLS-renegoti ati on-Q i dest - reset 411
0.0.0.0 147.237.77. 216 dover.idf.il|DC5- HTTP-firef | ood dest - r eset 309
41. 224. 66. 164 Tuni si a 147.237.77. 216 dover.idf.il|B ock_ Udp All Nets drop 289
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 287
41.107.97.131 Ageria 147.237.77. 216 dover.idf.il|B ock Wdp All Nets drop 240
46.121. 96. 110 | srael 147.237.77.216 dover. i df.il|HTTP- POST- Segnent ed- DoS dest - r eset 233
207. 46. 13. 192 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 213
38.130. 96. 177 Lhited Sates 147.237.77. 216 dover.idf.i|[TGP handshake viol ation, first packet not syn |[drop 213
45. 56. 73. 98 Lhited Sates 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 208
84.228. 234. 180 | srael 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 201
199. 115. 115. 210 Lhited Sates 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 178
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page Fl ood Attack drop 177
156. 205. 95. 137 Egypt 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 150
109. 64. 233. 196 | srael 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 144
156. 203. 85. 136 Egypt 147.237.77. 216 dover.idf.il|B ock_ Udp All Nets drop 135
109. 64. 233. 196 | srael 147.237.77.216 dover.idf.il|[HTTP- M SC- DoS- GoodBye- 30 dest - r eset 130
37.237.210.133 Iraq 147.237.77.216 dover.idf.il|Bl ock Udp All Nets drop 118
84.111. 226. 10 | srael 147.237.77. 216 dover.idf.i|TGP handshake viol ation, first packet not syn |[drop 108
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il |Anomal y-TLS-renegoti ati on-Q i dest - reset 102
38.130. 96. 177 Lhited Sates 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 101
38.130. 96. 177 Lhited Sates 147.237.77.216 dover. i df.il|DCs- HTTP-firef| ood dest - r eset 90




04-10-2016 to 04-11-2016

|Top Attackers In IPS|

Attacker Address ’Attacker Qount ry get Address [Site Sgnature

106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 25
106. 38. 241. 106 |Chi na 147.237. 77. 176 |mat pash. i df . i [JC1L000071: HTTP: User Agent Sogou+web+spi der B ock 25
61.135.189. 122 [China 147.237.76.31 |nakchal . i df.i[|C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 24
62.219.137.5 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 17
149.78.240.19 |Israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 16
212.150.5. 74 I srael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 14
149. 88. 229. 120 |l srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 11
80.74.110.129 [israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 10
37.142.68.87 I srael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 10
81.218.57. 61 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 10
95.187.96.157 |Sudi Arabia 147.237.77. 216 |dover . i df . i | ;ztojci) HTTP: LA C DDoS Tool - (QNLY enabl e when under oS Bl ock 10
87.71.66.97 I srael 147.237.0.34 |tikshuv.idf.il|Cl000138: HITP. prefix 1.01 in the LRL B ock 10
79.182.22.159 [Israel 147.237.0.34 [ti kshuv. i df.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 9
105. 157. 150. 208[Mor occo 147.237.77. 216 |dover . i df . i | ;Ztojci) HITP: LA C DDoS Tool - (A\LY enabl e when under DoS B ock 9
62.219.44.190 [israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 9
109. 67. 170. 254 |l srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 9
149. 78.206.16 |l srael 147.237.0.34 |ti kshuv. i df.i1|ClL000138: HITP. prefix 1.01 in the LR B ock 8
2.54.129. 111 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 8
79.176. 89. 80 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 8
89. 203. 221. 120 |Czech Republic 147.237.77.216|dover.i df.i| [1633: HTTP: VebDAV Protocol PRCPFIND Met hod Bl ock 6
91. 230. 243. 165 [United Ki ngdom 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf .i| [Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 6
157.55.39.201 |[lhited Sates 147.237.0.34 |tikshuv. i df.il|C1000138: HTTP. prefix 1.01 in the LR B ock 6
185. 3. 144. 8 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6
69. 30. 219. 2 Lhited Sates 147.237.77.216|dover.i df.i| |ClL000074: HITP. najestic bot B ock 5
37.142.245.132 |lIsrael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 5
106. 38. 241. 149 |Chi na 147.237.77.216|dover.idf .i| [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
109. 253. 141. 224]I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HITP. prefix 1.01 in the URL Bl ock 4
77.125.95.194 |lIsrael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 4
77.126.142.236 |[Israel 147.237.0.34 [ti kshuv. i df.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
79.176. 86. 73 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
2.54.144. 148 I srael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 4
212. 143. 103. 2021 srael 147.237.0.34 [ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
157.55.39. 162 |lhited Sates 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
79.181.6.178 I srael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 4
2.52.130. 173 I srael 147.237.0.34 [ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
2.54.164. 20 I srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
87.71.1.31 I srael 147.237.0.34 |ti kshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 4
176.13.10. 204  |Israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
46.117.101. 255 |Israel 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
41.105. 244, 242 |Ageria 147.237.77.216|dover.idf.i| |2809: HITP. I1S TRACK Met hod Bl ock 4
212. 150. 125. 2211 srael 147.237.0.34 [ti kshuv. i df.i[|Cl000138: HTTP. prefix 1.0l in the URL Bl ock 4
199.58.86.211 |Uhited Sates 147.237.77.216|dover.i df.i| |ClL000074: HITP. najestic bot B ock 3
41.254. 5. 129 S;Zhai”ri”y;b 147.237.77.216|dover. i df.i|l |ClL000016: HTTP. adninistrator in LR B ock 3
198. 204. 230. 114|Uhited Sates 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Bl ock 3
66.249. 93. 109 |l srael 147.237.0.34 |ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the LR B ock 3
31.168. 123. 247 |Israel 147.237.0.34 |ti kshuv.idf.il|Cl000138: HITP. prefix 1.01 in the LRL Bl ock 2
65.55.210.151 [lhited Sates 147.237.0.34 [ti kshuv. i df.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
2.53.23.18 | srael 147.237.0.34 |ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the LR B ock 2
83.149.126.98 [Ger many 147.237. 77. 176 |nat pash. i df . i [|C1000074: HITP. naj estic bot B ock 2




04-10-2016 to 04-11-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry [Ste

|Signature

66.102. 9. 81 147.237.77. 216 |Whited Sates dover.idf.il ET SCAN NVAP -sA (2) 822
45. 56. 73. 98 147.237.77. 216 |Wnited Sates dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 703
66.249.93. 115  |147.237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 125
66.249. 78. 15 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 117
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il SERVER APACHE Apache SSI error page cross-site scripting 67
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 66
41.105. 244. 242 |147.237.77.216|A geria dover.idf.il GPL WEB_SERVER / et ¢/ passwd 59
41.105. 244. 242 (147.237.77.216 |A geria dover.idf.il SERVER VEBAPP phpThunb fltr[] paraneter remote comand 26
execution attenpt
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 25
41.105. 244. 242 |147.237.77.216|Ageria dover.idf.il SERVER- VEBAPP awst at s access 23
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il ETPRO WEB_SERVER PHP (pen Flash Charts File Ul oad Attenpt 21
41.105. 244. 242 |147.237.77.216|A geria dover.idf.il SERVER- WEBAPP WEB- | NF access 16
156. 203. 85. 136 |147. 237. 77. 216 |Egypt dover.idf.il ET WEBB SERVER LA C Javascri pt DDoS | nbound 12
79.178.18. 67 147. 237. 72. 167 I srael i shuri maka. i df.i|PCLI CY- OTHER TCP packet with urgent flag attenpt 12
41.105. 244. 242 |147.237.77.216|A geria dover.idf.il SERVER- WEBAPP webal i zer access 9
41.254.5. 129 147.237.77. 216 .I;;rt:;lhainrip;:b dover.idf.il SERVER- WEBAPP | ogi n. ht m access 9
199. 115. 115. 210(147. 237. 77. 216 |Lhited Sates dover.idf.il ET WEBB SERVER LA C Javascri pt DDoS | nbound 9
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il GPL WEB SERVER webal i zer access 9
41.254.5. 129 147.237.77. 216 Sgszhai””p;;b dover.idf.il SERVER- WEBAPP adm n. php access 7
197. 15. 60. 28 147.237.77. 216 |Tunisi a dover.idf.il SERVER- WEBAPP adm n. php access 5
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il ET VB SERVER aut o_prepend file PHP config option in uri 5
5. 8. 45. 251 147.237.77.216|iile dover.idf.il SQ Injection - Select From 5
41.105.244. 242 |147.237.77.216 A geria dover.idf.il ET VB SFRER al low url _i ncl ude PHP config option in uri 5
41.105. 244. 242 |147.237.77. 216 |A geria dover.idf.il SERVER- WEBAPP PHP-O3 renote file include attenpt 5
41.105. 244. 242 |147.237.77.216 A geria dover.idf.il PQICY-OHER script tagin UR - likely cross-site scripting atteng4
41.105.244. 242 |147.237.77.216 A geria dover.idf.il SERVER- WEBAPP JBoss JMK consol e access att enpt 4
41.105. 244, 242 |147.237.77.216 A geria dover.idf.il ET VB SERVER suhosi n. si mul ation PHP config option in uri 4
197. 15. 60. 28 147.237.77. 216 |Tuni si a dover . idf.il SERVER- WEBAPP | ogi n. ht m access 4
41.105.244. 242 |147.237.77.216 A geria dover.idf.il ET VBB SERVER open_basedi r PHP config option in uri 4
41.105. 244. 242 |147.237.77.216|A geria dover.idf.il ET VEB SFRER Script tag in LR, Possible Qross Site Scripting 4
At t enpt
199 203.84. 80 |147. 237 77. 233 |1 s el atal il ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos 4
attack
41.105. 244. 242 |147.237.77.216|Ageria dover.idf.il SERVER- WEBAPP TRACE at t enpt 4
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il ET VBB SERVER safe_node PHP config option in uri 4
41.105.244. 242 |147.237.77.216 A geria dover.idf.il ET VB SFRVER di sabl e functions PHP config option in uri 4
41.105. 244. 242 |147.237.77.216 A geria dover.idf.il SERVER- WEBAPP client negative Content-Length attenpt 4
199. 115. 117. 199(147. 237. 77. 216 |Lni ted Sates dover.idf.il ET DC5 Large amount of TCP Zerowndow - Possibl e N ller2 Dios 4
attack
85.203. 18. 254  |147.237. 77. 216 |Sweden dover.idf.il ET WBB SERVER LA C Javascri pt DDoS | nbound 3
41.105. 244. 242 |147.237.77.216|Ageria dover.idf.il ET VES_SPEQ R C_APPS Possi bl e JBoss JWK O.)nSO| e Beanshel | 3
DCepl oyer WAR Wl oad and Depl oynent Expl oit Attenpt
197. 41.73.83 147. 237. 77. 216 |Egypt dover.idf.il ET WBB SEFRVER LA C Javascri pt DDoS | nbound 3
41.105. 244. 242 |147.237.77. 216 |A geria dover.idf.il ET SCAN DEBUG Met hod Request with Command 3
41.105. 244. 242 |147.237.77.216 A geria dover.idf.il SERVER- APACHE Apache Tontat Wb Applicati on Manager access |2
80. 82. 78. 38 147.237.76. 34 |Net her| ands yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
41.105. 244. 242 |147.237.77.216|Ageria dover.idf.il SERVER WEBAPP JBoss web consol e access att enpt 2
88.204.187.90 |147.237. 77. 235 |Kazakst an sviva.idf.il ET SCAN NVAP -sS w ndow 4096 2
41.105. 244, 242 |147. 237,77, 216 |A geria dover i df il C5- WNDOMS Mcrosoft Forefront UAG javascript handler in LR XSS 5
at t enpt
41.105. 244. 242 |147.237.77. 216 (A geria dover.idf.il ET SCAN Apache nod_proxy Reverse Proxy Exposure 2 2
88.204.187.90 |147.237.77. 235 |Kazakst an sviva idf.il ET SCAN NVAP -f -sS 2
66.249.78.254  |147.237.72. 166 |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
41.105. 244,242 (147.237.77.216 |A geria dover.idf.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access 2
66. 249. 78. 96 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2




04-10-2016 to 04-11-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
5.108. 141. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25379
41.227.83.127 [Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18712
41.102. 113.177 |Ageria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 14026
192. 168. 173. 102 147.237.77. 216 |dover. i df .| Geo- | ocati on enf or cenent Geo-1 ocati on i nbound monitor  [7120
enf or cenent
197.29.15.184 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5906
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5403
192. 168. 173. 102 147. 237. 72. 166 |aka.i of .| Geo- | ocat i on enf or cenent gﬁ;’;zgiiﬂfn I nbound nonitor  |3803
38.130.96.177 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2595
197.15.60.28  |Tunisia 147. 237. 77. 216 |dover. i df . i Stream ng Engl ne: TGP Invalid Jimvalid segnent retransnissi on drop 2121
Ret ransm ssi on Packet dr opped.
197.31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack rej ect 2037
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1998
38.130.96.177 |lhited Qates 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mdgirsaéz”lt wehdfferent — opnitor  [1959
196. 121. 32. 248 |[Morocco 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1733
197.28.190.16 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1568
41.227.83.127 |[Tunisia 147.237.77. 216 |dover.idf .il drop drop 1532
41.105. 244.242 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1314
5. 108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op drop 1269
197. 15. 60. 28 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1020
178.62.41.72 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1005
38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 836
141. 255. 146. 110|Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 809
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 684
141. 255.153.12 [Net her| ands 147. 237. 77. 216 |dover i df .i Bad TCP sequence mdro(\e/tvrsinaslnlt wehdfferent — opnitor  [624
109. 64. 233. 196 |l srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 520
165.51. 217. 168 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 519
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 493
46.116. 180. 236 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 469
45. 56. 73. 98 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 465
5. 108. 141. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 424
178.62.41.72 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op drop 413
141. 255. 153. 12 |Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 384
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 367
178.62. 41. 72 United Ki ngdom 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 322
141. 255. 153. 12 |Net herl ands 147.237.77. 216 |dover.idf.il SYN Attack rej ect 313
178.62.41.72 United Kingdom 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 303
154.98. 30. 15 Sudan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 302
217.78. 62. 175 g";'cisgiig;a” Territoryi 47 237. 77. 216 |dover. i of . i dr op First packet isn't SN drop 297
84.95.208.20  [Israel 147. 237.76. 200 [ei tan. aka i i1 [/ S3MNG Engine: TP Invalid fimal id segnent retransmssion. | ) 288
Ret r ansmi ssi on Packet dr opped.
197.29.15.184 |Tunisia 147.237.77. 216 |dover. i df .i SYN Attack rej ect 279
46.19.86.124  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retramsnission. | 273
Ret r ansmi ssi on Packet dr opped.
195. 60. 232. 57 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 260
41.107.97.131 |Ageria 147. 237. 77. 216 |dover i df .i Bad TCP sequence mdro(\e/tvrsinaslnlt wehdfferent — opnitor  [2s6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 217
197. 15. 60. 28 Tuni si a 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 209
41.227.83. 127 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 202
41.107.97.131 |Ageria 147.237.77. 216 |dover.idf.il dr op drop 194
149.88.62.22  |Israel 147, 237.72. 167 | shurimaka i o i | | S N9 Engi ne: TQP Invali'd finval i d segnent retransnission drop 176
Ret r ansni ssi on Packet dr opped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 158
79.178.22.101 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 152
109. 67. 228. 35 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 151
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176.13.5.91 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 851
109. 64.171.193 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Qode B ock 317
176.13.14. 142  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 311
109. 253. 136. 125 || srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 303
197. 15. 60. 28 Tuni si a 147.237.77.216 |dover.idf . il Automat ed Mul nerabi ity Scanning VL B ock 262
46.19. 85. 100 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 221
109. 253. 193. 248 || srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 216
95. 35. 82. 239 | srael 147.237.77.216 |dover.idf . il Ml tipl e Whaut horized URL Access from 95. 35. 82. 239 B ock 201
176.13.18.134 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 193
2.54.128. 236 I srael 147.237.0.19 |madimatal .idf.il[Distributed Suspicious Response Code B ock 187
84. 95. 208. 20 | srael 147.237.77.216 |dover.idf.il Ml tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 162
80.246.136.85 |[Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 160
2.55.20. 218 I srael 147.237.0.19 |madimatal .idf.il[Distributed Suspicious Response Code B ock 147
2.54.165. 39 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 131
2.53.39. 59 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 123
46. 19. 85. 168 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 111
41.254.5.129 Li byan Arab Janahiriya [147.237. 77. 216 (dover. i df . i | Mil tipl e Unauthorized URL Access from4l. 254. 5. 129 B ock 103
2.53. 40. 234 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
41.254.5. 129 Li byan Arab Janahi riya |147. 237.77. 216 |dover.i df . il Distributed Adnin B ocking B ock 101
85. 64. 210. 95 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 99
176.13.7.71 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 96
2.55.55. 141 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 95
2.53.15.134 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 91
84. 95. 208. 20 I srael 147.237.76.200 |ei tan. aka. i df . i| [Miltiple Whauthorized URL Access from 84. 95, 208. 20 B ock 89
109. 253.212.9  [Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 88
194. 90. 66. 9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 87
62.90.131.234 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
109. 253. 202. 82 [l srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 80
95.187.96.157 [|Saudi Arabia 147.237.77.216 |dover.idf.il Mil tiple Abnormal |y Long Request from 95.187.96. 157 B ock 79
95.187.96.157 [Saudi Arabia 147.237.77.216 |dover.idf.il Mil tiple Mal formed URL from 95.187. 96. 157 B ock 79
95.187.96.157 [Saudi Arabia 147.237.77.216 |dover.idf.il Mil tipl e Unknown HTTP Request Method from 95.187. 96. 157 |B ock 79
37.26.148.204 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 79
45. 56. 73. 98 Lhited Sates 147.237.77. 216 |dover.idf.il Distributed Abnormal |y Long Request B ock 78
45.56. 73. 98 Lhited Sates 147.237.77. 216 |dover.idf . il Distributed Ml formed UR B ock 78
45.56. 73. 98 Lhited Sates 147.237.77.216 |dover.idf.il Distributed Unknown HTTP Request Met hod B ock 78
46.19. 85. 219 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 73
197. 15. 60. 28 Tuni si a 147.237.77.216 |dover.idf.il Mil tiple Abnormal |y Long Request from 197. 15. 60. 28 Bl ock 72
197. 15. 60. 28 Tuni si a 147.237.77.216 |dover.idf.il Mil tiple Malformed URL from 197. 15. 60. 28 B ock 72
197. 15. 60. 28 Tuni si a 147.237.77.216 |dover.idf.il Mil tipl e Unknown HTTP Request Method from 197.15.60.28 |B ock 72
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 72
46.19. 86. 13 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 69
109. 253. 138. 230 |I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Qode B ock 68
46. 19. 85. 166 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 67
46.19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
46.19. 86. 183 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
185.32.179. 151 [l srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 60
109. 253. 144. 236 || srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
84.228.229.33 |[Israel 147.237.77.243 |nobi l e.idf . il Paraneter Type M ol ation Password in nobile.idf.il/sachar/login |B ock 55
2.52.190. 192 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 55
46.19. 86. 74 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 54
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