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04-09-2016 to 04-10-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|B ock Ip V¢b_In drop 94144
141. 255. 159. 119 Net her | ands 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 57054
0.0.0.0 147.237.77. 216 dover.idf.il|[HTTP Page H ood Attack forvard 44643
0.0.0.0 147.237.77.216 dover.i df.i |[HTTP- POST- Segnent ed- DoS dest - reset 30526
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 18216
197. 0. 254. 101 Tuni si a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn |[drop 17829
41.109. 34. 189 Ageria 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 16477
36. 71. 23. 100 | ndonesi a 147.237.77. 216 dover . i df.il| TGP handshake vi ol ation, first packet not syn |drop 10850
196. 206. 9. 35 Mor occo 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 9050
90. 231. 228. 209 Sweden 147.237.77.216 dover. i df.i|TGP handshake viol ation, first packet not syn |[drop 8845
194. 150. 168. 79 Ger many 147.237.77. 216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 8441
46.19. 85. 94 | srael 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn [drop 7301
156. 203. 4. 82 Egypt 147.237.77.216 dover. i df.i |HTTP- POST- Segnent ed- DoS dest - r eset 6644
156. 203. 99. 213 Egypt 147.237.77. 216 dover. i df . i l|HTTP- POST- Segnent ed- DoS dest - r eset 6112
41.230. 102. 88 Tuni si a 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 4605
141. 255. 146. 128 Net her | ands 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 4568
105. 157. 207. 129 Mor occo 147.237.77. 216 dover. i df.i |[DOS- WEB- HULK- i npr oved forvard 4218
105. 110. 11. 17 Ageria 147.237.77. 216 dover.idf.il|DOS- HTTP-firef | ood dest - reset 3963
65.19. 167. 131 Lhited Sates 147.237.77. 216 dover.idf.i[TGP handshake viol ation, first packet not syn |[drop 3841
46. 19. 85. 79 | srael 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 3782
176. 10. 104. 243 Sitzerl and 147.237.77. 216 dover.idf.i | TGP handshake viol ation, first packet not syn [drop 3653
128.177.133. 102 Lhited Sates 147.237.77.216 dover. i df.i|TCP handshake viol ation, first packet not syn |[drop 3591
93. 115. 95. 205 Anonynous Pr oxy 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 3539
216.17.101. 79 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 3488
80. 255. 4. 76 Cer many 147.237.77. 216 dover. i df.i [ TGP handshake viol ation, first packet not syn |[drop 3414
181. 54. 81. 104 Col onbi a 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 3293
37.106. 143. 122 Saudi Arabi a 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 3217
54.72.0.55 Irel and 147.237.77. 216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 3141
46.19. 85. 115 | srael 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn |[drop 2983
197. 16. 135. 221 Tuni si a 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 2941
85.114.116. 114 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.i || TGP handshake viol ation, first packet not syn [drop 2903
105. 157. 81. 32 Mor occo 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 2633
117.220. 123. 207 I ndia 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 2608
197. 27. 76. 241 Tuni si a 147.237.77.216 dover.idf.i|TGP handshake viol ation, first packet not syn [drop 2258
197.7.198. 64 Tuni si a 147.237.77. 216 dover.idf.i|TGP handshake viol ation, first packet not syn |[drop 2036
141. 255. 156. 106 Net her | ands 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 1936
197. 27. 115. 96 Tuni si a 147.237.77. 216 dover.idf.il|DOS- HTTP-firef | ood dest - reset 1730
41. 232. 63. 102 Egypt 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 1725
95. 145. 28. 178 Uni t ed Ki ngdom 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 1711
197.0.79.194 Tuni si a 147.237.77. 216 dover. i df.i|TGP handshake viol ation, first packet not syn [drop 1617
38. 130. 96. 253 Lhited Sates 147.237.77. 216 dover. i df.il|HTTP- POST- Segnent ed- DoS dest - r eset 1556
141. 255. 150. 17 Net her | ands 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 1530
197. 1. 123. 225 Tuni si a 147.237.77. 216 dover.idf.i [ TGP handshake viol ation, first packet not syn |[drop 1472
41. 251. 130. 235 Mor occo 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 1453
66. 249. 83. 155 | srael 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 1424
31. 154, 173. 237 | srael 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 1243
178. 39. 218. 11 Shtzerl and 147.237.77. 216 dover.idf.i|TGP handshake viol ation, first packet not syn |[drop 1213
41.111.2.130 Ageria 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 1187
144.76. 4. 148 Cer many 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn |[drop 1102
41.109. 34. 189 Ageria 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 1058




04-09-2016 to 04-10-2016

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry | rget Address |Site |S gnature Devi ce Action |Count ‘
106. 38.241. 149  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 41
109. 107.233.15  |Jordan 147.237.77.216 |dover.idf.il C1000064: HTTP. Access to - admin. asp B ock 30
106. 120. 173. 85 Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 22
167.114.156. 16  |Canada 147.237.77.216 |dover.idf.il 8262: HTTP. Soworis DoS Tool B ock 20
61.135. 189. 99 Chi na 147.237.77.176 |mat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 17
82.81.21.195 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LRL Bl ock 17
84. 108. 68. 54 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 14
106. 38.241.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 13
79.180. 7. 56 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the URL B ock 13
5.134. 114. 87 Spain 147.237.77.216 |dover.idf.il C1000133: HTTP. (pisrael 2015 - key words and groups B ock 12
79.176.72. 189 I srael 147.237.77.216 |dover.idf.il C1000133: HTTP. Qpisrael 2015 - key words and groups B ock 12
207. 232. 46. 209 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL Bl ock 12
80. 255. 4. 76 Ger many 147.237.77.216 |dover.idf.il C1000133: HTTP. (pisrael 2015 - key words and groups B ock 12
46.19. 86. 81 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 11
79.183. 230. 9 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 10
61.135.189.122 |[China 147.237.76.31 |nakchal .idf.il| |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 10
123.126.113.80  |China 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 10
107. 168. 70. 85 Japan 147.237.77.216 |dover.idf.il C1000133: HITP. (pisrael 2015 - key words and groups B ock 9
123.126. 113. 167 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 9
93. 63.188. 181 Italy 147.237.77.233 |atal .idf.il 6134: HTTP. SQ Injection Variabl e Decl aration Evasi on B ock 8
216.201. 148.210 |ULhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 8
109. 67. 62. 225 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
84.108. 75. 224 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 8
109. 64. 223. 223 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the URL B ock 8
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 8
188. 120. 148. 150 |[lsrael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 8
64.31.44.6 Lhited Sates 147.237.0. 34 tikshuv.idf.il [6134 HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 7
197.7.198. 64 Tuni si a 147.237.77.216 |dover.idf.il C1000133: HTTP. (pisrael 2015 - key words and groups B ock 6
79.179.117.100 |[Israel 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 6
89. 138. 39. 61 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 6
66. 249. 66. 59 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 5
77.125.90. 217 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 5
64.31.44.6 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HITP. SQ Injection (SALECT) B ock 5
74.208. 133. 60 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.70. 84. 112 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 4
174. 34. 135. 242 Lhited Sates 147.237.77.74  |lawidf.il C1000074: HTTP. naj estic bot B ock 4
82. 165. 24. 123 Ger many 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
158. 85. 253. 245  |lhited Sates 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
109. 65. 215. 249 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the URL B ock 4
202.124.109.87  [New Zeal and 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
144.76.61. 21 Ger nany 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 4
91.219.122. 4 Pol and 147.237.77.233 |atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
79.180.192.113  |[lIsrael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 4
149. 50. 59. 192 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 4
103. 21. 58. 191 Indi a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 4
87.71.37.41 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 4
207. 46. 13. 45 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 4
93. 63. 188. 181 Italy 147.237.76.42 |refuah.idf.il |5670: HTITP. SQ Injection (SELECT) B ock 4
84. 245, 33. 104 Net her | ands 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
107.168.70.162  |Japan 147.237.77.216 |dover.idf.il C1000133: HTTP. Qpisrael 2015 - key words and groups B ock 4




04-09-2016 to 04-10-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 90
82.205.47.141 |147.237.77. 216 g‘ijcisgiigéa” Territory, | gover. i d. i1 ET WEB_SERVER LQ C Javascri pt DS | nbound 72
109. 107. 233. 15 |147. 237. 77. 216 |Jor dan dover.idf.il Admin | ogi n page scan - Havij 48
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 30
213.247.63.11 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select From 24
64.31.44.6 147.237.0.34 |Wited Sates tikshuv.idf.il S Injection - Select From 14
74.84.136.105 |147.237.77.233|lhited Sates atal.idf.il S Injection - Select From 12
90. 231. 228. 209 |[147.237. 77. 216 |Sweden dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 12
23.91.70.121 147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 12
103.21.58.191 |147.237.77.74 |india lawidf.il S Injection - Select From 12
03.63.188.181 |147.237.77.233|italy atal.idf.il SQ Injection - Select From 12
216. 201. 148. 210|147. 237. 77. 233 |Wni ted Sates atal.idf.il S Injection - Select From 10
70. 89. 127. 77 147.237.72. 166 |Lhited Sates akaidf.il S Injection - Select From 9
66. 249. 69. 34 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 8
93.63.188. 181 |[147.237.76.42 |italy refuah.idf.il S Injection - Select From 8
109. 107. 233. 15 |147.237. 77. 216 [Jordan dover.idf.il SERVER- WEBAPP admi n. php access 6
87.242.112.35 |147.237.72. 166 |Russi an Federation aka.idf.il SQ Injection - Select From 6
23.91.70. 119 147.237.0.34 |lhited Sates tikshuv.idf.il S Injection - Select From 6
84.245.33.104 |147.237.77.74 |Netherl ands lawidf.il S Injection - Select From 6
202.124.109. 87 |147.237.77.74 |New Zeal and lawidf.il SQ Injection - Select From 6
158. 85. 253. 245 |147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 6
82.165.24.123 |147.237. 77. 233 |Ger nany atal.idf.il QA Injection - Select From 6
74.208.133.60 |147.237.77.74 |Wnited Sates lawidf.il SQ Injection - Select From 6
91.219. 122. 4 147.237. 77. 233 |Pol and atal.idf.il S Injection - Select From 6
74.63.228.226 [147.237.72.166 |lnited Sates akaidf.il S Injection - Select From 6
109. 107. 233. 15 [147. 237. 77. 216 |Jor dan dover.idf.il SERVER- WEBAPP adni nl ogi n access 5
82.205. 111. 236 |147.237.77.216 Za:lcis;iie”;a” Territorys Noover. i . il ET SCAN NVAP -sA (2) 4
109. 107. 233. 15 [147. 237. 77. 216 |Jor dan dover.idf.il SERVER VEBAPP | ogi n. ht m access 4
177.185.194. 45 |147.237.77.74 |Brazil lawidf.il S Injection - Select From 4
37.187.34.14 147.237. 77. 216 |France dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.104 |147.237.77.170|Wited Sates naar achot . i df .i 1 ET SCAN NVAP -sA (2) 4
82.166. 118. 226 |147.237. 77. 233 |I srael atal .idf.il ET D5 Large anmount of TGP ZeroWndow - Possi bl e 3
Nkiller2 DDos attack
70. 89. 127.78 147.237.72. 166 |Lhited Sates akaidf.il S Injection - Select From 3
178.62.96.169 |147.237.77.216|Uni ted Ki ngdom dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 3
37.26.149.146 [147.237.0.19 |[Israel medi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
174.37.194. 144 |147.237.8.27 |Uhited Sates e.nadi matal .idf.il ET SCAN NVAP -sA (2) 2
i ni i ET DCB Large amount of TCP Zer owWndow - Possi bl e
82.205.47.141 |147.237.77. 216 g");“'cis;i';'ja” Territory. Niover. i . i1 il loro Dg)s St tack 2
66. 249. 78. 97 147.237.77.170 |Wnited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 |147.237.0.33 |Wited Sates Pdf.il ET SCAN NVAP -sS wi ndow 1024 2
156. 203. 99. 213 [147. 237. 77. 216 |Egypt dover.idf.il ET QM—EVENTS_  nbound Low Q'bit Ton Cannon LA C 2
CDCs Tool desu string
132.252.173.4  [147.237.77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
66.249. 65. 224  |147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
80.82.78.38 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 2
41.107.31. 16 147.237.77.216|A geria dover.idf.il SERVER'_I 'S Mcrosoft Wndows 11S 6 nultiple executabl e 2
ext ensi on access attenpt
79.177.68.191 [147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 |147.237. 76. 200 |Wnited Sates eitan aka idf.il ET SCAN NVAP -sS w ndow 1024 2
46. 60. 17. 32 147.237.77. 216 g‘ijcisgiigéa” Territory, | gover. i d. i1 ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 |147.237.76.38 |Wited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 2
64.233.172. 163 |147.237.77.216|Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
84.111. 152, 251 |[147.237.76.86 |lsrael navy. i df .il ET SCAN NVAP -sA (2) 2




04-09-2016 to 04-10-2016

|Top Attackers In FW |

Attacker Address Devi ce

Attacker CQountry Action

‘Signature ‘Oount

‘Target Addr ess ‘S’te

82. 205. 47. 141 glcisgii:;a” Territory, 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SWN drop 14193
41.225.186.122 |Tunisia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 13333
141. 255. 150. 235|Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 13200
141. 255. 150. 17 |Net herl ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 12848
41.212.37.123 |Kenya 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12552
197.27.115.96 |Tunisia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 11936
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10955
188. 225. 183. 149 glcisgiig;a” Territory, 147.237.0.33  [idf.il drop drop 10903
41. 225. 186. 122 |Tunisia 147.237.77. 216 |dover.idf.i|Bad TCP sequence noni t or 10555
192.168. 173. 102 147.237.77. 216 |dover.idf . i Go-| ocati on Geo- | ocati on i nbound enf or cenent noni t or 8581
enf or cenent
141. 255. 156. 147 |Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8170
41.100.50. 133 |Ageria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8039
197.1.123.225 |Tunisia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 7472
212, 106. 79. 2 g";'cisgiig;a” Territory, 147.237.77. 216 |dover. i f . i|dr op First packet ismt SWN dr op 6642
141. 255. 159. 119|Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 6618
197.27.115.96 |Tunisia 147. 237.77. 216 |dover i f .i|Bad TCP sequence Sszz ;et ransmit with different window | o 6329
105. 110. 11. 17 |Ageria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4438
192. 168. 173. 102 147.237.72. 166 |aka.idf .il @o-1 ocati on Geo-1 ocation i nbound enf or cerent noni t or 4435
enf or cenent

141. 255. 156. 106 |Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 3877
46. 165. 221. 230 |Ger many 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 3372
193.90. 12. 88 Nor way 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 3234
105. 157. 207. 129|Mor occo 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 3118
185.129.62.63 [Denmark 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 3051
41.109.34.189 |Ageria 147.237.77. 216 |dover. i of .i[Bad TCP sequence Sszz ;et ransmt wth different wndow | .. 2983
88.200. 73.100 |Yovenia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 2785
94.249.51.221 |Jordan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 2522
38. 130. 96. 253 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 2336
141. 255. 146. 128|Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 2101
37.237.140. 107 |lraq 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1816
41. 225. 186. 122 |Tunisia 147.237.77. 216 |dover.idf.i|dr op drop 1599
65.19.167.130 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 1539
38.130.96.253 |lhited Sates 147.237.77. 216 |dover.idf.i|Bad TCP sequence noni t or 1530
37.26.147.150 |lsrael 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 1530
46. 185. 244. 209 |Jordan 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 1528
216.17.101.79 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1495
178.175. 128. 50 |Ml dova, Republic of 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 1334
5. 108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 1245
18.248.1.85 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1119
41.109. 34. 189 Ageria 147.237.77. 216 |dover.idf.i|dr op drop 1112
93.115.95.216 |Anonynous Proxy 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 1110
195. 154. 56. 44  |Fance 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1093
173. 245. 66. 142 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 1035
146. 185. 177. 103|Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 993
17.138.56. 13 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 969
37.238.144.63 |lraq 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 963
41.225.186.122 [Tunisia 147.237.77. 216 |dover.idf .i|Bad TCP sequence Invalid ACK nunber dert 825
192.42.116.16 |Netherl ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 814
194. 150. 168. 79 |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 787
17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 743
85.93.218. 204 |Luxenbourg 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 715
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Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
37.26.147.248 |lsrael 147.237.77.216|dover.i df . il Distributed Ml forned LR B ock 2151
37.26.147.248 |Israel 147.237.77.216|dover.i df . il Ml tiple Abnormal |y Long Request from 37.26.147. 248 B ock 2150
37.26. 147. 248 | srael 147.237.77.216|dover. i df . il Mul ti pl e Unknown HTTP Request Method from 37.26. 147. 248 |B ock 2150
37.26.147.150 |lsrael 147.237.77.216|dover. i df . il Distributed Abnornal |y Long Request Bl ock 1252
37.26.147.150 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Ml formed UR B ock 1252
37.26.147.150 [Israel 147.237.77. 216 |dover.idf.il Distributed Unknown HTTP Request Met hod B ock 1252
185.27.105.99 |Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 332
109. 107. 233. 15 [Jordan 147.237.77.216|dover . i df . il Ml tipl e Unhauthori zed URL Access from 109. 107. 233. 15 B ock 297
46.19. 86. 225 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 186
105. 157. 207. 129|Mor occo 147. 237.77. 216 |dover . i df . i | %Istl' fg‘;llég?aizgwe Code Character in Feader Vel ue from B ock 148
37.26.149.146 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
109. 253. 202. 82 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 108
46. 19. 86. 236 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 106
109. 107. 233. 15 |Jordan 147.237.77.216|dover.idf .l Mil tipl e Admn Bl ocki ng from 109. 107. 233. 15 B ock 95
109. 107. 233. 15 [Jordan 147.237.77.216|dover . i df . i PHP Attenpt B ock 86
89.139.140.29 |israel 147.237. 72. 166 |aka. i df . i | ggl. t1i3%|_el4?a;;h°” zed Method for Known LRL from B ock 70
2. 53. 60. 250 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 64
82. 205. 47. 141 gjceusgii::ja” Territory, 147 237.77. 216 |dover . i df . i | Autonat ed WUl nerabi | ity Scanning Vi B ock 50
105. 157. 207. 129|Mor occo 147.237.77. 216 |dover . i df . i | lM(‘)'é_i fg_';g‘;’f’allzg’te Code Caracter in Qery Sring from Bl ock 44
79.180. 167. 112 |l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Uhaut hori zed URL Access from 79. 180. 167. 112 Bl ock 38
46. 19. 86. 255 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 37
2.53.22. 220 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
37.26.147.228 |lsrael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 30
175.43.95. 152 [China 147.237.77.216|dover.i df . il Ml tiple Uhauthorized URL Access from 175. 43, 95. 152 B ock 29
156. 203. 99. 213 |Hyypt 147.237.77.216|dover. i df . il Mul ti pl e Uhknown HTTP Request Method from 156. 203. 99. 213 |B ock 28
105. 157. 207. 129|Mor occo 147. 237.77. 216 |dover. i df . i | %‘;li fg;';é??aljzg’te (ode Craracter in Paraneter hae from g 27
46.19. 85. 252 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
79.180. 167. 112 |lIsrael 147.237.76.31 |nakchal .idf.il [Unhauthorized HTTP Met hod B ock 25
156. 203. 99. 213 |Egypt 147.237.77. 216 |dover. i df . i | Mil tiple Ml formed URL from 156. 203. 99. 213 B ock 25
37.26.148.202 [Israel 147.237.77. 216 |dover i of il | o e Eyﬁz\g_?:jégcef’fjsgm n Bl ock 24
208.115.113. 88 Lhited Sates 147.237.76.86 |navy.idf.il ﬁs;‘t ih;f .i izle/dgiﬁ‘sﬁcocri?; ats%/ showt or umasp Bl ock 24
37.26.147.252 |[israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
105. 157. 207. 129|Mor occo 147. 237.77. 216 |dover. i df . i | %'St_i f;";g‘;?al'zga'te Qode Caracter in Paraneter Velue from g 18
37.58.52. 30 Ger many 147.237.77.216|dover.i df . il Mil ti pl e Unauthori zed URL Access from 37.58. 52. 30 B ock 12
41.251. 130. 235 |Morocco 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed LRL Access from 41.251. 130. 235 B ock 12
79.180. 167. 112 |l srael 147.237.76.31 |nakchal .idf.il |[Dstributed Unauthorized HTTP Met hod B ock 10
66. 249. 65. 224  |Israel 147.237.77.216|dover.i df . il Ml tiple Uhauthorized URL Access from 66. 249. 65. 224 B ock 10
109. 64. 88. 236 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 109. 64. 88. 236 B ock 9
77.127.2.50 I srael 147.237.77. 216 |dover. i df . il Unaut hori zed HTTP Met hod B ock 9
185.120.125.3 |lIsrael 147.237.76.31 |nakchal .idf.il |uhauthorized HTTP Met hod B ock 8
81.218.116. 129 |[lIsrael 147.237.76.31 |nakchal .idf.il |[Dstributed Unauthorized HTTP Met hod B ock 8
149.78.23.55  [United Sates 147.237.72. 166 |aka. i df . i | ﬁlgt. i%;;?;‘t hori zed Nethod for Known LRL from B ock 7
77.127.2.50 I srael 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 77.127.2.50 B ock 7
41.107.31.16 Ageria 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from41.107. 31. 16 B ock 7
80.84.1.10 Ger many 147.237.77.216|dover. i df . il D stributed Uhaut horized URL Access on waw idf.il/error.htm |B ock 7
192. 40. 95. 10 F nl and 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 192. 40. 95. 10 B ock 7
109. 65. 49. 219 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6

5. 44.169. 128 Russi an Federation 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/mazi'a=0 B ock 6
208.115.113.88 |Lhited Sates 147.237.76.86 |navy.idf.il Sa\S/;r: gff ief'/ ;f;‘ﬂ;?f;'r 3ﬁﬁdasLZ‘sﬁg\‘A’f§fu%”asp Bl ock 6
185. 120. 125. 22 |Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 6
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