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|Top Attackers | n DDoS- Def ence |

Attacker

Attacker

Target

Device

Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )
66. 249. 81. 239 Lhited Sates 147.237.72.166  |aka.idf.il :S: Zi?]dShake violation, first packet |, 52039
54. 148. 136. 55 Lhited Sates 147.237.76. 31 nakchal . i df . i | IS: :‘;’;dShake vidation, first packet 1, 11798
194. 54. 168. 76 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 1626
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-A i dest - r eset 715
95. 86. 92. 13 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegotiation-di dest - r eset 589
46. 116. 65. 228 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 533
66. 249. 78. 197 Lhited Sates 147.237.77.176  |natpash.idf.il :S: :%dsmke vidation, first packet 1, 474
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-A i forward 428
79.177.97.7 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegotiation-di dest - r eset 363
46. 116. 247. 155 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 353
85. 130. 250. 224 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 270
37.142. 230. 35 | srael 147.237.72. 167 ishurimaka.idf.il |Ahonal y-TLS-renegotiation-di dest - reset 244
46.121. 142. 226 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 239
46. 120. 80. 101 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 227
79.183. 170. 154 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegotiation-di dest - r eset 225
84. 109. 88. 145 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 223
192.115. 116. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-d i dest - r eset 211
85. 65. 221. 229 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-di dest - reset 178
212.235.79. 123 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 173
2.54.41.155 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 172
77.126.7.232 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegotiation-di dest - r eset 161
85. 64. 103. 197 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 131
31.210.186.177 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 130
93.172.29.0 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-di dest - reset 127
87. 69. 230. 155 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 120
77.125. 145. 25 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 116
109. 66. 41. 203 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 115
87.69. 128. 62 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 103
85. 64. 9. 56 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 97
79.176. 158. 232 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 95
2.54.166. 56 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 89
2.52.162.208 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 86
213.57.144. 41 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 86
84.228.116. 204 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 84
194. 54. 168. 76 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 83
46. 117. 45. 159 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-d i dest - r eset 79
109. 65.1. 77 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 73
82. 80. 143. 187 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 71
80. 246. 140. 169 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 61
46.121. 142. 226 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i forward 61
194. 54. 168. 76 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di forward 61
114.79. 52. 217 | ndonesi a 147.237.72. 166 aka.idf.il B ock |p Vb In drop 11
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
82.102. 141. 253 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags dr op 8
82.102. 141. 249 | srael 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 6
82.102. 141. 255 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
27.132.101. 200 Japan 147.237. 76. 39 nobi | e.neitav.idf.i|Block Udp All Nets drop 5
82.102. 141. 255 | srael 147.237.77. 243 nobi | e.idf.il Inval i d TP H ags drop 4
189. 177. 109. 30 Mexi co 147.237. 76. 39 nobi | e.neitav.idf.i|B ock Udp All _Nets drop 4
95.172. 79. 156 United Ki ngdom 147.237. 76. 42 refuah.idf.il B ock_ Wp Al _Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184.173.183. 172 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 919
77.125.87.160 |lIsrael 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 285
62.219. 123. 215 |Israel 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Per mit 275
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Per mt 138
65. 49. 70. 90 Lhited Sates 147.237.77.74 |lawidf.il C1000108: HITP: Trying to | ocate existing FCKedi t or B ock 34
79.176.111. 102 |lsrael 147.237.72.166 |aka.idf.il DVRep_B-N 60 100 B ock 23
37.130.227.133 |United Kingdom |147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 21
46.137.134. 188 |lreland 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 20
46.137.134.188 |lreland 147.237.72. 156 |anan.idf.i | DVRep_P- N _40- 59 Per nit 20
82.166. 190. 11 | srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 12
192. 116. 238. 242 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 9
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
85. 250. 146. 221 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
46.116. 182. 176 |l srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 6
89. 139. 42. 245 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
71.6.167.142 Lhited Sates 147.237.0.200 |rdu.idf.il DVRep B-N 60_100 B ock 6
46.19. 85. 139 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
82. 166. 190. 10 | srael 147.237.0.34 |tikshuv.idf.il CL000004: HTTP: options nethod (M crosoft) B ock 6
85. 65. 144. 251 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
146. 148. 56. 75 147.237.77.74 |lawidf.il DVRep_B-N 60 _100 B ock 6
71.6.167. 142 Lhited Sates 147.237.76.197 |e. hinush.i df .il DVRep_B-N 60 _100 B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 226 |ww chanat z. aka. idf .il  |DVRep_B-N 60 100 B ock 5
105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
24.185.133. 1 Lhited Sates 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
207.232.27.5 | srael 147.237.77. 170 |n@arachot.idf . il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
149. 78. 215. 133 |lLhited Sates 147.237.0.34 |tikshuv.idf.il C1000004: HITP: options nethod (M crosoft) B ock 5
194. 90. 169. 2 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 5
71.6.165. 200 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60_100 B ock 5
71.6.165. 200 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60_100 B ock 4
71.6.165. 200 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60 100 B ock 4
71.6.165. 200 Lhited Sates 147.237.77.179 |e.nazi .idf .il DVRep_B-N 60 100 B ock 4
46. 19. 85. 251 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 4
71.6.167. 142 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il DVRep B-N 60 100 B ock 4
212.235.18. 186 |lsrael 147.237.76.42 |refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
85. 158. 139. 101 |United Kingdom |147.237.76.31 [nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
66. 240. 192. 138 |Lhited Sates 147.237.72.166 |aka.idf.il DVRep_B-N 60 100 B ock 4
71.6.165. 200 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | DVRep_B-N 60 100 B ock 4
89.139. 170. 174 |l srael 147.237.77.74 |lawidf.il C1000004: HITP: options nethod (M crosoft) B ock 4
71.6.167. 142 Lhited Sates 147.237.0.19 |nadimatal .idf.il DVRep_B-N 60 _100 B ock 4
71.6.165. 200 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep B-N 60_100 B ock 4
62.90. 192. 168 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
71.6.167. 142 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60 100 B ock 4
66. 240. 192. 138 |Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60 100 B ock 4
71.6.167. 142 Lhited Sates 147.237.72.166 |aka.idf.il DVRep_B-N 60 _100 B ock 4
71.6.165. 200 Lhited Sates 147.237. 76. 199 |e. nakchal .idf.il DVRep B-N 60 100 B ock 4
85. 158. 139. 227 |United Kingdom |147.237.76.31 [nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
71.6.165. 200 Lhited Sates 147.237.77. 243 |nobi | e.i df .i | DVRep B-N 60_100 B ock 4
212.199.10. 114 |l srael 147.237.77. 170 |n@arachot.idf . il C1000004: HTTP: options nethod (M crosoft) B ock 4
71.6.165. 200 Lhited Sates 147.237.8.14 |e.orchot.idf.il DVRep_B-N 60 100 B ock 4
85. 25. 103. 50 Ger many 147.237.0.17 |mny-kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 3
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 280
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 111
54.186. 204. 9 Lhited Sates 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 23
80. 246. 141. 35 | srael 147.237.72. 166 |aka. i df . il PCLI Cy- OTHER TCP packet with urgent flag attenpt 5
31.184. 242,17 g;z:;”i o 147. 237. 77. 216 |dover. i df i ET CROP Spanhaus DRCP Listed Traffic | nbound 4
46. 19. 86. 53 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
91. 227. 71. 250 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
66. 249. 64. 118 Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 4
61.240. 144. 65 |Chi na 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS w ndow 1024 3
122.228.207. 76 |Chi na 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 3
122.228.207. 76 |Chi na 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 3
5.28.135. 44 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
81. 218. 77. 162 | srael 147.237.77.74 |lawidf.il GPL SCAN nmap TCP 2
2.54.42. 206 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228.207. 76 |Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 2
79.180. 33. 171 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228.207. 76 |Chi na 147.237.72. 166 |aka.i df.il ET SCAN Potential SSH Scan 2
61. 240. 144. 67 Chi na 147.237.76. 31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 2
54.186. 204. 9 Lhited Sates 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 2
87.69. 247. 144 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66.249. 64. 123 |lLhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
122.228.207.76 |China 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 2
43.255.191. 161 [Japan 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 2
54.186. 204. 9 Lhited Sates 147.237.72. 156 |anan.i df .i | Tehila - Perl LW with fake user agent 2
58. 20. 54. 249 Chi na 147.237.72. 217 |e.idf.il ET SCAN NVAP -sS w ndow 1024 2
43. 255. 191. 166 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 2
128.61.240.66 |Lhited Sates 147.237. 77. 243 |nobi l e.idf .i | ET SCAN Potential SSH Scan 2
221, 235.188. 212|Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
194. 114. 146, 227 I srael 147.237.77. 216 |dover.i of . i | SERVER APACHE Apache mod_ss| non- S8 connection to SS. port denial of 2
servi ce attenpt
46.121. 106. 239 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.110. 209. 9 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 253. 132. 102|l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
183. 136. 216. 7 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
122.228.207. 76 |Chi na 147.237.77. 226 [wwn chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 2
109. 64. 194. 122 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
192.118. 11. 124 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80. 246. 133. 152 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228.207. 76 |China 147.237.77.179|e.nazi .idf .i | ET SCAN Potential SSH Scan 2
79. 180. 14. 231 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 64 Chi na 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
46. 19. 85. 88 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80. 230. 93. 27 | srael 147.237.77. 233 |atal .idf.il ET DCS Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 2
54.186. 204. 9 Lhited Sates 147.237.77. 176 [nat pash. i df . i | Tehila - Perl LW wth fake user agent 2
221.235.188. 212|Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 2
84. 108. 46. 136 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228.207. 76 |Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 2
54.186. 204. 9 Lhited Sates 147.237.0.34 |tikshuv.idf.il Tehila - Perl LW wth fake user agent 2
82.117.208. 243 147.237.77. 233 |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
43. 255. 191. 166 |Japan 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country

105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il SAMrul e drop drop 5576

105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il drop drop 4376

105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 472

66.249.75.58  |United Qates |147.237.77.216 |dover.icf.i1 ||V 1d segment retransnission. Packet (Streaning Engine: TP Invalid drop 122
dr opped. Ret r ansn ssi on

66.249.75.74  |United Qates |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmission. Packet (Sreaning Engine: TP Invalid drop 116
dr opped. Ret r ansni ssi on

79.176.5.144  |israel 147.237.76.42 |refuah.idf.il ?c";;e”ansm't With different wndow o 10p sequence monitor 110

192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 105

66.249.75.66  |United Qates |147.237.77.216 |dover.icf.i1  |\MV@1d segnent retransnission. Packet (Sreaning Engine: TP Invalid drop 102
dr opped. Ret r ansni ssi on

207.46.13.16  |United Qates |147.237.77. 216 |dover.icf.i1 ||V 1d segment retransnission. Packet (Sireaning Engine: TP Invalid drop 80
dr opped. Ret r ansn ssi on

66.249. 64.146 |lnited Qates |147.237.77.216 |dover.icf i1 |\MV@1d segnent retransnission. Packet (Sreaning Engine: TP Invalid drop 78
dr opped. Ret r ansni ssi on

66.249. 64.150 |United Qates |147.237.77. 216 |dover.icf.i1 ||V 1d segment retransnission. Packet (Streaming Engine: TP Invalid drop 70
dr opped. Ret r ansn ssi on

66.249.81.215 |lnited Qates |147.237.77.216 |dover.icf.i1  |\MV@1d segnent retransnission. Packet (Sreaning Engine: TP Invalid drop 68
dr opped. Ret r ansni ssi on

62.207. 60. 229  |Net her| ands 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 60

66.249. 64.142 |United Qates |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmission. Packet (Sreaning Engine: TP Invalid drop 44
dr opped. Ret r ansn ssi on

173.208. 169. 226|lLhited Sates |147.237.77.74 |lawidf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 44

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop dr op 40

189. 79. 145, 140 |prazil 147.237.77. 216 |dover.iof i1 |\1va 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 36
dr opped. Ret r ansn ssi on

176.12. 142. 155 |Israel 147.237.77. 216 |dover. i of i1 |\[vAl1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 36
dr opped. Ret r ansni ssi on

66.249.81.218 |United Qates |147.237.77. 216 |dover.icf.i1 ||V 1d segment retransnission. Packet (Sireaning Engine: TP Invalid drop 32
dr opped. Ret r ansn ssi on

109. 253. 159. 112]i srael 147.237.77. 216 |dover.iof i1 |\1vAl1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 30
dr opped. Ret r ansni ssi on

109. 253. 143. 218|l srael 147.237.77. 216 |dover.iof i1 |\1va 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 30
dr opped. Ret r ansn ssi on

66.249.81.212 |lnited Qates |147.237.77.216 |dover.icf.i1  |\MV@1d segnent retransnission. Packet (Sreaning Engine: TP Invalid drop 30
dr opped. Ret r ansni ssi on

193. 43. 246. 250 | srael 147.237.77. 216 |dover.iof i1 |\1va 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 30
dr opped. Ret r ansn ssi on

176.12.150. 43 |Israel 147.237.77. 216 |dover.iof i1 |\[vAl1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 30
dr opped. Ret r ansni ssi on

194.98. 114. 103 |France 147.237.77. 216 |dover.iof i1 |\1va 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 27
dr opped. Ret r ansn ssi on

190. 24.146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 27

46. 19. 86. 185 | srael 147.237.0.19 |nadimatal.idf.i|Frst packet isn't SN drop drop 27

66.249.78.37  |wited Sates |147.237.77.234|hal ag.idf.il Invalid segment retransmssion. Packet (Streaming Engine: TP Invalid drop 26
dr opped. Ret r ansn ssi on

109. 253. 147. 117|1 srael 147.237.77. 216 |dover. i of i1 |\"vA 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 26
dr opped. Ret r ansni ssi on

109. 253. 147. 119|I srael 147. 237. 77. 216 |dover. i df .i Invalid segment retransmssion. Packet (Streaming Engine: TP Invalid drop 26
dr opped. Ret r ansn ssi on

84.228.71.92 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 25

176.12.151. 221 |Israel 147.237.77. 216 |dover.iof i1 |\[vAl1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansni ssi on

109. 253. 157. 244|i srael 147.237.77. 216 |dover.iof i1 |\1vA 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansm ssi on

109. 253. 138. 167I srael 147.237.77. 216 |dover.iof i1 |\1vAl1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansni ssi on

176.12.137.64 |Israel 147.237.77. 216 |dover.iof i1 |\1vA 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansn ssi on

89. 138. 93. 49 | srael 147.237.76.42 |refuah.idf.il ?CZ getransmlt w th different w ndow Bad TCP sequence alert 23

89.138.93.49  |Israel 147.237.76.42 |refuah.ict.il i;;e”ansm't With different wndow o 10p sequence monitor |23

17.142.152.68 |Wited Sates |147.237.77. 216 |dover.idf i1 |'MV@1d segnent retransmission. Packet (Sreaning Engine: TP Invalid drop 22
dr opped. Ret r ansni ssi on

85.250.58.24  |Israel 147. 237. 77. 170 |maar achot . i of . i | i;;e”ansm't wWth different wndow gy rop sequence noni t or 22

109. 253. 156. 2451 sr ael 147.237.77. 216 |dover.iof i1 |\[vA1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 22
dr opped. Ret r ansni ssi on

185. 32.178. 132 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 21

185. 32.178. 132 |l srael 147.237.72. 166 |aka.idf .il I nval i d sequence nuniber Bad TCP sequence noni t or 21

71.188.76.11  |United Qates |147.237.77.216 |dover.icf.i1 |\ MV@1d segnent retransmission. Packet (Sreaning Engine: TP Invalid drop 21
dr opped. Ret r ansni ssi on

185. 32.178. 132 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence alert 21

2.54.134. 72 I srael 147.237.77. 243 |nwbi le.icf i1 |\1vA 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 20
dr opped. Ret r ansn ssi on

109. 253. 149. 158 sr ael 147.237.77. 216 |dover.iof i1 |\[vA1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 20
dr opped. Ret r ansni ssi on

82.166. 154. 241 |Israel 147.237.77. 233 |atal i df i i;;e”ansm't With different wndow o 1p sequence monitor |20

109. 253. 136. 122]I srael 147.237.77. 216 |dover. i of i1 |\[vA1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 20
dr opped. Ret r ansni ssi on

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 19

77.125.112. 55 | srael 147.237. 72. 166 |aka.i df .i | Frst packet isn't SN drop drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
79.180. 166. 140 |l srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Same Response Code (404) in Session from 79.180. 166. 140 |B ock 513
46. 19. 86. 93 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 349
46. 19. 86. 201 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 339
46. 19. 85. 59 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Gode (404) in Session from46. 19. 85. 59 Bl ock 292
2.54.184.78 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 280
46. 19. 85. 106 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from46. 19. 85. 106 B ock 228
46.120. 147. 111 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 211
5.22.130. 61 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 144
46. 19. 85. 150 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from46. 19. 85. 150 B ock 136
46.19. 86. 185 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Mainy of the Sane Response Code (404) Bl ock 119
109. 253. 131. 239|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 94
176.228.6.9 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Gode (404) in Session from176.228.6.9 Bl ock 85
37.26.146.211 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Same Response Code (404) in Session from 37.26.146.211 |B ock 77
109. 253. 140. 112]l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 67
109. 253. 138. 147|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 65
109. 253.139. 11 |lIsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 65
46.19. 86. 104 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from46. 19. 86. 104 Bl ock 64
46.19. 85. 217 | srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sane Response Code (404) in Session from46. 19. 85. 217 Bl ock 63
) s Too Many of the Sane Response Code (404) in Session from
109. 253. 138. 214|i srael 147.237.0.19  [nedi matal .idf.il | 00 2533”. 138, 214 P (404) Bock  [59
109. 253. 157. 165]|I srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 58
105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il Post Request - Mssing Content Type from 105. 98. 11. 63 B ock 58
105. 98. 11. 63 Ageria 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 57
. . D stributed Unaut hori zed URL Access on
80.179.118. 130 I srael 147.237.72. 166 |aka. i df .11 wwv aka. i df .i1//sites/resources/chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock 44
176.228.6.9 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 43
173.208. 169. 226|lhited Sates |147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 173. 208. 169. 226 Bl ock 43
109. 253. 145. 17 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 43
37.26.146.211 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 42
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx Bl ock 41
109. 253. 144. 101|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 36
109. 253. 142. 123|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Mainy of the Sane Response Code (404) Bl ock 30
109. 253. 146. 227l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 25
CGooki e Tanpering on cooki e . ASPNETAUTH Expect ed
010270D71C11AC3AD208FE704F5EDCAE3AD208000933003100380034003
80. 246. 136. 192 |l srael 147.237.76.39 |[nobile. neitav.idf.i|200310032003800360000012F00FF, Chserved None 25
010242C7250FAC3AD208FE423F67DAAE3AD208000933003100380034003
200310032003800360000012F00FF
109. 253. 143. 183l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 22
R Unaut hori zed URL Access to
79.178.51.50 | srael 147.237.72. 166 |aka i df .11 wwv aka. i df . il/sites/resources/ chi nuch/ styl es/i nport/ bott onmavi gat on. asp Bl ock 20
5. 255. 253. 124 :ZZ::FI on 147.237.77. 216 |dover.idf.il Mul tiple Whaut horized URL Access from 5. 255. 253. 124 Bl ock 18
109. 253. 138. 117l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 18
109. 253. 157. 182]l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 17
109. 253. 156. 211|l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 15
. . D stributed Unaut hori zed URL Access on
80. 230. 96. 100 I srael 147.237.72. 166 |aka. i df .11 wwy aka. i df . i1//sites/resources/chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock 15
s D stributed Lhaut hori zed URL Access on
84.111.192. 168 |[Israel 147.237.72. 166 |aka.idf . il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 14
66. 249. 75. 58 Lhited Sates |147.237.77.216 |dover.idf.il Ml tiple Uhaut horized URL Access from 66. 249. 75. 58 Bl ock 14
. . Unaut hori zed URL Access to
46.19.85. 106 I srael 147.237.72. 166 |aka. i df .11 wwn aka. i df . i |/ sites/resources/ chi nuch/ styl es/i nport/bott onmavi gat on. asp B ock 13
176. 12. 143. 103 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 13
37.239. 68. 139 Irag 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/qar/ B ock 12
] . . D stributed Unaut hori zed URL Access on
149. 88. 91. 102 Lhited Sates |147.237.72.166|aka.idf.il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 10
s D stributed Lhaut hori zed URL Access on
37. 26. 147. 150 | srael 147.237.72. 166 |aka.idf . il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 10
. s Unaut hori zed URL Access to
87.142.79.51 I srael 147.237.77. 243 |mubi €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 10
s D stributed Lhaut hori zed URL Access on
192.117. 155. 117l srael 147.237.72. 166 |aka.idf . il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 10
109. 253. 156. 32 |l srael 147.237.0. 19 nadi matal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 9
80.179. 118. 129 [Israel 147, 237.72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on Bock |9

wwn aka. i df . i 1//sites/resources/ chi nuch/ styl es/i nport/bott onmavi gat on. asp
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