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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Address

Device
Action

Sum(Packet_Count

Attacker
Country

‘Target

‘ IP_Map.site

)

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 5372
5.29.174.188 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 1432
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 1350
109. 66. 12. 252 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1322
84. 228. 30. 86 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 1230
82. 81. 240. 169 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 980
213.57.114. 160 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 533
79.178. 0. 145 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ation-d i dest - r eset 455
61.7.149. 69 Thai | and 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero dr op 448
220. 248. 41. 106 Chi na 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 443
77.126.128. 144 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 314
109. 66. 30. 181 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- TLS-renegoti ation-d i dest - r eset 297
192. 114.182.2 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 294
213.8.71. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 292
37.46. 37. 155 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 282
190. 52. 175. 76 Par aguay 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 278
188. 120. 148. 136 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS-renegoti ation-d i dest - r eset 214
46.121. 110. 244 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 171
185. 32. 178. 189 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 163
80. 178. 219. 199 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 161
93.173. 18. 97 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 160
79.176.197. 93 | srael 147.237.0. 19 nadi matal .idf.il|{Anonal y-TLS renegotiation-di dest - r eset 154
192.115. 116. 25 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 140
109. 67. 98. 29 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 137
37.142.29.119 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 133
132.67.170. 131 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 133
31.168. 144. 13 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 129
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 121
93.172.219. 15 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 115
46. 117. 215. 25 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 111
186. 92. 45. 185 \enezuel a 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 107
78.46.174. 55 Ger nany 147.237.72. 166 aka.idf.il unbl ock-sp-trafl forward 104
2.54.24.131 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 100
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 97
212.143.181. 110 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 97
200. 84. 227. 189 Venezuel a 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 95
82. 81. 240. 91 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 88
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 86
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 85
2.54.57.209 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 83
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forvard 82
46. 19. 85. 185 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
2.52.190. 61 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
84.94.72.189 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 77
46. 19. 85. 188 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 72
46.19. 85. 121 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 72
220.181.108.167  |China 147.237.76. 42 refuah.idf.il E ZilildShake violation, first packet g 71
2.52.155. 47 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 71
212.143. 222. 232 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 69
79.179. 190. 103 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 69
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

get Address

dte

77.125.87.160 |lsrael 147.237.0.34 |tikshuv.idf.il|[DVRep_P- N 40-59 Per nit 6484
184.173.183. 172|Lhited Sates 147.237.77.216|dover.idf.il |[DVRep P-N 40-59 Per ni t 1223
119. 6. 144. 74 Chi na 147.237.77.216|dover.idf.il |[DVRep_P-N 40-59 Per ni t 1103
77.125.87.160 |lsrael 147.237.77.216|dover.idf.il |[DVRep_P-N 40-59 Per ni t 988
184.173. 183. 172|lhited Sates 147.237.76.42 |refuah.idf.il |[DVRep_P- N 40-59 Per ni t 503
77.125.87.160 |lsrael 147.237.76.86 |navy.idf.il DVRep_P- N _40- 59 Per ni t 331
184.173.183. 172|Lhited Sates 147.237.77.233|atal .idf.il DVRep_P- N _40- 59 Per nit 282
128.242.249. 12 |Lhited Sates 147.237.77.216|dover.idf.il |[DVRep P-N 40-59 Per mt 257
184.173.183. 172|Lhited Sates 147.237.77. 176 |nat pash. i df . i | [DVRep_P- N _40- 59 Per ni t 172
77.125.87.160 |lsrael 147.237.72. 166 |aka. i df .i | DVRep_P- N 40- 59 Per ni t 145
184.173. 183. 172|lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per ni t 136
184.173. 183. 172|lhited Sates 147.237.76.86 |navy.idf.il DVRep_P- N _40- 59 Per ni t 124
180. 76. 5. 193 Chi na 147.237.77. 176 |nat pash.i df . il|[DVRep_P- N _40- 59 Per nit 109
83. 246. 164, 188 | VS5 aN 147.237.77. 216 |dover.idf.il |DVRep_B-N_60_100 B ock 40
Federation
138.134.192. 10 |lsrael 147.237.76.42 |refuah.idf.il |CLOO0004: HITP:. options nethod (M crosoft) B ock 30
62.241.24.18 Italy 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 23
180. 76. 5. 193 Chi na 147.237.72. 156 |anan.idf . il DVRep_P- N _40- 59 Per nit 15
62.241. 24. 41 Italy 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 11
196. 202. 206. 227 |Kenya 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 11
62.219. 21. 30 | srael 147.237.76. 31 |[nakchal .idf.il|CLO00004: HITP: options nethod (M crosoft) B ock 9
132.72.138.1 | srael 147.237.76.42 |refuah.idf.il |CLOO0004: HITP:. options nethod (M crosoft) B ock 8
93.172.28.147 |lsrael 147.237.76.31 |nakchal .idf.il|CL000004: HTTP: options nethod (M crosoft) B ock 7
95. 94. 100. 43 Por t ugal 147.237.77.216|dover.idf.il |7120; TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 6
68.229.211.18 |lhited Sates 147.237.77. 216 |dover.idf.il |7120: TGP, Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 6
66. 190. 243. 137 |lhited Sates 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 6
212.34.12.138 |Jordan 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 6
109. 72. 36. 124  |Net her| ands 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Different Data, e.g., Fagroute B ock 5
180. 76. 5. 193 Chi na 147.237.77.216|dover.idf.il |[DVRep_P-N 40-59 Per ni t 5
46.19. 85. 164 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
77.125.87. 87 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
123.30. 75. 115 |V etnam 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
210. 7. 0. 202 Hji 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Different Data, e.g., Fagroute B ock 4
109. 107. 142. 131|Jor dan 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Different Data, e.g., Fagroute B ock 4
201.5.143.198 |Brazil 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
27.159.113.116 |China 147.237.77.216|dover.idf.il |CLO00108: HITP. Trying to | ocate existing FO<editor B ock 4
93. 120. 27. 62 Romani a 147.237.0.34 |tikshuv.idf.il|DVRep B-N 60 100 B ock 4
2.54.171.194 | srael 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
77.89.134.98 Uni ted Kingdom |147.237.77.216|dover.idf.il |7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
105. 156. 219. 132|Mor occo 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
197. 9. 53. 136 Tuni si a 147.237.77. 216 |dover.idf.il |12026: HITP. LA C DDoS Tool (QO\LY enabl e when under DoS attack) B ock 4
120.149. 177.79 |Australia 147.237.77.216|dover.idf.il |7120; TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
37.187.129. 166 |Rance 147.237.77. 216 |dover.idf.il |DVRep B-N 60 100 B ock 3
89. 216. 115. 8 147. 237. 77. 216 |dover i df .1 ;ig: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating B ock 3
91.233.116.68 |Fnland 147.237.72. 166 |aka.idf.il DVRep_B-N 60_100 B ock 3
46.19. 85. 31 | srael 147.237.76. 31 |[nakchal .idf.il|7120; TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
178.217.187.39 |Pol and 147.237.77. 216 |dover.idf.il |DVRep B-N 60 100 B ock 3
204.85.191.30 |lLhited Sates 147.237.77. 216 |dover.idf.il |DVRep_B-N 60_100 B ock 3
23.242.179.205 |Whited Sates 147.237.72. 166 |aka.idf.il C1l000004: HTTP: options nethod (M crosoft) B ock 3
79.182.123. 143 |l srael 147.237.76. 31 |[nakchal .idf.il|CLO00004: HITP:. options nethod (M crosoft) B ock 3
46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 3
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 432
195.34.150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 114
66. 249. 93. 179 Lhited Sates 147.237.77. 176 [nat pash.idf . il ET SCAN NVAP -sA (2) 8
5.29. 28. 30 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 8
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 5
109. 66. 140. 149 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 4
79.181.17. 26 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 4
85. 65. 60. 23 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
87.69. 194, 94 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
43.255. 191. 161 |Japan 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 3
122.228.207. 77 |Chi na 147.237.77. 205 |prisha. idf.il ET SCAN Potential SSH Scan 3
43.255. 191. 141 |Japan 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 2
78.46.174. 55 CGer many 147.237.72. 166 |aka.idf .il portscan: TCP D stributed Portscan 2
77.127.152. 53 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43.255. 191. 158 |Japan 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 2
132. 66. 62. 239 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.179. 69. 194 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43.255. 191. 161 |Japan 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 2
43.255.191. 141 |Japan 147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 2
128.139. 197. 114|l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
5. 29. 211. 150 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
41.227.239. 204 |Tunisia 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
122.228.207. 77 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 2
109. 186. 163. 177|l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
31.184. 242. 17 gz:;;r: on 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
43.255. 191. 161 [Japan 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 2
46.117.231. 177 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
149. 88.102.25 |Lhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.57.244. 188 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
43.255.191. 141 |Japan 147.237. 77. 170 |n@arachot . i df .i | ET SCAN Potential SSH Scan 2
79.177.50. 10 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66.249 78.172 |wnited Sates 147. 237. 72. 166 |aka i df i SER\/ERAPA(}E Apache nod_ssl non-SSL connection to SSL port denial of 2
servi ce attenpt

109. 253. 139. 3 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
93. 158. 215. 206 |Net her| ands 147.237. 76. 200 |ei tan. aka.i df .i | ET SCAN NVAP -sS w ndow 1024 2
109. 66. 116. 110 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43.255. 191. 161 [Japan 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
66.249.73.129 |lhited Sates 147.237.77. 233 |ata .idf.il ET SCAN NVAP -sA (2) 2
109. 65. 126. 120 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
87.68.27.193 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
37.142.118. 186 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
109. 65. 35. 154 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
77.127.205.208 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
122.228.207. 77 |Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 2
77.127.84.198 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
41, 227.239. 204 |Tunisia 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
122.228.207. 77 |Chi na 147.237. 72. 166 |aka.i df .i | ET SCAN Potential SSH Scan 2
115. 231. 218. 147|Chi na 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 2
46. 19. 86. 7 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61.240. 144. 65 |Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 2
79.182.197. 134 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Oount

105. 98.59. 9 Ageria 147.237.77. 216 |dover.idf.il SAMrul e drop drop 40779

197.1.219.227 |Tuisia 147.237.77. 216 |dover. i of i1 |1 Segnent out of maximumalloved |Sreaning Engine: TGP Segnent |, 13310
sequence. Packet dropped. Li nmit Enf or cenent

79.182.223.60 |Israel 147.237.72. 166 |aka.i df . i1 Invalid segnent retransmssion. Packet |Sreanmng Engine: TP Invalid g 2313
dr opped. Ret r ansn ssi on

78.46.174. 55 Ger many 147.237.72. 166 |aka. i df .i | SAMrul e drop drop 1120

105. 98.59. 9 Ageria 147.237.77. 216 |dover.idf.il drop dr op 1073

105. 98.59. 9 Ageria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 356

66.249.79.74  |Wited Sates 147.237.77. 216 |dover.iof i1 | VA1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 312
dr opped. Ret r ansn ssi on

66.249.79.58  |lhited Sates 147.237.77. 216 |dover. i of i1 | V@ 1d segnent retransmission. Packet —|Sreamng Engine: TP Imnvalid ), 312
dr opped. Ret r ansni ssi on

66.249.79.66  |Wited Sates 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 290
dr opped. Ret r ansn ssi on

212.179. 46. 19 | srael 147.237.77.235|sviva.idf.il Frst packet isn't SN drop drop 214

190. 203. 41. 8 \enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 144

197. 1.219.227 |Tunisia 147.237.77. 216 |dover.idf.il SAMrul e drop drop 139

190. 207. 57. 213 |\Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 121

190. 38. 206. 13  |\enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 120

212.179. 46. 20 | srael 147.237.77.235|sviva.idf.il Frst packet isn't SN drop drop 87

67. 58. 38. 246 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 86

201.249. 1. 232 |Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 82

190. 38. 61. 42 \enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 76

190. 75. 166. 189 |Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 76

190. 37. 154. 223 |Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 68

213.1.221.206 |Wnited K ngdom 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 63

190. 200. 244. 222|Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 58

190. 201. 217. 208 |\Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 57

78. 46. 174. 55 Ger nany 147. 237. 72. 166 |aka i df i1 Inval i d segnent retransnissi on. Packet Srean ng El_qg| ne: TP Invalid drop 54
dr opped. Ret r ansn ssi on

201. 249. 21. 151 |\enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 52

190. 37. 100. 158 |Venezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 52

217.25.209.34 |Russian Federation |147.237.77.216 |dover.idf.il Frst packet isn't SN drop dr op 51

200. 84. 227. 189 |\enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 49

212.179.21.195 |lsrael 147.237.77.235|sviva.idf.il Frst packet isn't SN drop drop 47

62. 241. 24. 18 ltaly 147 237. 77. 216 ldover i of i | Invalid segnent retransnission. Packet Srearmng Eﬁgl ne. TP Invalid drop a5
dr opped. Ret r ansn ssi on

186. 94. 24. 147  |\enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 44

213.47.14.93  |austria 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvaid |, 44
dr opped. Ret r ansn ssi on

85.106.135.33  |Turkey 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransnission. Packet Sreani ng Engl ne: TP Invalid drop a4
dr opped. Ret r ansn ssi on

109.64.125.76  |Israel 147.237.77. 170 |naarachot . i df . i i’a\]‘;e“ansm't withdifferent wndow o i 10p sequence moni tor |43

213.55.112.241 |Bhiopia 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 41

157.55.39.42  |Wwited Sates 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmission. Packet —|Sreamng Engine: TP Imvalid ), 38
dr opped. Ret r ansni ssi on

176.12.140.88 |Israel 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 34
dr opped. Ret r ansn ssi on

212.252. 164. 134|Tur key 147.237.77. 176 [natpash.idf.il |Hrst packet isn't SYN drop drop 34

163.177.79. 4 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 33

121.199. 30. 110 |Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 33

109. 253. 128. 43 |Israel 147.237.77. 216 |dover.iof i1 | VA1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 32
dr opped. Ret r ansn ssi on

109. 253. 159. 47 | srael 147.237.77. 216 |dover. i of i1 | V@ 1d segnent retransmission. Packet |Sreamng Engine: TP Imvalid ), 32
dr opped. Ret r ansni ssi on

121.41.84.140 |China 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 31

201.242. 1. 96 \enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 31

37.8.5. 152 Pal est_l nian Territory, 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransnission. Packet Sreani ng Engl ne: TP Invalid drop 30

Cccupi ed dr opped. Ret r ansn ssi on

176.12.142.98 |Israel 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 30
dr opped. Ret r ansn ssi on

46.19.86.115  |Israel 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmission. Packet |Sreamng Engine: TP Imnvalid |, 30
dr opped. Ret r ansn ssi on

176.12.145.77 |israel 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreamng Engine: TP Imnvaid |, 30
dr opped. Ret r ansn ssi on

186.84.127.78  |Col onbi a 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmssion. Packet |Sreamng Engine: TP Imnvalid |, 30
dr opped. Ret r ansn ssi on

201. 211. 152. 235|\enezuel a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 29
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ) ‘Count
Country Action
79. 182. 223. 60 | srael 147.237. 72. 166 |aka.i df .i | O stributed Abnornal |y Long Request B ock 7034
79. 182. 223. 60 | srael 147.237.72. 166 |aka.idf .il Aut onat ed Vul nerabi | ity Scanni ng B ock 2432
2.54.50.189 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 527
78.46.174. 55 Cer many 147.237.72. 166 |aka.idf.il Mil tipl e Uhauthori zed URL Access from 78. 46. 174. 55 B ock 439
46.19. 85. 176 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 364
5.29. 190. 222 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Gode (404) in Session fromb. 29.190.222 |B ock 343
2.54.56.115 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from2.54.56.115 B ock 333
79. 182. 223. 60 | srael 147.237.72.166 |aka.idf .il Too Many of the Sane Response Code (404) in Session from 79.182. 223. 60 |B ock 288
2.54.96. 28 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 271
37.237.148. 6 Irag 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 271
2.52.167. 247 I srael 147.237.0.19 nadi matal .idf.i|D stributed Too Mainy of the Sane Response Code (404) Bl ock 234
) . . . |Too Many of the Same Response CGode (404) in Session from
109. 253. 158. 160 | srael 147.237.0.19  [nadi matal .icf.i|, 00 25,;’. 158, 180 P (404) B ock 232
37.26.146.149 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 217
105. 98.59. 9 Ageria 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 105. 98. 59. 9 B ock 192
105. 98.59. 9 Ageria 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 191
46.19. 85. 227 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from46. 19.85.227 |B ock 182
109. 253. 132. 117l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 165
79.176. 197. 93 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from79.176.197. 93 |B ock 163
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Mil ti pl e Abnormal |y Long Request from 78. 46. 174. 55 B ock 156
78.46.174. 55 CGer many 147.237.72. 166 |aka.idf .il Miltiple Illegal HITP \ersion from78.46.174. 55 B ock 156
176.12.140. 171 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 133
41.98.106.107 |Ageria 147.237.77.216 |dover.idf.il Post Request - Mssing Content Type from 41.98. 106. 107 B ock 119
41.98.106. 107 |Ageria 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 118
109. 253. 130. 137l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 112
2.54.144.114 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 106
197. 1. 219.227 |Tunisia 147.237.77. 216 |dover.idf.il Mil tiple Mal fornmed URL from 197. 1. 219. 227 B ock 104
197.1.219.227 |Tunisia 147.237.77.216 |dover.idf.il Mil ti pl e Unknown HTTP Request Method from 197. 1. 219. 227 B ock 104
176. 12. 151. 156 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 103
176. 12. 150. 182 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 101
197. 1. 219. 227 |Tunisia 147.237.77. 216 |dover.idf.il Mil tiple Abnornal |y Long Request from 197. 1.219. 227 B ock 99
46. 19. 85. 62 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 86
109. 253. 139. 253|l srael 147.237.0.19 |[madimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 84
2.54.27.203 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 82
2.54.166. 114 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 82
109. 253. 146. 175|l srael 147.237.0.19 |[nadimatal .idf.i|D stributed Too Many of the Same Response Code (404) B ock 81
109. 253. 137. 217l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 75
109. 253. 139. 169l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 75
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Lhauthori zed URL Access from 66. 249. 79. 66 B ock 56
46.19. 86. 216 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 56
109. 253. 129. 167|l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 54
109. 253. 159. 144|l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 49
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Unhauthorized URL Access from 66. 249. 79. 58 B ock 49
109. 253. 138. 208! srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 44
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 44
66.249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 79. 74 B ock 43
149.88.70.164 |Lhited Sates 147.237.0.34 |tikshuv.idf.il |Suspicious Response Code B ock 42
109. 253. 157. 253l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 41
) . . . |Too Many of the Same Response Code (404) in Session from

109. 253. 138. 172|I srael 147.237.0.19  [naci matal.icf. {100 B0y O the p (409) B ock 39
176.12.149. 221 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Miny of the Sane Response Code (404) B ock 34
62.44.134.70  |Denmark 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 32

waw aka. i df . i1 // mai n/ rabanut / webr esour ce. axd
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