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02-20-2016 to 02-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
192. 243. 55. 130 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3098
72.9.148. 10 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3068
192. 243. 55. 137 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 278
105. 107. 51. 229 Ageria 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 137
79.183. 13. 52 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 63
66. 249. 69. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 6
217.172.189. 11 Ger nany 147.237. 76. 30 hi nush. i df .i | B ock Wdp Al Nets drop 6
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets dr op 6
82. 145, 218. 218 Eur ope 147.237.76. 42 refuah.idf.il B ock Ip V¢b In drop 5
217.172.189. 11 Ger nany 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 5
80. 93. 126. 203 kr ai ne 147.237. 76. 38 eeneitav.idf.il |L4 Source or Dest Port Zero drop 4
134. 147. 203. 115 Ger many 147.237. 76. 196 e.svivaidf.il B ock_Udp Al _Nets dr op 4
134.147. 203. 115 Ger nany 147.237. 76. 38 eeneitav.idf.il |Bock UWdp All Nets drop 4
192. 243. 55. 130 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
80. 93. 126. 203 Lkrai ne 147.237.76. 197 e hinush.idf.il L4 Source or Dest Port Zero drop 3
112.121.190. 17 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
185. 130. 5. 201 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 3
80. 93. 126. 203 Lkr ai ne 147.237.76. 147 chinuch. aka.idf.il |L4 Source or Dest Port Zero drop 3
182.185. 215. 134 Paki st an 147.237.77.216 dover.idf.il HTTP- M SG- Acuneti x- Ur | dest - r eset 3
66. 249. 93. 35 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3
185. 130. 5. 201 147.237. 76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 3
112.121.190. 69 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
82. 80. 25. 198 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
112.121.190.9 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
112.121.190. 70 Hong Kong 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
185. 130. 5. 201 147.237. 76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 3
82.132. 229. 15 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
112.121.190. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 3
95. 27. 15. 125 Russi an Federation 147.237. 76. 42 refuah.idf.il JIMPurple Gon Limt Htp drop 3
5.254. 65. 3 Ronani a 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3
112.121.190. 71 Hong Kong 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
185. 130. 5. 201 147.237.76. 202 e halag.idf.il B ock Udp Al Nets dr op 2
185. 130. 5. 201 147.237.76. 147 chinuch. aka.idf.il |B ock Ulp Al _Nets drop 2
183. 60. 48. 25 Chi na 147.237.76. 201 e atal.idf.il JLM Under _Attack_Con_Tcp dr op 2
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Htp drop 2
185. 130. 5. 224 147.237.76. 148 ggcenter.aka. idf.il|B ock Wdp Al Nets dr op 2
41. 251. 65. 109 Mbr occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
95. 27. 15. 125 Russi an Federation 147.237. 76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2
218. 247.180. 3 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
134. 147. 203. 115 Ger many 147.237. 76. 196 e.svivaidf.il B ock Np Al Net dr op 2
8. 37.227. 163 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
121.199. 23. 158 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 2
208. 100. 32. 119 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 2
80. 93. 126. 203 Lkrai ne 147.237.72. 217 eidf.il L4 Source or Dest Port Zero drop 2
112. 104. 16. 145 Tai wan 147.237.76. 177 ncore.idf.il Bl ock_UWp Al _Nets drop 2
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an. i df .il B ock Np Al Net dr op 2




02-20-2016 to 02-21-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Devi ce Action |Oount |
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 41
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 24
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 24
80. 178. 67. 248 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 19
109. 64. 190. 192 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 19
213.57. 42. 100 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 16
76.11.116. 14 Canada 147.237.77.216 |dover.idf.il 13912: HITP. OrBuster Directory Enuneration Scanner B ock 16
46.121.81. 86 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 13
5.22.135. 102 | srael 147.237.0. 34 tikshuv.idf.il |CL000212: HITP. prefix 1.01 in the URL Bl ock 11
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 11
46.19. 86. 212 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 10
10.0.0.9 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 10
109. 64. 140. 142 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 9
79.182.107. 215 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 8
79.178. 33. 227 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 8
84. 245, 33, 104 Net her | ands 147.237.77.176 |natpash.idf.i| |6134 HITP SQ Injection Variabl e Declaration Evasion B ock 8
194. 88. 154. 138 Pol and 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 8
79. 180. 34. 116 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 8
85. 65. 112, 71 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 8
84.229. 154. 15 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 8
213.57.128. 210 | srael 147.237.0. 34 tikshuv.idf.il |CL000212: HITP. prefix 1.01 in the URL Bl ock 8
84.109. 104. 237 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 8
46.19. 85. 226 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 7
149. 78. 146. 134 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 6
109. 66. 3. 142 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 6
87.71.45.13 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 6
149. 88. 178. 95 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 6
77.127.208. 77 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 6
109. 253. 143. 113  |Israel 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 6
109. 253. 205. 22 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 6
89. 139. 147. 59 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 6
5.102. 254. 233 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 6
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LR B ock 5
109. 66. 146. 221 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 5
89.138. 18. 188 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 5
79.176. 97. 186 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the URL B ock 5
87.69.37.73 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 4
103. 21. 58. 191 India 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
89.98.3.81 Net her | ands 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 4
76.11.116. 14 Canada 147.237.77.216 |dover.idf.il ClL000067: HITP. attenpt to access .config page B ock 4
84.245. 33. 104 Net her | ands 147.237.77.176 |matpash.idf.i| [5670: HITP. SQL Injection (SELECT) B ock 4
194. 88. 154. 138 Pol and 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
176.13.12. 82 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 4
64.251. 25. 176 Lhited Sates 147.237.77.216 |dover.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
108. 168.219. 174 |lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 4
213.57.36. 170 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 4
177.185. 194. 47 Brazil 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
89. 19. 29. 90 Tur key 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion Bl ock 4
89. 138. 105. 117 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the LR B ock 4
84.108. 238. 169 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.01 in the URL B ock 4




02-20-2016 to 02-21-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

|Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 96
89. 19. 29. 90 147. 237. 77. 216 [Tur key dover.idf.il QA Injection - Select From 36
194. 88. 154. 138 |147.237.76.86 |Fol and navy.idf.il QA Injection - Select From 36
188. 120. 148. 137|147. 237. 72. 166 || srael aka idf.il ET SCAN NVAP -sA (2) 30
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 18
84.245.33.104 |147.237.77. 176 |Net her| ands mat pash. i df . i | QA Injection - Select From 18
69. 167.186. 64 |147.237.77.74 |Wnited Sates lawidf.il SQ Injection - Select From 14
64.251.25.176 |147.237.72.166|Wited Sates aka idf.il SQ Injection - Select From 12
64.251.25.176 |147.237.77.216|W0ited Sates dover.idf.il S Injection - Select From 12
108. 168. 219. 174|147. 237. 77. 74 |Wnited Sates lawidf.il SQ Injection - Select From 12
177.185. 194. 47 (147.237.77.74 |Bazil lawidf.il SQ Injection - Select From 10
178.63.18.196 [147.237.77.74 |Ger many lawidf.il S Injection - Select From 6
103.21.58.191 [147.237.77.233|Indi a ata.idf.il S Injection - Select From 6
209. 173. 241. 141|147.237.77. 74 |lhited Sates lawidf.il SQ Injection - Select From 6
64.87.23.55 147.237.72. 166 |Lhited Sates aka.idf.il S Injection - Select From 6
66. 249. 93. 97 147.237.76.30 |Wnited Sates hi nush. i df . i1 ET SCAN NVAP -sA (2) 4
162.216. 19. 183 |147.237.77.216|Wnited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
59. 45. 79. 117 147.237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 3
5.102. 254. 122 |147.237.76.86 |lsrael navy.idf.il I NDI CATOR- SCAN nyscan 2
59. 45.79. 117 147.237. 76. 198 |Chi na eyonalan.idf.il |ET SCAN Potential SSH Scan 2
> 5443 24 147 237 77 233 |1 sr el atal il ET DC5 Large amount of TCP Zer oWndow - Possi bl e 5
Nki |l er2 DDos attack
196.221.77.80 |147.237.77. 216 |Egypt dover.idf.il QA Injection - Select From 2
185.130.5.224  [147.237.76. 197 e. hi nush. i df .i ET SCAN Potential SSH Scan 2
37.26.149.238 |147.237.0.19 |[Israel nedimatal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
66.249.81.208 |147.237.76.30 |Lnited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.0.19 |United Sates nedimatal .idf.il |ET SCAN NVAP -sA (2) 2
218.246.0. 97 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 2
59. 45. 79. 117 147.237. 72. 167 |Chi na ishurimaka.idf.il |[ET SCAN Potential SSH Scan 2
66.249.81.201 |147.237.76.86 |Lnited Sates navy. i df .il ET SCAN NVAP -sA (2) 2
212.199. 156. 81 |[147.237.76.30 |lsrael hi nush. i df . i1 ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77. 178 |Chi na e. mat pash. i df .il ET SCAN Potential SSH Scan 2
66.249. 75.215 |147.237.77.170|Wnited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.8.45 |China e.etanidf.il ET SCAN Potential SSH Scan 2
109. 253. 205. 234|147. 237. 77. 233 |I srael atal.idf.il Er DOS Large amount of TGP ZeroWndow - Possibl e 2
Nki |l er2 DDos attack
188.161.37.37  [147.237.77.176 g‘z'cisgiig;a” Territory, |t pash. i df .| ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 2
5.102.254.233 |147.237.0.34 |[Israel tikshuv.idf.il @GPL SCAN nyscan 2
5.102.254.122 |147.237.76.86 |[Israel navy. i df .il GPL SCAN nyscan 2
218. 246.0. 97 147.237.8.45 |China eetanidf.il ET SCAN NVAP -sS wi ndow 1024 2
196.221.77.80 |147.237.77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
185.130. 5. 224  |147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 2
66.249.81.236 |147.237.72. 167 |lhited Sates ishurimaka idf.il |ET SCAN NVAP -sA (2) 2
37.26.148.227 |147.237.0.19 |Israel nadi matal.idf.il |ET SCAN Possible SS. Brute Force attack or Ste Qaw 2
59. 45.79. 117 147.237.76.39 |Chi na nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 2
66.249.81.202 |147.237.0.34 |United Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
132.252.173.4  [147.237.77. 216 |Ger many dover.idf.il G°PL SCAN nmap TCP 2
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 2
66.249.78.146 |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 2




02-20-2016 to 02-21-2016

|Top Attackers In FW |

At acker

ount ry ‘Target Address |Ste Signature
105. 180. 47. 102 |Egypt 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 2828
166.181. 82. 119 [Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1138
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 786
188. 247. 77. 187 |Jor dan 147.237.77. 176 |nat pash. i of . | drop First packet isn't SN drop 182
212. 143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 165
80. 178. 67. 248 |l srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 140
5.22.134.209 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 122
166.181. 82. 119 |Lhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 120
Sreanming Engine: TCP Invalid i i ssi
109. 64. 135. 196 |I srael 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. g 108
Ret r ansni ssi on Packet dropped.
104.148.71.83 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 104
104.148.71.90 |lLited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 104
104.148.71.91 |Wwited Sates |147.237.0.17 ;”Inly kosher-kravi.Td oy At ack SYN -> SYNACK -> Tineout  |reject 104
Sreaning Engine: TCP Invalid i i ssi
77.127. 209. 155 |I srael 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 102
Ret r ansni ssi on Packet dropped.
8.37.227. 163 gn&r;ym’“s 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 101
Sreaning Engine: TCP Invalid i i ssi
79.176.224.43 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 96
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | B ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |95
L . . SYN+tACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent w ndow scal e noni t or 91
. R SYNtACK retransmt wth .
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal & monitor  [85
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 85
. R SYNtACXK retransmt wth .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence qifferent w ndow scal e monitor  [82
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |78
different w ndow scal e
. R SYNtACXK retransmt wth .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence qifferent w ndow scal e monitor |75
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 74
S SYNretransmt wth different .
46.117. 244. 171 |I srael 147.237.77. 234 |hal ag.idf i Bad TCP sequence wi ndow scal e monitor |74
102. 243. 55. 132 |Doni i ca 147.237.77.74 |lawidf.il Bad TCP sequence SINFACK retransmt wi th monitor |73
different wndow scal e
94.77.196.82 |Saudi Arabia  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |72
. R SYNtACK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |72
8.37.227. 163 g”&;ymus 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 71
. R SYNtACK retransmt wth .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal & monitor |71
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |71
. R SYNtACXK retransmt wth .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence qifferent w ndow scal e monitor |71
192. 243. 55. 134 |Doni ni ca 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |70
different w ndow scal e
. R SYNtACXK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence qifferent w ndow scal e monitor |68
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidt.il Bad TCP sequence SINWACK retransmt with monitor |67
different w ndow scal e
. R SYNtACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence qifferent w ndow scal e monitor |66
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |62
different w ndow scal e
. R SYNtACXK retransmt wth .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence qifferent w ndow scal e monitor |62
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |59
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni tor |58
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber monitor |57
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |56
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 56
. R SYNtACK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal & monitor  [56
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |55
72.9.148. 10 Lhited Sates |147.237.77.74 [lawidf.il dr op First packet isn't SYN drop 55
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor  [54
Sreaning Engine: TCP Invalid ' i ssi
87.71.39.193 |isradl 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 54
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.144.194 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 54
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 67. 48. 244 |Israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =9 Invalid segnent retransmssion. 54
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber monitor  [52
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Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 235 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 655
109. 253. 196. 69 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 333
84.109.240.42 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 320
46. 19. 85. 235 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 295
84.228.230.231 |Rulgaria 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 287
46.19.85.109  |Israel 147.237.0.19 |nadi matal .idf. i Zg‘_’l?%_oioéhe Sane Response Code (404) in Session from Bl ock 247
46.19. 86. 213 | srael 147.237.0.19 |madimatal .idf . i Zgélh:réy&o;l;he Sane Response Code (404) in Session from 8 ock 243
37.26.148.227 |[israel 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 234
109. 253. 196. 69 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 194
85. 250. 102. 236 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 186
84.110.109. 104 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 182
84.228.230.231 |Rilgaria 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 154
79.176.131. 210 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 142
46.19. 85. 235 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 137
5.28.152.123 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 135
109. 253. 141. 243|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 122
84.111.113.59 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 118
46.19.85.109  |israel 147.237.0.19 |nadimatal .idf.i Zg?l'\:%y&o;o;he Sane Response Code (403) in Session from Bl ock 117
84.109. 240. 42 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 113
84.110.109. 104 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 113
109. 253. 141. 243|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
176. 13. 6. 119 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 108
79.176.131. 210 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 107
2.54.153. 42 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
37.26.149.238 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 107
85. 250. 102. 236 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 107
84.228.230.231 |Rulgaria 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
46.116. 133. 105 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 106
46. 19. 85. 109 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 104
84.111.113.59 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
5.28.152. 123 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 104
46. 19. 86. 213 I srael 147.237.0.19 |nadi matal .idf.i|Suspicious Response Code B ock 102
2.54.130. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 100
2.54.153. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 95
46.116. 133. 105 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 93
37.26.149.238 | srael 147.237.0.19 |nadimatal .idf.i ;‘;‘_le\:nly‘l;fzége Sane Response Code (404) in Session from Bl ock 82
79.179. 96. 66 I srael 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 82
46. 19. 85. 246 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 79
89. 139. 139. 9 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 73
176.13. 2. 90 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 72
79.182.198.45 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
2.54.53. 61 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 71
46.19. 85. 235 I srael 147.237.0.19 |nadi matal .idf.i|Suspicious Response Code B ock 69
2.52.16. 236 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 66
176.13.6.119 [l srael 147.237.0.19 |nadimatal .idf. i I‘;z.'\l'a;yf;.olfléhe Sane Response Qode (404) in Session from B ock 64
79.176.52.238 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 64
84.111.113.59 |1 srael 147.237.0.19 |madimatal .idf. i ;2(_)1'\f1r,]y1f;, ;ge Sane Response Code (403) in Session from 8 ock 62
85. 250. 102. 236 || srael 147.237.0.19 |nadi matal .idf. i ;g‘_)z'\gfylé’; tzgg Sane Response Code (403) in Session from B ock 60
5.29.33.177 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 58
17.138. 56. 26 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.56. 26 B ock 55
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