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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

‘Device Sum(Packet_Coun

‘IP_Map.Slte Action t)

‘Attacker Country ‘

TCP handshake vi ol ati on,

first

66. 249. 67. 92 Uited Sates 147.237.77.74  |lawidf.il drop 31985
packet not syn

66. 249. 67. 76 Lhited Sates 147.237.77.74  |lawidf.il T handshake vidlation, first |, 28953
packet not syn

66. 249. 79. 50 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 27787
packet not syn

66. 249. 79. 42 Lhited Sates 147.237.72.166 |akaidf.il TP handshake violation, first 1, 27528
packet not syn

66. 249. 78. 120 Lhited Sates 147.237.0.34  [tikshuv.idf.il TP handshake vidation, first |, 19534
packet not syn

66. 249. 81. 156 Wited Sates 147.237.0.15  |kosher-kravi.idf.il T handshake vidlation, first |, 15414
packet not syn

66. 249. 78. 134 Lhited Sates 147.237.0.34  [tikshuv.idf.il TP handshake vidation, first |, 14478
packet not syn

66. 249. 79. 13 Wited Sates 147.237.72.166 |aka.idf.il TP handshake violation, first 1, 14084
packet not syn

66. 249. 93. 191 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 12429
packet not syn

66. 249. 79. 138 Wited Sates 147.237.72.166 |aka.idf.il T handshake vidlation, first |, 10836
packet not syn

66. 249. 67. 108 Lhited Sates 147.237.77.74  |lawidf.il TP handshake vidation, first |, 9658
packet not syn

82.145.220.193  |Europe 147.237.77.176 |natpash.idf.il TP handshake violation, first 1, ) 9386
packet not syn

66. 249. 67. 84 Lhited Sates 147.237.77.74  |lawidf.il TP handshake vidation, first |, 8907
packet not syn

66. 249. 79. 34 Wited Sates 147.237.72.166 |aka.idf.il T handshake vidlation, first |, 8397
packet not syn

66.249.81.164  |lnited Sates 147.237.0.15  |kosher-kravi.idf.il TP handshake vidation, first |, 6967
packet not syn

66. 249. 81. 179 Lhited Sates 147.237.77.74  |lawidf.il T handshake vidlation, first |, 6777
packet not syn

66. 249. 83. 251 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 6726
packet not syn

66. 249, 81. 184 Wited Sates 147.237.77.170 |nmarachot.idf. il T handshake vidlation, first |, 6376
packet not syn

66. 249. 64. 132 Lhited Sates 147.237.77.170 |nearachot.idf.il TP handshake vidation, first |, 6196
packet not syn

66. 249. 81. 168 Wited Sates 147.237.77.233 |atal.idf.il T handshake vidlation, first |, 4187
packet not syn

Macedoni a, the Forner ) . TCP handshake vi ol ation, first

46.217.122.082 (ool 147.237.77.176 |natpash.idf.il packet ot Sy drop 3877

66. 249, 78. 147 Wited Sates 147.237.0.34  |tikshuv.idf.il T handshake vidlation, first |, 3687
packet not syn

66. 249. 79. 157 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 3473
packet not syn

66. 249, 81. 212 Wited Sates 147.237.72.166 |aka.idf.il T handshake vidlation, first |, 3239
packet not syn

66. 249. 64. 6 Lhited Sates 147.237.77.233 |atal.idf.il TP handshake vidation, first |, 2963
packet not syn

66. 249. 81. 209 Lhited Sates 147.237.72.166 |akaidf.il TP handshake violation, first |, ) 2326
packet not syn

66. 249. 78. 74 Lhited Sates 147.237.77.233 |atal.idf.il TP handshake vidation, first |, 2102
packet not syn

108.171.128. 166 |Uni ted Ki ngdom 147.237.72.166 |akaidf.il TP handshake violation, first 1, 1974
packet not syn

66. 249. 79. 5 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 1897
packet not syn

194.78.243.137  |Bel gium 147.237.77.176 |matpash.idf.il TP handshake violation, first 1, 1864
packet not syn

31. 186. 228. 26 Uni ted Ki ngdom 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 1805
packet not syn

66. 249. 64. 183 Lhited Sates 147.237.77.170 |naarachot.idf.il TP handshake violation, first 1, 1759
packet not syn

207. 46. 13. 129 Lhited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 1736
packet not syn

66. 249. 78. 242 Lhited Sates 147.237.0.17 mny-kosher-kravi.idf. i TP handshake violation, first |, 1695

| packet not syn
66. 249 81. 240 Uited Sates 147. 237 0. 17 m ny- kosher -kravi . i df .1 | TGP handshake viol ation, first drop 1502
| packet not syn

149. 78. 167. 6 Lhited Sates 147.237.72.167 |ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Ai  |dest-reset 1015

66. 249. 64. 128 Lhited Sates 147.237.77.170 |naarachot.idf.il TP handshake violation, first 1, ) 1014
packet not syn

66. 249. 64. 10 Wited Sates 147.237.77.233 |atal.idf.il TP handshake vidation, first |, 812
packet not syn

72.14.199. 124 Uited Sates 147.237.72.166 |akaidf.il TP handshake vidlation, first |, 798
packet not syn

66. 102. 6. 253 Wited Sates 147.237.72.166 |aka.idf.il TP handshake vidation, first |, 783
packet not syn

66. 249. 81. 227 Lhited Sates 147.237.77.176 |matpash.idf.il TP handshake vidlation, first |, 728
packet not syn

66. 249. 78.79 Wited Sates 147.237.77.233 |atal.idf.il TP handshake vidation, first |, 708
packet not syn

46.117. 80. 162 | srael 147.237.72.156 |anan.idf.il Anonal y-TLS-renegotiati on-Ai |dest-reset 644

79.178. 151. 140 | srael 147.237.72.167 |ishurimaka idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 522

79. 181. 30. 204 | srael 147.237.72.167 |ishurimaka idf.il Anonal y-TLS-renegotiati on-Ai  |dest-reset 279

0.0.0.0 147.237.77.216 |dover.idf.il HTTP Page H ood Attack drop 233

149. 78. 202. 125 Lhited Sates 147.237.72.167 |ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 209

95. 86. 127. 81 | srael 147.237.72.156 |aman.idf.il Anonal y-TLS-renegoti ati on-Ai  |dest-reset 199

212.179. 46. 189 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y-TLS-renegotiati on-Ai  |dest-reset 186

5. 29.180. 194 | srael 147.237.72.167 |ishurimaka idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 184
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184.173.183. 172 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 1053
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per nit 265
79.180.182. 171 |lsrael 147.237.72. 166 |aka.idf.il Q091: HITP. Access to - admin. asp B ock 244
184.173.183. 172 |lhited Sates 147.237.77.233 |atal .idf.il DVRep_P- N 40-59 Per ni t 206
184.173.183. 172 |lhited Sates 147.237.76.42 |refuah.idf.il DVRep_P- N 40- 59 Per ni t 193
184.173.183. 172 |lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per mi t 192
184.173.183. 172 |lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_P- N 40- 59 Per ni t 164
184.173.183. 172 |lhited Sates 147.237.77. 176 |nat pash.i df .i | DVRep_P- N _40- 59 Per nit 124
180. 76. 5. 193 Chi na 147.237.77.74 |lawidf.il DVRep_P- N _40- 59 Per nit 68
212.143.3. 44 | srael 147.237.72. 166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 42
85. 250. 128. 43 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 27
194. 90. 176. 233 |l srael 147.237.72. 166 |aka.idf.il CL000004: HTTP: options nethod (M crosoft) B ock 24
79.180.182. 171 |l srael 147.237.72. 166 |aka.idf.il @23: HITP. administrator in R Per nit 17
194.177.16. 3 | srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 12
109. 186. 184. 53 |l srael 147.237.0. 15 kosher-kravi .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 7
46. 19. 85. 62 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
213.57.216.221 |lsrael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 6
79.180.182. 171 |l srael 147.237.72. 166 |aka.idf .il Q003: HITP: phpM/Adm n access B ock 6
198.20.70.114 |lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60 100 B ock 6
198. 20. 70. 114 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il |[DVRep_B-N 60_100 B ock 6
85. 25. 103. 50 Ger nany 147.237.76. 200 |ei tan. aka.idf .i | DVRep B-N 60 100 B ock 5
198.20.70.114 |lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 B ock 5
93. 42. 3. 54 Italy 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 5
79.177.100. 2 | srael 147.237.0.34 |tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
198.20.70.114 |lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60 100 B ock 4
110. 148. 113. 203 |Austral i a 147.237.77. 176 |nat pash.idf .i| C1000004: HITP: options nethod (M crosoft) B ock 4
46.19. 85. 191 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 4
79.177.15. 76 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
46. 19. 85. 205 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
188. 138. 9. 50 Ger many 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 4
198.20.70.114 |lhited Sates 147.237.76.176 |test.ncore.idf.il DVRep_B-N 60 100 B ock 4
93.172. 165. 214 |l srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 4
46.19. 85. 143 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
188. 138. 9. 50 Ger nany 147.237.76. 199 |e. nakchal .idf.i | DVRep_B-N 60 100 B ock 3
109. 64. 199. 65 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
198.20.70.114 |lhited Sates 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60 100 B ock 3
198.20.70.114 |lhited Sates 147.237.72. 156 |anan.i df .i | DVRep_B-N 60 100 B ock 3
85. 130. 133. 122 |l srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 3
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
85. 25. 103. 50 Cer nany 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 3
198.20.70.114 |lhited Sates 147.237.77. 178 |e. nat pash. i df . i | DVRep_B-N 60 100 B ock 3
198.20.70.114 |lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60 100 B ock 3
198.20.70.114 |lhited Sates 147.237.77. 234 |hal ag.i df .i | DVRep_B-N 60 100 B ock 3
60.241.77.198 |Australia 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 3
85. 25. 103. 50 Ger nany 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 3
85. 25. 103. 50 Ger nany 147.237.8.27 |e.nadimatal.idf.il DVRep _B-N 60 100 B ock 3
188. 138. 9. 50 Ger nany 147.237.76.34 |yohal an.idf.il DVRep_B-N 60 100 B ock 3
79.177. 24. 107 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
198.20.70.114 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60 100 B ock 3
212. 143.43.173 |l srael 147.237.72. 167 |i shurimaka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 3
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|Top Attackers In |D|

At acker

Target Address |dte
Count ry
79.180. 182. 171 |l srael 147.237.72. 166 |aka. i df . il Adnin | ogi n page scan - Havij 191
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 108
79.180. 182. 171 |l srael 147.237.72. 166 |aka.idf . il SERVER WEBAPP adni nl ogi n access 31
46. 19. 86. 88 | srael 147.237.72. 166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 24
79.180. 182. 171 |l srael 147.237.72. 166 |aka.idf.il SERVER- WEBAPP adni n. php access 23
79.180. 182. 171 |l srael 147.237.72. 166 |aka. i df. il SERVER WEBAPP | ogi n. ht m access 11
81.218. 155. 10 |l srael 147.237.76. 31 |[nakchal .idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 8
66.249.81.188 |Lhited Sates 147.237.77. 170 |naar achot . i df . i | ET SCAN NVAP -sA (2) 7
77127 226. 24 |israel 147. 237. 72. 166 |aka i df i1 SER\/ER-APACI-E Apache nod_ssl non-SSL connection to SSL port denial of 6
servi ce attenpt
109. 67. 11. 222 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
36. 81. 87. 23 | ndonesi a 147.237.72. 166 |aka. i df . il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 4
109. 64. 132. 14 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
93.173. 33.233 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
115. 28. 48. 188 [Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 3
89, 234. 68. 87 Irel and 147. 237. 72. 166 |aka i df i1 SER\(ER-APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce attenpt
61. 240. 144. 67 |Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 2
194. 90. 37. 38 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89.139. 33. 177 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
46. 116. 188. 225 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.179. 75.118 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
77.126.118.68 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
151. 80.88. 241 |[ltaly 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
115. 28. 48. 188 |Chi na 147.237.0.34  |tikshuv.idf.il ET SCAN Potential SSH Scan 2
50. 250. 226. 178 |Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2
115. 28. 48. 188 |Chi na 147.237.0.19 |nadimatal.idf.il ET SCAN Potential SSH Scan 2
122.228. 207. 77 |Chi na 147.237. 77. 226 |ww chanat z. aka. i df .i| |ET SCAN Potential SSH Scan 2
46.121. 119. 239 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.228.110. 132 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228. 207. 77 |Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 2
109. 66. 62. 7 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
194. 90. 254. 244 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.117.192.21 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89. 234, 68. 85 Irel and 147. 237. 77. 216 |dover i df i1 SER’\/ER—APAO—E Apache nmod_ssl non-SSL connection to SSL port denial of 2
servi ce attenpt
61. 240. 144. 66 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 2
46. 116. 247. 237 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79. 183. 179. 157 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . il portscan: TCP DO stributed Portscan 2
122. 228. 207. 77 |Chi na 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 2
46. 105. 100. 54 |Fance 147.237.76.42 |refuah.idf.il Tehila - Perl LW with fake user agent 2
82. 80. 143. 133 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
122.228. 207. 77 |Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 2
46. 105. 100. 54 |Fance 147.237.76.42 |refuah.idf.il ET QURRENT_EVENTS Vdr dpress tinthunb | ook-al i ke domain |ist REl 2
62.201.219.81 |lrag 147.237.77. 216 |dover.idf.il portscan: TCP DO stributed Portscan 2
115. 28. 48. 188 |Chi na 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 2
192. 114. 86. 3 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228. 207. 77 |Chi na 147.237.76. 196 |e.sviva.idf.il ET SCAN Potential SSH Scan 2
66.249. 78. 134 |lLhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
115. 28. 48. 188 [Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
85. 64. 202. 4 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 67. 48. 209 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Action ‘Count

62. 201. 219. 81 Irag 147.237.77. 216 |dover.idf.il SAMrul e drop drop 8792

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 385

66.249.73.201 |United Sates 147.237.77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 342
Packet dropped. Ret r ansnii ssi on

66.249.73.185 |lnited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 332
Packet dropped. Ret r ansni ssi on

66.249.73.193 |United Sates 147.237.77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 324
Packet dropped. Ret r ansnii ssi on

85.130. 242. 114 |l srael 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 240

109. 67.143.62  |Israel 147. 237. 72. 156 |anan. i df . | SWNretransmt wth different Bad TCP sequence monitor  [185
w ndow scal e

109. 67. 14. 153 [ srael 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 111
Packet dropped. Ret r ansni ssi on

69.41.14.215 |wited Sates 147. 237.77. 226 V‘:"‘I’W chamatz. aka. idf o o oonet ismt SN drop drop 88

66.249.81.212 |wited Sates 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 70
Packet dropped. Ret r ansni ssi on

109. 253. 144. 145|| srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 60
Packet dropped. Ret r ansni ssi on

76.109.47.51  |ited Sates 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 58
Packet dropped. Ret r ansni ssi on

66.249.81.215 |lited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 58
Packet dropped. Ret r ansni ssi on

66.249.81. 218 |Wnited Sates 147.237.77. 216 |dover.i df . i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 58
Packet dropped. Ret r ansni ssi on

69.41.14.158  |wited Sates 147. 237.77. 226 V‘:"‘I’W chamatz. aka. idf o o ooket ismt SN drop drop 57

66.249.78.166 |Liited Sates 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 56
Packet dropped. Ret r ansni ssi on

46.19.86.108  |Israel 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streaming Engine: TP Invalid |, 53
Packet dropped. Ret r ansni ssi on

77.171.50. 176  |Netherl ands 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 52
Packet dropped. Ret r ansni ssi on

46.19. 85. 28 I srael 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 49
Packet dropped. Ret r ansni ssi on

82.102.141. 221 |israel 147.237.76.42 |refuah.idf.il Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid |, 48
Packet dropped. Ret r ansni ssi on

5.102.254.93  |Israel 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 47
Packet dropped. Ret r ansni ssi on

132.66.23.62  |Israel 147. 237. 77. 170 |nmar achot . i df . i1 SWNretransmt wth different Bad TCP sequence monitor |46
w ndow scal e

132.3.21.78 Lhited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 44
Packet dropped. Ret r ansni ssi on

79.181.51. 121 |israel 147.237. 72. 167 |i shuri maka. i of . i Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 43
Packet dropped. Ret r ansni ssi on

31.168.69.206 |l srael 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 43
Packet dropped. Ret r ansni ssi on

46. 19. 85. 32 | srael 147.237.72. 167 |i shuri maka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 43

132. 76.50. 6 I srael 147.237.77. 216 |dover.i df . i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid |, 42
Packet dropped. Ret r ansni ssi on

166. 192. 122.85 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 42

195.77.90.138 |Spain 147.237.72. 166 |aka.idf .i | SAMrul e dr op drop 40

62.90.110.122 i srael 147.237.72.167 |ishurimaka icf.i1  |.V@1d segnent retransmssion.  (Sreamng Engine: TP Invalid |, 39
Packet dropped. Ret r ansni ssi on

176.12.151. 201 |Israel 147.237.77. 234 |hal ag. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 38
Packet dropped. Ret r ansni ssi on

176.12.137. 191 |Israel 147.237.77. 216 |dover.i df . i | Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 38
Packet dropped. Ret r ansni ssi on

97.88.212.188 |lLhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 36

83.130.114.76 |l srael 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 36
Packet dropped. Ret r ansni ssi on

109. 253. 147. 110|I srael 147.237.77. 216 |dover.i df . i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid | 36
Packet dropped. Ret r ansni ssi on

109. 65. 173. 121 I srael 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 36
Packet dropped. Ret r ansni ssi on

213. 244. 81. 60 (F;ajcis;i';'ja” Teritory, |y 47 237. 77. 176 |nat pash. i o . i1 First packet isn't SN drop drop 32

109. 253. 131. 62 | srael 147.237.77. 234 |hal ag. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 32
Packet dropped. Ret r ansni ssi on

109. 253.137.53 |Israel 147.237.77. 216 |dover.i df . i | Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid |, 30
Packet dropped. Ret r ansni ssi on

176.12.145.84 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. |Streamng Engine: TP Invalid |, 30
Packet dropped. Ret r ansni ssi on

94.118. 96. 3 United K ngdom 147.237.77. 216 |dover. i df .i Invalid segnent retransmssion.  |Streamng Bngine: TP Invalid |, 30
Packet dropped. Ret r ansni ssi on

176.12.137.39 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streamng Engine: TP Invalid |, 30
Packet dropped. Ret r ansni ssi on

79.180. 182. 171 |Israel 147. 237. 72. 156 |anan. i df . | SAMrul e dr op dr op 30

109. 253. 157.59 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Streaming Engine: TP Invalid |, 30
Packet dropped. Ret r ansni ssi on

134.191.232. 71 |israel 147.237.77. 216 |dover. i df . i | Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 30
Packet dropped. Ret r ansnii ssi on

79.180. 182. 171 |Israel 147.237. 72. 166 |aka i df. i SAMrul e dr op dr op 30

80. 178. 146. 194 |l srael 147. 237. 72. 167 |i shuri maka. i f . | Invalid segnent retransmssion. |Streaming Engine: TP Invalid |, 29
Packet dropped. Ret r ansni ssi on

79.176.132. 235 |israel 147.237. 72. 167 |i shuri maka. i of . i Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 29
Packet dropped. Ret r ansni ssi on

93.172. 208. 235 |Israel 147.237.72. 166 |aka. i df . i SWNretransmt wth different Bad TCP sequence monitor |28
w ndow scal e

216.239.45.74 |Wited Sates 147.237. 72. 167 |i shuri maka. i of . i Invalid segnent retransmssion.  |Sreamng Bngine: TP Invalid | 28
Packet dropped. Ret r ansni ssi on
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Devi ce

Attacker Address ‘Target Address |Ste ; ‘Count
Country Action

79.180.182. 171 |lsrael 147.237.72. 166 |aka.idf . il Mil ti pl e Uhaut hori zed URL Access from 79. 180. 182. 171 B ock 1063
149.88.107.71 |Wiited Sates  |147.237.0.19 |nadimatal .idr.i1|/00 MY Of the Same Response Cbde (404) in Session from Bl ock 589

149. 88. 107. 71
79.180.182. 171 |lsrael 147.237.72. 166 |aka.i df .il Mil ti pl e Admin B ocking from79.180.182.171 B ock 533
79.180.182. 171 |lsrael 147.237.72. 166 |aka.idf.il PHP Att enpt B ock 391
82.102. 141. 249 |l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Gode (404) B ock 378
185. 32.176. 135 |l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 300
46. 19. 86. 78 | srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 281
77.127.189. 57 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 272
46.19. 86. 144 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 230
62. 201. 219. 81 Iraq 147.237.77. 216 |dover.idf.il Mil tiple Mal formed URL from 62.201. 219. 81 B ock 221
62. 201. 219. 81 Irag 147.237.77. 216 |dover.idf.il Mil tipl e Unknown HTTP Request Method from 62.201. 219. 81 B ock 221
46.19. 85. 107 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 219
78.46.174. 55 Ger many 147.237.72. 166 |aka.idf .il Ml ti pl e Unaut hori zed URL Access from 78. 46. 174. 55 B ock 197
2.54.134. 66 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 193
109. 253. 157. 229|l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 145
2.54.42.142 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 127
109. 253. 132. 49 |l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Gode (404) B ock 108

) . . ., |Too Many of the Same Response Code (404) in Session from

176.12. 151. 132 |israel 147.237.0.19  [maci maral idf.i1];90 o O 11 P (404) Bl ock 106
46. 19. 85. 26 | srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 98
82.102. 141. 208 |l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 95
109. 253. 132. 166l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 93
109. 253. 134. 132|l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 89
109. 253. 132. 23 |l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 86
109. 253. 131. 132|l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 68
109. 253. 138. 98 |l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 67
66.249.73.185 |lLhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 B ock 62
109. 253. 139. 146|l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 60
109. 253. 138. 178|l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 60
66.249.73.193 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 55
66.249.73.201 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 201 B ock 54
80. 246. 138. 210 |Israel 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 54
37.26.147.162 |Israel 147.237.0.19 |nadi matal .idf.if|10° MW of the Same Response Code (404) in Session from B ock 52

37.26. 147. 162
50. 75.153. 195 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from50. 75. 153. 195 B ock 49
109. 253. 142. 19 |lsrael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 48
109. 253. 147. 198|l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 39
176. 12. 146. 240 |l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Gode (404) B ock 38
109. 253. 157. 217l srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Gode (404) B ock 37
176.12.141.18 |Israel 147.237.0.19  |nadi matal .icf.i1| 100 MY of the Same Response Code (404) in Session from B ock 35

176.12. 141,18
79.181.126. 107 |lsrael 147.237. 72. 167 |i shurimaka.idf.i|D stributed Too Many of the Same Response Code (404) None 31
2.54.190. 85 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Same Response Gode (404) B ock 30
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 26
95. 108. 158. 233 g;z:;nl on 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 95. 108. 158. 233 B ock 25
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 24
89. 138. 67. 62 | srael 147.237.72. 156 |anan.i df .i| Ml ti pl e Unaut hori zed URL Access from 89. 138. 67. 62 B ock 24

) . ., |Too Many of the Same Response Code (404) in Session from
109. 253. 128.97 [israel 147.237.0.19  [naci matal i f.il{, 00 2533’. 128 97 P (404) B ock 23
37.142.100. 31 | srael 147.237.72. 167 |i shurimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) None 21
79.181.51.121 |Israel 147.237.72. 167 |i shurimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) None 18
s Unaut hori zed URL Access to

87.69.87.119 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i1/ sites/resources/chi nuch/ styl es/i nport/bott omrmavi gat on. asp Bl ock 1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 B ock 16
80.178.138. 130 |Israel 147.237.72. 167 |i shurimaka.idf.i|D stributed Too Many of the Same Response Code (404) None 14
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