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|Top Attackers | n DDoS- Def ence |

Attacker

Device

Sum(Packet_Count

Attacker

‘Target

‘ IP_Map.site

Address Country Address Action )
66. 249. 78. 93 I srael 147.237.77.233  |atal.idf.il :Stj Zi?]dShake vioation, first packet g 1510
79.183.108. 167 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 838
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 601
46.121. 244. 2 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 397
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 386
5.29.44.178 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ation-d i dest - r eset 346
93.172.79. 238 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 343
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 290
46.117.228. 118 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 169
46.120. 231. 171 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 165
85. 64. 3. 180 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiati on-d i dest - r eset 163
147. 235.236. 1 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 147
193. 46. 64. 93 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 140
46.116. 174. 201 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 125
109. 64. 61. 157 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 125
81. 218. 241. 26 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- TLS-renegoti ation-d i dest - r eset 122
87.69. 72. 227 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 114
37.142.214.112 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 112
2.54.11.172 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 110
85. 64. 3. 180 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegoti ati on-Q i dest - r eset 105
207. 232. 36. 210 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 104
149. 78.135. 171 Lhited Sates 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 96
79.183. 2. 147 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 92
85. 65. 117. 85 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 86
109. 66. 60. 79 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 81
46. 19. 86. 87 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegoti ati on-Q i dest - r eset 81
94. 159. 163. 253 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
2.54.168. 197 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
5.29.84. 219 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 79
109. 160. 241. 207 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 77
94. 230. 86. 48 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 75
2.54.61.172 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 75
37.26.147. 172 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 74
46. 120. 39. 186 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 74
79.183. 154. 165 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 74
82.102. 141. 254 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 73
109. 65. 148. 70 | srael 147.237.0.19 nadi matal .idf.il|Anonal y-TLS renegoti ation-di dest - r eset 72
37.26.146. 219 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 70
80. 246. 141. 37 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - r eset 70
79.178. 147. 53 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
80. 246. 140. 86 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - r eset 66
85. 64. 154. 58 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 63
46. 19. 86. 137 | srael 147.237.72. 167 i shurimaka. i df. i |Anonal y- SSL-renegoti ation-d i dest - r eset 60
46.19. 86. 255 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- SS.-renegoti ati on-Q i dest - r eset 54
82.102. 141. 215 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 42
37.26. 146. 219 | srael 147.237.72. 167 i shuri maka. i df . i |Anonal y- SSL-renegoti ation-Qd i dest - r eset 41
85. 65. 117. 85 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - r eset 38
109. 66. 60. 79 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i dest - r eset 30
37.26.147. 172 | srael 147.237.72. 167 i shurimaka. i df. i |Anonal y- SSL-renegoti ation-Q i dest - r eset 30
66. 249. 64, 41 I srael 147.237.77.176  |matpash.idf.il Ig: Zi‘/';dShake violation, first packet g 25
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

184.173. 183. 172|Lhited Sates 147.237.77.216 |dover.idf.il DVRep P- N 40-59 Per m t 1138
184.173.183. 172|lhited Sates 147.237.77. 176 [nat pash.i df .i | DVRep_ P- N 40- 59 Permt 329
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permt 279
84. 94. 45. 223 | srael 147.237.72. 166 |aka.i df .i DVRep_P- N 40- 59 Permt 225
91. 227.164. 5 | srael 147.237.72. 166 |aka.idf .il C1000004: HITP:. options nethod (M crosoft) B ock 71
89.139.173.72 |lsrael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 36
123. 180. 234. 186|Chi na 147.237.77.233|atal .idf.il C1000108: HITP. Trying to | ocate existing FCedi t or B ock 36
123. 180. 234. 186|Chi na 147.237.76.86 |[navy.idf.il C1000108: HITP. Trying to | ocate existing FCkedi t or B ock 35
91. 227.165. 5 | srael 147.237. 72. 166 |aka.i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 33
207. 232. 36. 210 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 30
137.175.40.6 Lhited Sates 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKedi t or B ock 14
134. 129. 205. 236|Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 13
146. 148. 91. 127 147.237.77.74 |lawidf.il 13248 HITP: Jooma JCE File Lpload Remote Code Execution B ock 12
Wl nerability
146. 148. 91. 127 147.237.77.74 |lawidf.il 13375: HITP: Joonia Conponent JCE BOT for JCE B ock 12
123. 180. 234. 186|Chi na 147.237.77. 233 atal i df .| 12348: HITP. PHP-O3 Query String Parameter command Injection g .\ 10
Wl nerability
79.178. 55. 41 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 8
89.216. 115. 8 147. 237.77. 216 |dover. i df .| 17272 HITP: Suspicious User-/Agent (WndowsNT) Wth No B ock 7
Separ ati ng Space
81.218.251. 250 |lsrael 147.237.77. 170 |naar achot . i df . i | C1000004: HITP. options nethod (M crosoft) B ock 6
84.228. 98. 78 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
106. 138. 57. 223 |Japan 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
85. 25. 103. 50 Cer many 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 5
194. 90. 191. 193 |l srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 5
109. 66. 175. 213 |l srael 147.237.76.31 [nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 4
94.159. 186. 130 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 4
79.176. 96. 46 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
46. 19. 85. 12 | srael 147.237.0.34 |tikshuv.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
46.19. 85. 251 | srael 147.237.76.86 |[navy.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
46.19. 85. 127 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 4
84.228.98. 78 | srael 147.237.0.34 |tikshuv.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
85. 25. 103. 50 Ger many 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60_100 B ock 3
188. 138. 9. 50 CGer many 147.237.76. 200 |ei tan. aka.i df .i | DVRep B-N 60 100 B ock 3
79.183.224. 186 |lsrael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
188. 138. 9. 50 Cer many 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 3
84.210.40.191 |Norway 147.237.77. 216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
86. 157. 58. 93 Uni ted Kingdom |147.237.76.42 |refuah.idf.il C1000004: HITP:. options nethod (M crosoft) B ock 3
80. 74. 107. 98 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 3
213.8.114. 244 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 3
46. 19. 85. 44 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
85. 25. 103. 50 Ger many 147.237. 76. 147 |chi nuch. aka.i df .i | DVRep B-N 60_100 B ock 3
85. 25. 103. 50 Ger many 147.237.8.27 |e.nadimatal.idf.il DVRep_B-N 60_100 B ock 3
85. 25. 103. 50 Cer many 147.237.77.179|e.nazi .idf .i| DVRep_B-N 60_100 B ock 3
193.107.16.108 |Too! & 147.237.77. 176 |nat pash. i of . | DVRep_P- N_40- 59 Per nit 3
81.218. 145. 197 |lsrael 147.237. 77. 226 |wan chanat z. aka. i df . i | |[C1000004: HITP: options nethod (M crosoft) B ock 3
188. 138. 9. 50 Cer many 147.237. 77. 227 |e. hanaz. i df . i | DVRep_B-N 60_100 B ock 3
198. 20. 70. 114 Lhited Sates 147.237.72. 217 |e.idf.il DVRep_P- N 40-59 Perm t 3
188. 138. 9. 50 Ger many 147.237.72. 167 |i shurimaka.idf .il DVRep_B-N 60_100 B ock 3
85. 25. 103. 50 CGer many 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60 100 B ock 2
188. 138. 9. 50 Ger nany 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 2
147.235. 236. 1 | srael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
198. 20. 70. 114 Lhited Sates 147.237. 72. 156 |anan.idf .i | DVRep_B-N 60_100 B ock 2
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 339
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 131
109. 65. 0. 105 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 79
85. 64. 94. 191 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 9
46. 19. 86. 132 | srael 147.237.72. 166 |aka.idf .i | PQ_I Cy- OTHER TCP packet with urgent flag attenpt 6
207.46. 13. 87 Lhited Sates 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 3
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 3
79. 180. 183. 183 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
84.94.111. 127 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89. 138. 230. 122 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.116. 97. 241 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5.29. 243. 224 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84. 94. 60. 40 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
194. 114. 146. 2271 srael 147. 237. 77. 216 |dover i df .i1 atSEI-“\*\/ER-terTlDt APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 2
77.127.176. 134 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80. 246. 130. 102 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
31.210.186. 108 |Israel 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5.29.129. 47 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
194. 90. 12. 80 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 2
5. 29. 19. 236 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
91.238.134.92 |Pol and 147.237.77.233|atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
2.54.182.219 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
149. 78. 57. 180 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84. 229. 66. 59 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.57.31. 55 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.109. 145. 104 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
115. 231. 218. 147|Chi na 147.237.0.200 |nrdu.idf.il ET SCAN Potential SSH Scan 2
212.129.52.90 |Fance 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 2
79.177.32. 151 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
82.102. 141. 207 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.120. 198. 230 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
117.21.173.181 |China 147.237.72.14 |dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 2
122. 228. 207. 190|Chi na 147.237. 76. 148 |gqcent er. aka. i df . i |[ET SCAN Potential SSH Scan 2
46.120. 58. 7 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.94.81. 10 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
73.25.171.18 Lhited Sates 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
80. 246. 130. 117 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
194. 90. 138. 234 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61.240. 144. 65 |Chi na 147.237. 76. 202 |e. hal ag.i df .i | ET SCAN NVAP -sS w ndow 1024 2
80. 246. 130. 34 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
87.68. 231. 151 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
217.199. 165. 132|Uhi ted Kingdom |147.237.77.170|maarachot.idf.il |Tehila - Perl LW wth fake user agent 2
66. 249. 78. 15 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.76. 31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 2
115. 231. 218. 23 |Chi na 147.237.76.38 |e.e.neitav.idf.il |ET SCAN Potential SSH Scan 2
85. 64.117. 34 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
77.125. 58. 35 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
5.28.177.23 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
31.184. 242. 17 :ZZ::FI on 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
77.125.26. 163 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Action ‘Count

98.218.149.88 |lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 148
Packet dropped. Ret r ansni ssi on

87.68.168.95 [l srael 147. 237.72. 167 |i shuri maka. i of . || V@ 1 d Segnent retransmssi on. Sreaning Engi ne: TP Invalid drop 73
Packet dropped. Ret r ansn ssi on

66.249.78.166 |ited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 66
Packet dropped. Ret r ansni ssi on

87.23.29.179 Italy 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 57

188. 161. 153. 68 Pal est_l nian Territory, 147. 237. 77. 216 |dover i of .i | Inval id segnent retransnission. Srearmng Ejgl ne: TP Invalid drop 54

Qccupi ed Packet dropped. Ret r ansn ssi on

212.29.249. 212 |Israel 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 51
Packet dropped. Ret r ansni ssi on

66.249.81.212 |Wited Sates 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 48
Packet dropped. Ret r ansn ssi on

87.68.30.5 I srael 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 47
Packet dropped. Ret r ansni ssi on

123. 180. 234. 186|Chi na 147.237. 72. 156 |anan.idf .il SAMrul e drop drop 47

123. 180. 234. 186|Chi na 147.237.72. 166 |aka.idf.il SAMrul e drop drop 47

123. 180. 234. 186|Chi na 147.237.77.74 |lawidf.il SAMrul e drop drop 45

123. 180. 234. 186|Chi na 147.237.77. 176 [nat pash. i df .i| SAMrul e drop drop 45

5.28.171.144 [ srael 147.237.77. 216 |dover. i of . i Invalid segment retransmssion. Streaning Engi ne: TGP I nval i d drop 45
Packet dropped. Ret r ansn ssi on

123. 180. 234. 186|Chi na 147.237.0.34 |tikshuv.idf.il SAMrul e drop drop 44

66.249.81.215 |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engine: TQP I nval i d drop 44
Packet dropped. Ret r ansni ssi on

109. 186. 116. 147|l srael 147.237.72. 167 |ishurimaka.idf.i|F rst packet isn't SN drop drop 43

176.12. 144. 193 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 42
Packet dropped. Ret r ansn ssi on

109. 66. 127. 38 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 39
Packet dropped. Ret r ansni ssi on

194.98. 114. 101 |France 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 36
Packet dropped. Ret r ansn ssi on

66.249.81.218 |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 36
Packet dropped. Ret r ansni ssi on

188.139. 227.58 |Syrian Arab Republic |147.237.77.216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 35

79.182. 143. 248 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 33

109. 253. 138. 186/l srael 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 32
Packet dropped. Ret r ansni ssi on

176.12.137.21 |[israel 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TCP I nval i d drop 32
Packet dropped. Ret r ansn ssi on

212.29.197.13 |israel 147.237.72. 167 |i shuri maka. i of .| V3 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 31
Packet dropped. Ret r ansni ssi on

198. 143. 187. 122|Wnited Sates 147.237.77. 216 |dover. i of .i | Invalid segment retransmssion. Streaning Engi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

109. 253. 141. 88 | srael 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176. 12. 149. 226 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Bngi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

176.12. 137. 255 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176.12.137.17 |israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Bngi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

109. 253. 131. 105/l srael 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176.12. 145. 201 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Bngi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

176.12.137. 154 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

105.111. 161. 197|A geria 147.237.77. 216 |dover.idf.il Fai l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 29

2.54.169.207  |israel 147.237.77. 170 |mmarachot . i f i1 | Fetransmt wih different Bad TCP sequence monitor |29
w ndow scal e

109. 65.58.130  |Israel 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 29
Packet dropped. Ret r ansni ssi on

46. 19. 86. 18 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 27

194. 98. 114. 102 |France 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 27
Packet dropped. Ret r ansni ssi on

105.112.8.24  |Ngeria 147.237.77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TGP I nval i d drop 27
Packet dropped. Ret r ansn ssi on

109. 253. 156. 201 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Bngi ne: TCP Inval i d drop 26
Packet dropped. Ret r ansni ssi on

109. 75. 67. 190 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 26

176.12. 150. 107 [Israel 147. 237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streaning Bngi ne: TCP I nval i d drop 26
Packet dropped. Ret r ansn ssi on

109. 253. 130. 106|1 srael 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 26
Packet dropped. Ret r ansni ssi on

31.186.228.86 |United Ki ngdom 147.237.77. 176 |nat pash.i df .i| Frst packet isn't SN drop drop 25

109. 253. 143.39 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP I nval i d drop 24
Packet dropped. Ret r ansn ssi on

77.125.125.231 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 24
Packet dropped. Ret r ansni ssi on

109. 253.129. 16 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 24
Packet dropped. Ret r ansn ssi on

77.127.233.1  |israel 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 23
Packet dropped. Ret r ansni ssi on

176. 12. 145. 255 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 22
Packet dropped. Ret r ansn ssi on

109. 186. 116. 147 |l srael 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 21
Packet dropped. Ret r ansni ssi on
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A tacker Devi ce

Attacker Address Target Address |dte ; ‘Count
Country Action
46. 19. 86. 95 | srael 147.237.0.19 |[nadimatal.idf.il|Too Many of the Same Response Code (404) in Session from46.19.86.95 |B ock 839
37.26.147.181 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 757
109. 67.62. 125 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 604
37.26.147.204 | srael 147.237.0.19  |nadimatal .idf.i1[ /20 MY Of the Sane Response Code (404) in Session from Bl ock 487
37.26. 147. 204
46.19.85.254  |Israel 147.237.0.19  |nadimatal.idr.i1| 120 MY of the Sane Response Code (404) in Session from B ock 386
46. 19. 85. 254
176. 12. 137. 64 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 322
109. 253. 130. 110|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 305
46.19. 86. 218 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 264
82.102. 141. 214 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 242
37.26.148. 234 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 220
185.32.179.54 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 212
176.12.148. 185 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 185
46.117. 116. 98 | srael 147.237.72. 167 |i shurimaka.idf.i|D stributed Too Many of the Sane Response Code (404) None 180
46.117.116.98 |Israel 147. 237. 72. 167 |i shuri maka i o . [ 120 MY O the Sane Response Code (404) in Session from B ock 172
46.117.116. 98
176.12.143.54 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 171
109. 65. 148. 70 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 163
176. 12. 147. 244 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 162
85. 130. 226. 106 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 135
185. 32.176. 170 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 126
80. 246. 137. 160 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 124
80. 246. 139. 141 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 123
80. 246. 137. 133 |Israel 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 123
46.19. 85. 220 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 119
185. 32. 176. 147 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 111
109. 253. 136. 25 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 99
37.26.146. 130 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 98
2.54.215. 164 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 95
82.102.141.219 |Israel 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 88
194.90. 191. 193 |l srael 147.237.76.31 |nakchal .idf.il D stributed Too Many of the Same Response Code (404) B ock 77
109. 253. 138. 156l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 69
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 65
109. 253. 145. 173|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 53
109. 253. 130. 15 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 43
; s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il e navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 42
109. 253. 149. 75 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 39
2.54.161. 250 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 39
109. 253. 136. 79 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 34
46.117.116.98 |Israel 147.237. 72. 167 |i shuri maka. i df . i |Aut onat ed Mul nerabi | ity Scanni ng B ock 33
66.249.78.166 |Israel 147.237.77. 216 |dover. i df .1 Distributed thauthorized URL Access on B ock 31
wan i df.il//atal /i zkor/ vi ew i ngt op. asp
105. 111. 161. 197|A geria 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 105.111. 161. 197 B ock 29
176.12.151. 3 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 27
176.12.139. 234 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 26
109. 253. 158. 199l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 24
46. 19. 86. 136 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 24
109. 253. 143. 145|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 21
109. 253. 132. 235|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 21
46. 19. 85. 102 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 21
176. 12. 142. 90 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 19
109. 253. 158. 172|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 18
109. 253. 156. 175|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 18
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