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|Top Attackers | n DDoS- Def ence |

Attacker

Device

Sum(Packet_Count

Attacker

‘Target

‘ IP_Map.site

Address Country Address Action )
66. 249. 93. 218 I srael 147.237.72.166  |akaidf.il :Stj Zi?]dShake vioation, first packet g 3504
46.121. 206. 121 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ation-d i dest - r eset 765
89. 139. 40. 62 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - r eset 531
79.182. 218. 206 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 513
213.57.153. 144 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 465
84.109. 244. 24 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 375
5.29.70.42 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 372
46.19. 86. 171 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- SS.-renegoti ati on-Q i dest - r eset 283
149. 78. 255. 25 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 278
95. 86. 106. 66 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 252
66. 249. 67. 25 I srael 147.237.77.233  |atal.idf.il :Stj Zi?]dShake vioation, first packet g 250
149. 78. 141. 116 Lhited Sates 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-di dest - r eset 224
81.218. 241. 26 | srael 147.237.72. 166 aka idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 221
82.102. 141. 218 | srael 147.237. 72. 156 anan. i df .i | Anonal y-TLS-renegoti ation-d i dest - r eset 212
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 196
87. 68. 157. 109 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 175
109. 64. 61. 157 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 174
212.199. 149. 78 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 161
84.94. 46. 199 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 155
37.46.36.173 | srael 147.237.72. 167 i shurimaka. i df . i [Anonal y- TLS-renegoti ation-d i dest - r eset 152
80. 246. 137. 173 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - r eset 148
95. 86. 117. 179 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 142
85. 250. 229. 211 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 134
79.182.101. 239 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 126
82.102. 141. 212 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 120
46. 19. 85. 58 | srael 147.237.0.19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 109
85. 64. 76. 140 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 108
46. 120. 178. 90 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 105
77.125.95. 104 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 98
46. 19. 86. 79 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- SS.-renegoti ati on-Q i dest - r eset 93
199. 203. 172. 65 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 92
46. 19. 86. 53 | srael 147.237.0.19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 88
46.19. 86. 113 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - r eset 86
2.54.44.8 | srael 147.237.72. 167 i shuri maka.i df.i[Anonal y- TLS-renegoti ati on-d i dest - r eset 81
5.102. 206. 170 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 80
93.172.132. 253 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - r eset 76
213.57.239. 146 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 76
109. 160. 241. 207 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 75
109. 160. 251. 43 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 73
77.125. 144. 206 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- TLS-renegoti ati on-d i dest - r eset 71
46. 19. 85. 58 | srael 147.237.0.19 nadi matal .idf.il|Anonal y-SS.-renegotiation-Qd i dest - r eset 66
66. 249. 67. 123 I srael 147.237.77.233  |atal.idf.il Ig: Zi‘/';dShake violation, first packet g 66
77.125.101. 6 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 63
37.26. 148. 226 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 63
93.172.147. 61 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 63
46.19. 85. 91 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 61
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 61
82.102. 141. 199 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 59
46. 120. 178. 90 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - r eset 53
82.102. 141. 252 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags drop 45
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

get Address

dte

84.94. 45. 223 | srael 147.237.0.34 |tikshuv.idf.il DVRep P- N 40-59 Per mit 6293
84. 94. 45. 223 | srael 147.237. 72. 156 |anan. i df .i | DVRep_P- N 40-59 Permt 941
184.173.183. 172|lhited Sates 147.237.77. 176 [nat pash. i df . i | DVRep_P- N 40- 59 Permit 644
84. 94. 45. 223 | srael 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Perm t 533
184.173.183. 172|lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per mi t 424
180. 76. 5. 193 Chi na 147.237. 77. 176 |nat pash. i df .i | DVRep_P- N _40-59 Per mt 315
128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep P- N 40-59 Per m t 180
89. 139.173. 72 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 76
184.173.183. 172|lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Permit 39
98.126. 107. 165 |Lhited Sates 147.237.77. 216 |dover.idf.il Cl000108: HITP: Trying to | ocate existing FCKeditor B ock 36
123. 180. 234. 186|Chi na 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 36
192.115.248.2 |lsrael 147.237. 77. 226 |ww chanat z. aka. i df . i | |CLO00004: HTTP: options nethod (M crosoft) B ock 24
31.154. 10. 107 | srael 147.237.76.42 |refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 22
207.232.27.5 | srael 147.237.77. 170 |n@arachot.i df . il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 12
123. 180. 234. 186|Chi na 147. 237. 77. 216 |dover. i df . i | 12348: HTTP. PHP- Q3 Query String Paraneter Command Injection g o 10
Wl nerability
212.179. 162. 114|l srael 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 8
82.211.223.3 Denmar k 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 7
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 6
89. 216. 115. 8 147. 237. 77. 216 |dover. i df . i | 17272: HITP. Suspi cious User-Agent (WndowsNT) Wth No B ock 5
Separ ati ng Sace
46. 120. 249. 163 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 5
188. 138. 9. 50 CGer many 147.237.8.45 |e.eitan.idf.il DVRep B-N 60 100 B ock 5
176. 126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 5
85. 25. 103. 50 Ger many 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60_100 B ock 4
79.176. 185. 40 | srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
116. 8. 99. 232 Chi na 147.237.76. 31 [nakchal .idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
5.29.97. 163 | srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
116. 8. 99. 232 Chi na 147.237.76.42 |refuah.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
212.227. 38. 247 |Ger many 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 4
89.31.57.5 Italy 147. 237. 77. 216 |dover..i df .i | DVRep_B-N 60 100 B ock 4
5.29.185. 84 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 4
116. 8. 99. 232 Chi na 147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
198.20.70.114 |lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_P- N _40- 59 Per mt 4
186. 89. 249. 35 |\Venezuel a 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
108. 46. 4. 227 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
85. 25. 103. 50 Ger nany 147. 237. 77. 205 |prisha.i df .i | DVRep_B-N 60 100 B ock 4
198. 20. 70. 114 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_P- N 40- 59 Perm t 4
116. 8. 99. 232 Chi na 147.237.76.30 [hinush.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
188.174.170. 36 |Ger many 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
85. 25. 103. 50 CGer many 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 3
198. 20. 70. 114 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permit 3
185. 4. 227.194  |Turkey 147.237.77.235|sviva.idf.il C1000098: Bl ock - dns poi soni ng B ock 3
198. 20. 70. 114 Lhited Sates 147.237.0.200 [mu.idf.il DVRep_P- N 40- 59 Permt 3
85. 25. 103. 50 Ger many 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 B ock 3
81.7.8.101 Ger many 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 3
85. 25. 103. 50 CGer many 147.237.77. 226 [ww chanat z. aka. i df il [DVRep B-N 60 100 B ock 3
178.32.227. 252 |France 147.237.77. 216 |dover. i df .i 16798: HITP: QU Bash HTTP Feader Remote Code Bxecution B ock 3
Wl nerability
37.19. 120. 95 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 3
143.199. 125. 10 |Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
188. 138. 9. 50 Ger many 147.237.72. 156 |anan.i df .i | DVRep B-N 60 100 B ock 3
85. 25. 103. 50 Cer many 147.237.77. 227 |e. hanaz. i df . i | DVRep B-N 60 100 B ock 3




02-10-2015-00:00:07 to 02-11-2015-00:00:07

|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 230
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 94
2.54.171.124 | srael 147.237. 72. 156 anan.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 12
66. 249. 67. 36 Lhited Sates 147.237.72. 166 aka.idf.il ET SCAN NVAP -sA (2) 11
37.142.178. 218 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 6
37.56.125. 100 Ronmani a 147.237.77. 216 dover.idf.il ET SCAN Vega V¢b Application Scan 2
93.172. 142. 208 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 2
84.94.182. 244 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.19. 86. 131 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
59. 106. 108. 116 Japan 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
79.183. 210. 2 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 19. 86. 27 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
188. 138. 9. 51 Cer many 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 2
109. 253. 140. 43 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 120. 249. 163 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 2
121.42.54. 18 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 2
93.173.21.198 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 66 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
46.19. 86. 113 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5. 29. 8. 230 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
85. 250. 10. 33 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
176. 12. 140. 243 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
121.42.54. 18 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 2
79.177.126. 240 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
72.143. 61. 205 Canada 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 2
84.109. 57. 116 | srael 147.237.72. 166 aka.idf.il portscan: TGP D stributed Portscan 1
212. 235. 98. 139 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
62. 219. 54. 250 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
149.129. 31. 115 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
115. 231. 218. 23 Chi na 147.237. 76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 228 Net her | ands 147.237.77.178 e. natpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.126.29. 129 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
193. 169. 70. 108 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 240. 144. 64 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 77 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
1. 93. 34. 226 Chi na 147. 237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 43. 193. 6 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -f -sS 1
122.228. 207. 199 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
5. 102. 253. 130 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
109. 169. 45. 231 Uni ted Ki ngdom 147.237.0. 19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.209. 151. 206 Net her | ands 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
222.186.134. 6 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
69. 29. 194, 241 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 32.177. 231 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
46.117.78. 192 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
121.42.54. 18 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 179. 223. 31 | srael 147.237.77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
207. 2. 32. 65 Lhited Sates 147.237.77.212 e.dover.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237. 76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Action ‘Count

82.80.196.44 |Israel 147. 237. 72. 166 |aka. i of . i | SINretransmt wth different Bad TCP sequence monitor  |386
w ndow scal e

38.111.147.86 |Lhited Sates 147.237.76.86 |[navy.idf.il drop drop 319

208.54.5.204  |Wited Sates 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 168
Packet dropped. Ret r ansn ssi on

199. 30.21.202 |lhited Sates 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 102

46.121.207. 194 |Israel 147.237.77. 216 |dover. i of . i Invalid segent retransmssion. Streaning Engi ne: TCP I nval i d drop 81
Packet dropped. Ret r ansn ssi on

185. 26. 180. 24  |Eur ope 147.237.77. 176 |nat pash.i df .i | Frst packet isn't SN drop drop 78

46.19.85.199  |israel 147.237.72. 167 |i shuri maka. i of .| V3 1 d segnent retransmssi on. Streaning Engi ne: TQP I nval i d drop 69
Packet dropped. Ret r ansni ssi on

66.249.78.166 |Liited Sates 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TGP I nval i d drop 66
Packet dropped. Ret r ansn ssi on

46.19.86.103  |Israel 147.237.72. 167 |i shuri maka. i of .| V3 1 d segnent retransmssi on. Streaning Engi ne: TQP I nval i d drop 66
Packet dropped. Ret r ansni ssi on

79.178.131.20 | srael 147.237.77. 170 |mmarachot . i df i1 | etransmt with different Bad TCP sequence monitor |64
W ndow scal e

79.178.168. 219 |Israel 147.237.72. 167 |i shuri maka. i of .| V3 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 59
Packet dropped. Ret r ansni ssi on

66.249.81.203 |Lited Sates 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Engi ne: TCP I nval i d drop 56
Packet dropped. Ret r ansm ssi on

95. 130. 88. 141 glcisgi':('ja” Territory, 1447, 237.77. 176 |matpash.icf. i1 |First packet isnt SN drop drop 54

136.243.36.96 |Ger many 147. 237. 72. 166 |aka. i df . | Invalid segment retransmssion. Streaning Engi ne: TCP I nval i d drop 52
Packet dropped. Ret r ansn ssi on

38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.il drop drop 50

79.177.173. 227 |israel 147.237.72. 166 |aka i df .i SWNretransmt wth different Bad TCP sequence monitor |49
w ndow scal e

109. 253. 147. 149|I srael 147.237.77. 234 |hal ag.i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 48
Packet dropped. Ret r ansn ssi on

77.64.254.65  |Ger many 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 48
Packet dropped. Ret r ansni ssi on

109. 65. 75. 246 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 45
Packet dropped. Ret r ansn ssi on

184.32.7.70 Lhited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 44
Packet dropped. Ret r ansni ssi on

82.80.34.112  |Israel 147. 237.72. 167 |i shuri maka. i o . || V@ 1 d Segnent retransmssi on. Sreaning Engine: TP Invalid drop 42
Packet dropped. Ret r ansn ssi on

176.12. 149. 205 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 42
Packet dropped. Ret r ansni ssi on

132.68.245.47 |israel 147.237.72. 167 |i shuri maka. i of i |' V3 1 d segnent retransmssi on. Streaning Engi ne: TCP Inval i d drop 40
Packet dropped. Ret r ansn ssi on

90. 212. 66. 202 |Wnited Ki ngdom 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 40

84.95.123.108 [l srael 147.237.72. 167 |i shuri maka. i o i | V3 | d segnent retransmssi on. Streaning Engi ne: TCP I nval i d drop 39
Packet dropped. Ret r ansn ssi on

31.210.178. 241 |Israel 147.237.72. 167 |i shuri maka. i of i | V3 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 36
Packet dropped. Ret r ansni ssi on

132. 3. 65. 82 Wited Sates 147.237.77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TCP I nval i d drop 36
Packet dropped. Ret r ansn ssi on

66.249.93. 155 |lnited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 36
Packet dropped. Ret r ansni ssi on

79.183.155.51 [Israel 147.237.72. 167 |i shuri maka. i o i | V3 | d segnent retransmssi on. Streaning Engi ne: TCP I nval i d drop 34
Packet dropped. Ret r ansn ssi on

134.191.232.70 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 34
Packet dropped. Ret r ansni ssi on

82.145.221.116 |Europe 147.237.77. 176 |nat pash.i df .i | Frst packet isn't SN drop dr op 32

134.191. 232. 68 [l srael 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngi ne: TCP I nval i d drop 32
Packet dropped. Ret r ansn ssi on

62. 0. 58. 186 | srael 147.237. 72. 167 |ishurimaka.idf .i|H rst packet isn't SYN drop drop 32

31.168.132. 131 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 32
Packet dropped. Ret r ansni ssi on

109. 253. 133, 215|I srael 147.237.77. 216 |dover. i of . i Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 32
Packet dropped. Ret r ansn ssi on

79.183.224.136 |Israel 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 31
Packet dropped. Ret r ansni ssi on

84.228.153.173 [l srael 147.237.72. 167 |i shuri maka. i of i | V3 1 d segnent retransmssi on. Streaning Engi ne: TCP Inval i d drop 31
Packet dropped. Ret r ansn ssi on

62. 0. 58. 186 I srael 147.237.72. 167 |i shuri maka. i of .| V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 31
Packet dropped. Ret r ansni ssi on

176.12.142.95 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

109. 253. 159. 70 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

82.80.142.80 | srael 147. 237.72. 167 |i shuri maka. i o . || V3 1 d Segnent retransmssi on. Sreaning Engine: TP Invalid o 30
Packet dropped. Ret r ansn ssi on

s Inval i d segnent retransnission. Streaning Engine: TCP Invalid

41.131. 117.128 |Egypt 147.237.77. 216 |dover.idf.il Packet dr opped. Ret 1 ansni ssi on drop 30

109. 253. 134. 90 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

157.55.39.191 |Wited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176.12.150. 67 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 30
Packet dropped. Ret r ansn ssi on

176.12.139.52 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176. 12. 138. 159 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 30
Packet dropped. Ret r ansn ssi on

176.12.148.25 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on

176.12.139.99 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 30
Packet dropped. Ret r ansn ssi on

176.12.150. 40 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 30
Packet dropped. Ret r ansni ssi on
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte ) ‘Count
Country Action
62. 90. 174. 156 | srael 147.237.0.19 |[nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 937
109. 253. 159. 91 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 355
46. 19. 86. 93 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 325
109. 253. 128. 178|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 253
46.19. 86. 195 | srael 147.237.0.19 |nadimatal.idf.il|Too Many of the Sane Response Code (404) in Session from46.19.86.195 |B ock 221
109. 253. 137. 244 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 198
46.19. 85. 144 | srael 147.237.0.19 |[nadimatal.idf.il|Too Many of the Sane Response Gode (404) in Session from46. 19. 85. 144 |B ock 195
82.102. 141. 197 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 187
82.102. 141. 200 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 175
109. 253. 129. 118|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 161
109. 253. 129. 254 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 138
50. 75. 153. 195 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 50. 75. 153. 195 B ock 116
109. 253. 140. 192|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 108
109. 253. 157. 148|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 104
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 103
) . . ., |Too Many of the Same Response Code (404) in Session from
109. 253. 136. 156 srael 147.237.0.19  |naci matal .idf.il| ;00 2533'_ 136, 156 P (404) B ock 98
176.12.139. 215 |Israel 147.237.0. 19 nadi matal .idf.il|Dstributed Too Mainy of the Sane Response Code (404) Bl ock 92
176. 12. 150. 54 I srael 147.237.0.19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 87
176. 12. 140. 129 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 86
46. 19. 85. 58 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 84
109. 253. 143. 191 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 78
109. 253. 146. 50 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 59
109. 253. 156. 101l srael 147.237.0. 19 nadi matal .idf.il|Dstributed Too Mainy of the Sane Response Code (404) Bl ock 53
176. 12. 144. 251 |Israel 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 52
109. 253. 138. 192|l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 51
176.12.151. 135 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 49
46. 19. 86. 53 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 47
176. 12. 141. 56 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 41
213.8.16. 83 I srael 147.237.0. 19 nadi matal .idf.il|Too Many of the Sanme Response Code (404) in Session from213.8.16.83 |B ock 40
176. 224. 50. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il Mil tiple Adnmin Bl ocki ng from 176. 224. 50. 32 Bl ock 38
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 37
109. 253. 141. 189|l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 36
) .« .. |Too Many of the Same Response Code (404) in Session from
176.12.142. 183 |l srael 147.237.0.19 |nadimatal .idf.il 176. 12.y142. 183 P (404) B ock 33
176. 12.136. 200 |[Israel 147.237.0. 19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 32
176. 12. 136. 249 |l srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 31
109. 253. 143. 94 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 31
132.72.172.136 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 26
37.26. 147. 232 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 23
77.125.161. 159 |lsrael 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 77.125. 161. 159 Bl ock 23
176. 224. 50. 32 Saudi Arabi a 147.237.77. 216 |dover.idf.il Mil tiple Uaut horized URL Access from 176. 224. 50. 32 Bl ock 22
2.54,38. 224 | srael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Gode (404) B ock 21
176. 12. 142. 167 |lsrael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 19
109. 67. 68. 176 | srael 147.237.72. 167 |i shurimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) None 19
17.228.4.81 Lhited Sates |147.237.77.233|atal .icf.il Wnaut hori zed LRL Access to B ock 18
wan tehi | a. gov. i |/ errorpagel t enpl at es/ error page. aspx
176.224.50.32 |Saudi Arabia 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 17
93.172. 168. 95 | srael 147.237.76.86 [navy.idf.il Mil tipl e Uhaut hori zed URL Access from 93.172. 168. 95 B ock 16
213.8.98.2 I srael 147.237.72. 166 |aka i df . i1 Distributed thaut horized LRL Access on B ock 14
waw aka. i df . i | // nai n/ har edi ni webr esour ce. axd

176. 12. 138. 68 | srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 13
68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 13
109. 253. 129. 214 |l srael 147.237.0.19 |[nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 13
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