02-06-2016 to 02-07-2016

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
7, 000"
6, 000"
5 000l M nadi matal .idf.il
' . M dover.idf.il
4, 000 W aka idf.il
3, 000" Baman.idf.il
Number 1. B chi nuch. aka. i df . i
g 2, 000+ ) ] .
At acks i B tikshuv.idf.il
1,000 I nobile.idf.il
0- : : Meitan aka.idf.il
(5.\8\ \..\6\ ’&.é\ & ’b..\é\ @1\6 e}\&\ &W\ 3 3 nat pash. i df . i |
& bo\\‘” & ,5,@? ¥ & & & M atal.idf.il
8 @ 0(‘10 \\ @ N \.Q
S Q & &
& &
Top Tar get

[Top Attackers |

2 000l

W 104. 16. 111. 57
67.212. 89. 253

1, 000+
Nunber
a
Att acks 500-

I 41.33.231.90
2.54.48.101

W 37.8.122. 198

MW 176.13.9.41

[ 54. 244. 22. 103

W 176. 13. 20. 146
109. 66. 103. 10

W 109. 253. 132. 202

% : S : \ o \ \ o )
N N N R S AU AR
W \,f’sb SN AR AR 4 b."(fb Q.bb &
SAEEE AU > GO NS
N

Top Attackers



02-06-2016 to 02-07-2016

|Top Attackers | n DDoS- Def ence |

Attacker ‘Targ et

Attacker Country Signature

Address Address

85. 64. 158. 221 | srael 147.237. 72. 156 anan.idf.il TCAP Scan (vertical) drop 1946
66. 249. 78. 146 I'srael 147.237.72.166  |aka idf.il l;]; handshake viol ation, first packet not |, . 1208
85. 65. 100. 83 | srael 147.237.77.176 nat pash. i df . i | TP Scan (vertical) drop 806
66. 249. 78. 45 I srael 147.237.77.226  |ww chanat z. aka. i df . i | ;C/s handshake viol ation, first packet not |, 299
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 26
66. 249. 78. 82 I srael 147.237.77. 74 lawidf.il l;]; handshake violation, first packet not |, 22
85. 65. 100. 83 | srael 147.237.77.176 nat pash. i df . i | JLMPurple Gon Limt_Tcp drop 15
66. 249. 78. 31 I'srael 147.237.77.226  |waw chamat 7. aka. i df .| l;]; handshake viol ation, first packet not |, . 14
85. 65. 100. 83 | srael 147.237.72. 156 anan.idf.il JLMPurple Gon Limt_Tcp drop 9
79.178.134.9 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 6
109. 67. 136. 152 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
66. 249. 78. 89 I'srael 147.237.77. 74 lawi of il l;]; handshake viol ation, first packet not |, ., 6
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 6
109. 66. 172. 42 | srael 147.237.72. 156 anan. i df.il B ock Up Al _Nets drop 6
212.179. 54. 237 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 5
104. 131. 226. 73 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
37.8.122. 198 g":lcisgi':;a” Territory, 147.237.77.216  |dover.idf.il HTTP- M SC- Acunet i x- U | dest - r eset 4
109. 66. 216. 80 | srael 147.237.72. 166 aka.idf.il B ock Up Al _Nets dr op 3
219. 79.214.170 Hong Kong 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 3
85. 64. 158. 221 | srael 147.237. 72. 156 anan.idf.il | D- QpenSSL- Hear t beat - ex1 dest - r eset 3
66. 249. 81. 206 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 3
157. 55. 39. 209 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
85. 64. 5. 251 | srael 147.237.72. 156 anan.idf.il | D- QpenSSL- Hear t beat - ex1 dest - r eset 3
79.178. 20. 85 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 3
66. 249. 93. 182 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadB| ue-D r - Tr ave- 2 dest - r eset 2
182. 52. 206. 206 Thai | and 147.237.77.212 e.dover.idf.il Frk_Under Attack_Con_Tcp drop 2
14.215. 2. 162 Chi na 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 2
109. 67. 107. 17 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
66. 249. 93. 184 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 2
134.147. 203. 115 Cer many 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2
72.69.189. 184 Lhited Sates 147. 237. 76. 147 chi nuch. aka. i df . il JLM Under At tack_Con_Tcp drop 2
183. 32.176. 14 Chi na 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 2
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 2
60. 50. 87. 231 Ml aysi a 147.237.76. 198 e.yohal an.idf.il Bl ock Wp Al Nets drop 2
134.147.203. 115 CGer nany 147.237.76. 147 chi nuch. aka.idf .il Bock Np Al _Net drop 2
183. 60. 48. 25 Chi na 147.237.76. 42 refuah.idf.il JLM Under Attack_Con_Tcp drop 2
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il JLM Under Attack Con Htp drop 2
122. 190. 64. 80 Chi na 147.237. 72. 156 anan.idf.il Frk_Under Attack_Con_Tcp drop 2
210. 66. 66. 114 Tai wan 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 2
8. 37.231. 30 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
134.147.203. 115 CGer nany 147.237.76. 196 e.sviva.idf.il Bock Np Al _Net drop 2
153. 254. 144. 70 Japan 147.237.77.178 e. nat pash. i df .| Inval id TP H ags dr op 1
142. 54. 169. 166 Lhited Sates 147.237.72. 167 ishurimaka idf.il bl ock-sp-traf 1 drop 1
86.178. 131. 38 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
199. 48. 164. 223 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ock Np Al Net drop 1
188. 93. 234. 208 Por t ugal 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
49. 65. 154. 180 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp All Nets drop 1
142.54. 160. 212 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
124.112. 214. 207 Chi na 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
74.91. 28. 61 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1




02-06-2016 to 02-07-2016

|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Pal estinian Territory,

get Address

Site

Sgnature

37.8.122.198 Qecupi ed 147.237.77.216|dover. i df .il Q091: HITP. Access to - adnmin.asp B ock 45
89. 216. 115. 6 147.237.77. 216 |dover . i df . i | gzgj;ar';_in:g g;;g;d ous Uber-Agent (WndowsNT) Wth fg .\ 2
37.8.122. 198 gcf;iig;a” Territory, 1147 237.77. 216 |dover.i df . i1 Q003: HITP: phpM/Admin access B ock 2
89. 216. 115. 8 147.237.77. 216 |dover . i df . i | gzgj;ar';_in:g g;;g;d ous Uber-Agent (WndowsNT) Wth fg .\ 2
37.8.122. 198 glcf;iig;a” Territory, 1147 237.77. 216 |dover. i df . | @23 HITP. adninistrator in UR Pernit 2
181.170. 185. 75 |Argentina 147.237.77. 176 |mat pash. i df . i | Q008: HTTP. Xenu User Agent Bl ock 2
112.175.184.9 |Korea, Republic of 147.237.77.74 |lawidf . il éf:ﬁi om nifngl?tiCE File Lpload Renote Code B ock 2
186. 151. 63. 89 |Quatenal a 147.237.72. 166 [aka. i df . i | Q008: HTTP: Xenu User Agent B ock 2
103.14.234.54 |India 147.237.77.216|dover. i df . il Q008: HTTP: Xenu User Agent B ock 1
45.79.193. 230 147.237.77.216|dover.idf .il Cl04: HITP. Access to - pagei nfo. php B ock 1
208.52.154. 240 [lnited Sates 147.237.77. 216 |dover.i df .|l Q003: HTTP: phpM/Adni n access B ock 1
136. 243. 103. 157|Ger many 147.237.72. 166 [aka. i df . i | Cl06: HITP. naj estic bot B ock 1
85.203.18.169  |Net her| ands 147.237.77.216|dover.idf .il 22280: HITP. Joomha (bj ect |njection Vil nerability B ock 1
186. 151. 63. 89 |Quatenal a 147.237.77. 216 |dover.i df .|l Q008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | C103: HTTP: User Agent Sogou+web+spi der B ock 1
51.254.121.185 [United Ki ngdom 147.237.72. 166 [aka. i df . i | Cl06: HITP. naj estic bot B ock 1
144.76.29. 162  |Ger many 147.237.77.216|dover . i df . i C106: HITP. raj estic bot B ock 1
188.165.15. 75  |France 147.237.72. 156 |aman. i df . i | 228: HTTP. AhrefBot craw er B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf .il Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
60.173.236.84 [China 147.237.77. 216 |dover.i df.il 8479: HTTP. Suspi ci ous HITP Request B ock 1
165. 215. 209. 15 [lhited Sates 147.237.77. 216 |dover. i df . i | 14511: HITP: Wn32/diga Fake User Agent B ock 1
188. 165. 15. 191 |Fance 147.237.77. 226 V\TA:N chamat z. aka. | df @28: HITP. AhrefBot craw er Bl ock 1
109. 253. 133. 40 |l srael 147.237.72. 166 |aka. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
83.130. 109. 130 |l srael 147.237.77.216|dover . i df . il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
93.142.189.206 |Qoatia 147.237.77.216|dover.idf .il Q008: HTTP: Xenu User Agent B ock 1
188. 165. 15. 234 |France 147.237.77. 170 |naar achot . i df . i | (228: HITP. AhrefBot craw er B ock 1
85. 64. 5. 251 I srael 147.237.72. 156 |aman. i df . i | 5141: HTTP. Sgl map HTTP Request B ock 1




02-06-2016 to 02-07-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
66.249.93.241 |147.237.77.176|Wited Sates nat pash. i df .i1 ET SCAN NVAP -sA (2) 190
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 91
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 12
66.249.78.146  |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2)
37.8.122.198  |147.237.77.216 g‘ijcisgiigéa” Territory, | qover. i df. il SERVER- WEBAPP adni nl ogi n access
37.8.122.198  |147.237.77.216 Za:lcis;iie”;a” Territory: Noover. i df il SERVER- WEBAPP adni n. php access 7
201.33.198. 203 |147.237.76.86 |Brazil navy. i df i ET SCAN NVAP -sA (2)
80. 246. 130. 224|147 237 76.30 |1 5r el Hirushi b il ET DC5 Large anount of TCP Zer oWndow - Possible Nkiller2 6
DDos attack
37.8.122.198  |147.237.77.216 gcis;iigéa” Territory. | over i df il SERVER WEBAPP | ogi n. ht m access 4
162. 216. 19. 183 |147.237.77. 216 |Wnited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
108. 45. 93. 68 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN Potential SSH Scan 4
20,177 35. 199|147 237 76.30 1< ael hivmsh i df i | ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 4
DDos attack
85. 65. 100. 83 147. 237.77. 176 |1 srael mat pash. i df .i ET SCAN Potential WNC Scan 5900- 5920 3
59. 45, 79. 117 147. 237. 72. 156 |Chi na anan.idf.il ET SCAN Potential SSH Scan 3
85. 65. 100. 83 147.237. 72. 156 |I srael aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
37.26.146.128 |147.237.0.19 |[lIsrael nadi matal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
176.13.13. 135  [147.237. 77. 233 I srael atal.idf.il ET D5 Large anount of TCP ZeroWndow - Possible Niller2 2
DDos attack
85. 65. 100. 83 147. 237.77. 176 |I srael mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 2
202. 106. 54. 203 |147.237.76.38 |Chi na eeneitav.id.il |GPL SCAN nmap TCP 2
66.249.78.216 |147.237.77.243|Wited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 89 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 2
209. 126. 116. 147|147. 237. 76. 200 |Lhited Sates eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 78. 67 147.237.76.30 |Wited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
219.142.79. 3 147.237.76.38 |Chi na eeneitav.id.il |GPL SCAN nmap TCP 2
66.249. 64.190 |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf il ET SCAN Potential SSH Scan 2
77.127.157. 134 |147.237.76.86 |lsrael navy.idf.il ET SCAN NVAP -sA (2) 2
50. 18.225.195  |147.237.77.216|Wited Sates dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 2
66. 102. 8. 167 147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
77.85.35. 211 147.237.77. 216 |Bil garia dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 2
85. 65. 100. 83 147. 237.77. 176 |I srael mat pash. i df .il ET SCAN Potential VWNC Scan 5800- 5820 2
66.249. 79. 41 147.237.77.170 |Wnited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.78.67  |147.237.77.233|W0ited Sates atal .idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147. 237. 76. 198 |Lhi ted Sates eyonalanidf.il |ET SCAN NVAP -sS wi ndow 1024 2
66. 102. 8. 185 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147. 237. 76. 148 |Lhited Sates gacenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 2
112.175.184.9 [147.237.77.74 |Korea, Repudlic of lawidf.il Tehila - Perl LW wth fake user agent 2
77.126.152.13  |147.237.72. 156 |l srael anan. i of .| ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 2
112.171.173.85 |147.237.8.46 |Korea, Republic of e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
75.159. 188. 149 |147.237. 77. 243 |Canada nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148. 22. 26 147.237. 77. 216 |Li t huani a dover.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76. 201 |Lnited Sates e.atal .idf.il ET DRCP Dshield B ock Listed Source 1
123. 204. 186. 155(147. 237. 76. 30 |Tai wan hi nush. i df i1 ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
91.201.236. 114 [147.237.77.216 |lkrai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
211.215.19. 235 |147.237.76.38 |Korea, Republic of eeneitav.idf.il |ET SCAN Potential SSH Scan 1
183. 61. 143. 147 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1




02-06-2016 to 02-07-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\t”i(;i
104.16.111.57 |[lhited Sates 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1022
104.16.111.57 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout [reject 1009
67.212.89.253 |Canada 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |reject 935
67.212.89. 253 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 934
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 796
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 390
Sreaning Engi ne: TCP i i ssi
46.19.86.26  |Israel 147.237.76. 200 |6i tan. aka. i df .i mng ngine. Invalid segnent retransmssion. | 288
Inval i d Retransmission Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 198
o SWNretransmit wth different .
89.138.208.24 |Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e noni tor ~ |152
46. 19. 86. 68 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 151
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant gzjtlaed tohandie comnection oo [137
54.244.22.103 |tnited Sates 147. 237.77. 233 |atal .i df .i | dr op First packet isn't SN drop 131
S reaning Engi ne: TCP i i ssi
109. 64. 81. 163 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 117
Inval i d Ret ransmissi on Packet dr opped.
. . SWNretransnmit wth different .
85. 250. 109. 244 |l srael 147. 237.76.31 |nakchal .idf.il Bad TCP sequence Wi ndow scal e nonitor  |110
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant Z:’t;ed to handie comection o os
8.37.231.30 Anonymous Proxy |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 86
212.76.127.10 i srael 147.237.77. 233 |atal i df i Bl ock HTTP Non Conpl i ant SZJILEd to handie connection oy por  [g1
. . SWNretransmit wth different .
84.228.7.240 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 78
Sreaning Engi ne: TCP i i ssi
85. 250. 248. 179 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| mng thgi he. Invalid segnent retransmssion. | . 76
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
77.127.209. 155 | srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 72
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.181.21.104 | srael 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 60
Inval i d Retransmissi on Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 66.103. 10 |Israel 147.237.0.19  |nadimatal.idf.il mng Engine: 1 Invalid segnent retransmssion. | 54
Inval i d Ret ransmissi on Packet dr opped.
s SWretransnmit wth different .
79.181. 225. 169 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Wi ndow scal e nonitor |50
Sreaning Engi ne: TCP i i ssi
109. 253. 198. 2001 sr ael 147. 237.77. 243 |mbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. |, 48
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.181. 162. 133 | srael 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 48
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP Invalid segnent retransnission
79.182.148. 106 |Israel 147. 237. 77. 176 |nat pash. i df . i | . C " |dro 48
pas Inval i d Ret ransmissi on Packet dr opped. P
S reaning Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |[147.237.72. 166 [aka.idf.il mng tngine. Invalid segnent retransmssion. | 45
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84. 95. 8. 77 I'sr ael 147.237.0.34 |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. fu . 42
Inval i d Retransmission Packet dropped.
46.32. 212, 187 ga:lcisgi':éa” Territory) 1 47 237.77. 176 |mat pash. i of . i1 dr op First packet isn't SN dr op 42
. . SWNretransmit wth different .
217.132.35. 131 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Vi ndow scal e noni t or 41
212.76.127.10 |israel 147.237.77. 226 ["'" chanatz. aka. 1df |5y ook HTTP Non Conpl i ant SZJILEd to handie connection | ot or (30
2.54. 54, 194 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 37
S reaning Engi ne: TCP i i ssi
84.110. 144. 123 | srael 147.237.76. 200 |ei tan. aka. i of . mng thgine. Invalid segnent retransmssion. fq . 36
Inval i d Retransmission Packet dropped.
93.173.73.136 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo |35
w ndow scal e
Veb Server Enforcenent HTTP Deni
207. 241. 229, 100U ted Sates 147. 237. 72. 166 |aka. i of . i . Veb Servers Sow HITP enial | o |35
Mol ation of Service
54.244.22.103 |tnited Sates 147. 237. 77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 33
Sreaning Engi ne: TCP i i ssi
46.19.86.131  |Israel 147.237.77. 243 |nubi le.i o . i1 mng ngine. Invalid segnent retransmssion. | . 30
Inval i d Retransmission Packet dropped.
185. 130. 5. 207 147. 237. 77. 205 |prisha. i df.il drop SAMrul e drop 30
185. 130. 5. 207 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaning Engi ne: TCP i i ssi
66.249.78.170 |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. |, 30
Inval i d Retransmission Packet dropped.
185. 130. 5. 207 147.237.0.34 [tikshuv.idf.il dr op SMMrul e drop 30
S reaning Engi ne: TCP i i ssi
109. 253. 158. 33 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. | 27
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i Ssi
149.78.161.33 [ srael 147.237.77. 243 |robi | e. i of .| mng tngine. Invalid segnent retransmssion. fu ., 26
Inval i d Retransmission Packet dropped.
149. 88. 82. 47 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 26
Sreaning Engi ne: TCP i i ssi
79.181.226.24 | srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. | 24

Inval i d Retransnissi on

Packet dropped.
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Attacker Address |Attacker Qountry

Target Address

dte

Signature

Fai l ed to handl e connecti on

dat a

195.239.16.53  |Russian Federation [147.237.77.74 |lawidf.il Block HTTP Non Gonpliant |, . nonitor |24
Sreaning Engi ne: TCP i i ssi

5.22.130.241  |Israel 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 24
Inval i d Ret ransmission Packet dropped.

62.19.59. 171 Italy 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 24
S reaning Engi ne: TCP i i ssi

66.249.78.245 |United Qates 147.237.76. 200 |6i tan. aka. i df .i mng ngine. Invalid segnent retransmssion. | . 24
Inval i d Retransmission Packet dr opped.

. . s ; Fail ed to handl e connection .
195.239.16.40 |Russian Federation |147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant noni tor |24
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
2.54.48. 101 I srael 147.237.0.19 |nadimatal .idf.i [0 MY of the Sane Response Code (404) in Session from g 0\ 477
2.54.48.101
37.8.122. 198 z'cf;iig;a” Territory, 1147 237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from37.8.122. 198 B ock 372
176.13.9. 41 I srael 147.237.0.19 |nadi matal .idf.i 1(7)?5 '\g%jlthe Sane Response (bde (404) in Session from g 320
109. 253. 132. 202|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 260
176.13.20. 146  |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 252
109. 67. 145. 48  |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 246
109. 65. 32. 198  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 229
2.54.48.101  [israel 147.237.0.19  [madi matal i df i [J00, G0 1ay | e Toponse ode (409) T Session from g ooy 228
109. 66.103. 10 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 222
176. 228. 130. 143|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 179
77.126. 255. 224 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 179
46. 19. 85. 222 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 178
109. 67. 113. 128 |l srael 147.237.0.19 |nadimatal .idf.i Igg_'\:?ylf; tlgg Sane Response (bde (404) 1n Session from g 176
77.126. 255. 224 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 161
176.13.9. 41 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 160
109. 67.188. 73 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 153
84.109. 240.42 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 147
176.13.20.146 |l srael 147.237.0.19 |nadimatal .idf.i B‘é '\g?yz(;’_flzge Sane Response (ode (403) in Session from g 147
109. 253. 132. 202|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 138
212.179.21. 194 |israel 147.237.0.34 |tikshuv.idf.il Zicz’_'\f;rg ;i tlgi Sane Response (bde (404) in Session from g 138
109. 67.113. 128 |Israel 147.237.0.19 |nadimatal . i df.i|Dstributed Suspicious Response Qode B ock 122
176.13.20. 146  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 121
109. 66. 103. 10 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 112
2.54. 48. 101 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 111
109.67.188.73 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
109. 253. 209. 173]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 107
109. 65. 32. 198 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 107
176. 228. 130. 143|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
176.13.9. 41 I srael 147.237.0.19 |nadimatal .idf.i E‘é '\g_“;_(jlthe Sane Response (bde (403) in Session from g 107
37.8.122.198 gjceusgii::ja” Territory, 1147, 237.77. 216 |dover. i df . i | Mil tipl e Admn B ocking from37.8.122. 198 B ock 105
185. 120. 125. 6 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 104
185. 32.179. 227 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 104
37.142.239.157 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 103
37.8.122. 198 gcf;iig;a” Territory, 1147 237.77. 216 |dover. i df . i | Distributed PP At enpt Bl ock 98
84.108. 249. 133 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 97
109. 67.215.42 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 95
46. 19. 85. 222 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 94
37.26.146.128 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 93
84.109. 240. 42  |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 92
37.26.146.189 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 92
37.26.146.128 | srael 147.237.0.19 |nadi matal .idf.i ;(;?zhg.’nlaglége Sane Response (bde (404) in Session from g 92
213.151.32.163 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 88
87.71.1.45 I'srael 147.237.0.34 [tikshuv.idf.i] [fo° 0V O the Sane Fesponse Code (404) fn Session from g ooy 81
31.154.22.122 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 79
46.121.97.91 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 79
109. 67.215.42 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
37.26.146. 144 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 74
46.19.85. 74 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 74
31.154.22.122 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 71
213.151.32.163 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 69
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