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01-28-2016 to 01-29-2016

|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site ‘Signature

66. 249. 78. 254 I srael 147. 237.72. 166 aka.idf.il :;]; handshake violation, first packet mot . 3211
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 1667
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 1052
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 662
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 511
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 407
81.218. 241. 25 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 89
46.19. 85. 140 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 71
109. 67. 179. 166 | srael 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 30
77.125. 96. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 18
185. 32. 179. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
31.223.191. 72 gcis;ilgéan Territory, 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
46. 19. 86. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock UWp Al _Nets drop 11
2.54. 135. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 9
82.132. 223. 85 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 9
109. 67. 179. 166 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 9
87. 68. 154. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
109. 66. 55. 173 | srael 147.237.77. 216 dover.idf.il B ock UWp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 6
109. 66. 55. 173 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 6
212.199.182. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.176. 58. 6 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 4
185. 120. 126. 37 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
173.252. 112. 102 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 0. 100. 226 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 64. 23. 204 | srael 147.237.0. 19 nadi matal.idf.il|Bock Wp All _Nets drop 3
31. 168. 146. 45 | srael 147.237.72. 156 aman.idf.il B ock_UWp Al _Nets drop 3
81. 218. 56. 245 | srael 147.237.72. 167 i shurimaka.idf.i|B ock_Udp Al _Nets drop 3
109. 64. 23. 204 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
81.218.151. 130 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
149.78. 47. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
192.118. 132. 185 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
79.183. 131. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
109. 64. 23. 204 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
37.142.182.119 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82. 166. 20. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
81.218. 206. 82 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3
207. 46. 13. 163 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 176 test.ncore.idf.il|JLM Under Attack Con Tcp dr op 2
60. 169. 79. 173 Chi na 147.237.76. 201 eatal.idf.il JLM Under Attack Con Tcp drop 2
115. 239. 228. 10 Chi na 147.237.76. 202 e halag.idf.il JLM Under _Attack Con Htp drop 2




01-28-2016 to 01-29-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site ‘S gnat ure Devi ce Action |Count |
159. 253. 145. 150 |Lhited Sates 147.237.76.86 |navy.idf.il Q095: Suspi ci ous Addresses MFA Per it 23
159. 253. 145. 150 [Lhited Sates 147.237.77.216 |dover.idf.il Q095: Suspi ci ous Addresses MFA Per it 14
104. 236. 201. 28 147.237.72.166 |aka.idf.il Q025: HITP. access to adnministrator/index. php -> Quarantine |B ock 12
202. 69. 240. 159 |Hong Kong 147.237.77.74 |lawidf.il 22280: HITP. Joonha (hject Injection Wil nerability B ock 4
202.69.240.159 |Hong Kong 147.237.77.170 |maarachot . i df.il |22280: HITP. Joonha @bj ect Injection Vul nerability B ock 4
202. 69. 240. 192 [Hong Kong 147.237.77.74 [lawidf.il 22280: HTTP. Joomha (bj ect Injection Wil nerability Bl ock 4
199, 255. 210. 41  |Anonynous Proxy [147.237.77.74 |lawidf.il 22280: HITP. Joonmha (hject Injection Wil nerability B ock 4
159. 253. 145. 150 [Lhited Sates 147.237.77.170 |maarachot . i df.il |Q95: Suspicious Addresses MFA Per it 2
212.225.165.62 |[ain 147.237.77. 176 |mat pash.idf.il Q008: HITP: Xenu User Agent B ock 2
94.76.13. 228 Bahrai n 147.237.0.34 |tikshuv.idf.il |[CL07: DDCS Spoofed HTTP Packets B ock 2
217.80.196. 237 |Ger many 147.237.77.216 |dover.idf.il Cl06: HITP. naj estic bot B ock 1
71.13.87.122 Lhited Sates 147.237.77.216 |dover.idf.il Cl06: HTTP. maj estic bot B ock 1
188. 165. 15. 210  |France 147.237.77.234 |hal ag.idf.il C228: HITP.  AhrefBot crawi er B ock 1
46.119.121. 146 |kraine 147.237.76.200 |eitan. aka.idf.il |25 HITP. access to adninistrator/index. php -> Quarantine |B ock 1
188. 165. 15. 15 France 147.237.76.86 |navy.idf.il (228: HITP. AhrefBot craw er B ock 1
123. 149. 205. 53 [China 147.237.72.166 |aka.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
78.165.93.125  [Turkey 147.237.77.74 |(lawidf.il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
5.9.73.227 Ger many 147.237.77.216 |dover.idf.il Cl06: HTTP. maj estic bot B ock 1
192. 240. 106. 106 |Lhited Sates 147.237.76.86 |navy.idf.il 0543: HTTP. php.cgi Access B ock 1
106. 38. 241. 106  [Chi na 147.237.77.233 |atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 48. 154 United Kingdom |[147.237.77.216 |dover.idf.il Cl06: HTTP. maj estic bot B ock 1
188.165.15.66  |France 147.237.72.156 |anan. i df.il 228: HITP. AhrefBot craw er B ock 1
149. 255. 59. 146 |United Ki ngdom |147.237.77.216 |dover.idf.il Cl06: HITP. naj estic bot B ock 1
83.136.249.162 |Uhited Kingdom [147.237.77.176 |natpash.idf.il |22280: HITP. Joomha Chject Injection Wil nerability B ock 1
5.9.111.70 Ger many 147.237.72.166 |aka.idf.il Cl06: HITP. majestic bot B ock 1
192. 240. 106. 106 |Lhited Sates 147.237.77.216 |dover.idf.il 0543: HTTP. php.cgi Access B ock 1
106. 120. 173. 127 |Chi na 147.237.77.216 |dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
51.255.194.33 |United Kingdom |[147.237.77.216 |dover.idf.il Cl06: HITP. majestic bot B ock 1
188. 165. 15. 121  |France 147.237.72.156 |anan.idf.il 28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 128 Italy 147.237.0. 34 tikshuv.idf.il (228: HITP. AhrefBot craw er B ock 1
94.76. 10. 91 Bahrai n 147.237.77.19 |lawforumidf.il [CLO7: DDCS Spoof ed HTTP Packets B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il13840: TLS QpenSSL Heartbeat Packet B ock 1
37.229.252.191 [lkraine 147.237.77.74 [lawidf.il Q008: HTTP: Xenu User Agent Bl ock 1
171.8.152.200 |China 147.237.72.166 |aka.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
108. 59. 8. 80 Lhited Sates 147.237.77.233 |atal .idf.il Cl06: HITP. naj estic bot B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
188. 165. 15. 193  |France 147.237.77. 170 |naar achot . i df . i| |28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 142 Italy 147.237.72.166 |aka.idf.il 28: HITP.  AhrefBot craw er B ock 1
46.119.121. 146 |Wkrai ne 147.237.72.166 |aka.idf.il Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
188.165.15.13  |France 147.237.76.31 |nakchal .idf.il |28 HITP. AhrefBot craw er B ock 1
123.126. 113. 154 [Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




01-28-2016 to 01-29-2016

|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 69
46.19.85.128 |147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 48
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 33
104. 236. 201. 28 [147. 237. 72. 166 akaidf.il Tehila - Perl LWP with fake user agent 11
66.249.81.201 |147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 10
37.26.148.224 |147.237.0.19 |[Israel nedi matal .idf.il ET SCAN Possible S Brute Force attack or Ste Qaw
66.249. 78.254 [147.237.72.166 [lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)
66. 249. 78. 2 147.237.72. 166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)
12 109. 57 207 |147. 237 76. 30 |15 ael b rsh i | ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Niller2 DDos
attack
66.249.64.92 [147.237.77.170|thited Sates |mmarachot.idf.il ET SCAN NVAP -sA (2)
172.58.224.73 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2)
66.249.78. 159 |147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2)
61.149. 161. 186 [147. 237. 76. 147 [Chi na chi nuch. aka. i df . i1 G°PL SCAN nmap TCP
59.45.79.117  |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan
66.249. 78. 157 |147.237.76. 147 [Lhited Sates |chi nuch. aka.idf.il ET SCAN NVAP -sA (2)
93.172.43.16  [147.237.72. 166 | srael aka.idf.il ET SCAN NVAP -sA (2)
59.45.79.117 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan
66.249. 78. 146 |147.237.72.166 [Lhited Sates |aka idf.il ET SCAN NVAP -sA (2)
59.45.79.117 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan
193. 201. 227. 10 |147. 237. 77. 205 |kr ai ne prisha.idf.il ET SCAN Potential SSH Scan
81.21.67.189 |147.237.77.216 z‘i;;gom dover.idf.il Tehila - Perl LWP wth fake user agent
66.249.78.97  [147.237.77.170|thited Sates |maarachot.idf.il ET SCAN NVAP -sA (2)
183.60.48.25  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920
94.76. 14. 46 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024
59.45.79.117  [147.237.77. 170 |Chi na maar achot . i df .i | ET SCAN Potential SSH Scan
84.108.98. 134 (147.237.72. 156 |l srael anan. i df . il ET SCAN NVAP -sA (2)
66.249.78.44  [147.237.72.166|hited Sates |akaidf.il ET SCAN NVAP -sA (2)
94.76.11. 99 147.237.0.34 |mhrain ti kshuv.idf.il ET SCAN NVAP -sS wi ndow 1024
66.249. 64. 102 [147.237.77.170|Wited Sates |nmmarachot.idf.il ET SCAN NVAP -sA (2)

SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

192.115.67.2  [147.237.72. 166 |l srael aka.idf.il . .

deni al of service attenpt
193. 201. 227. 10 |147.237.8.50 |krai ne e.tikshuv.idf.il ET SCAN Potential SSH Scan
59.45.79.117  [147.237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan
66.249. 78. 153 |147.237.72.166 |Lhited Sates [aka idf.il ET SCAN NVAP -sA (2)
81.218.241.25 (147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan
66.249.78. 111 |147.237.77.170(lhited Sates |maarachot.idf.il ET SCAN NVAP -sA (2)
59.45.79.117 |147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan
66.249.78.96 |147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2)
59.45.79.117  [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan
66.249.78.67 |147.237.76.30 [Lhited Sates |himush.idf.il ET SCAN NVAP -sA (2)
66.249.78.15 |147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2)
193. 201. 227. 10 [147. 237.76. 39 |lkrai ne nobi le.neitav.idf.il [ET SCAN Potential SSH Scan
66.249.93.29 |147.237.72.166|lhited Sates [aka idf.il ET SCAN NVAP -sA (2)
66.249. 73.206 [147.237.77.170|Uited Sates |mmarachot.idf.il ET SCAN NVAP -sA (2)
218.246.0.97 |147.237.72. 156 |Chi na aman. i df.il ET SCAN NVAP -sS wi ndow 1024
40.122.124.70 |147.237.77.216|lhited Sates |[dover.idf.il ET SCAN Potential SSH Scan
108.4.143.45 [147.237.72.166 |Wited Sates |akaidf.il portscan: TCP O stributed Portscan
88.249.106. 23 |147.237.77.74 |Turkey lawidf.il ET SCAN NMAP -sS wi ndow 1024
207.232. 46. 170 (147. 237. 77. 216 || srael dover . i df.il portscan: TCP Distributed Portscan
66.249.81.198 |147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2)

RPIRIRPIRPIRPIERININININININININININININININL N ININININININININTE DN INININININININININININ D Moo

185.56.82.22 [147.237.0.35 [Netherlands akavs. i df . il ET SCAN Potential VWNC Scan 5900- 5920
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i f .| dr op SMrule drop 627
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 423
Pal esti ni an s -
188. 161. 48. 127 Territory, CGeeup ed 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SWN drop 255
212.76.127.10 | srael 147.237.77. 233 |atal i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie comnection | onivor 105
reamn ine: T i i ssi
5.22.129.251  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid segnent retransmssion. | 174
Inval i d Retransnission Packet dropped.
81. 218. 241. 25 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 159
i S reaning Engi ne: TCP i i sSi
2 54.162. 93 | srael 147. 237. 77. 226 VW\W chanat z. aka. i df : g g _ . Inval i d segnent retransnission. drop 144
il Inval i d Retransmi ssi on Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant Ez't;ed to handie comnection | oo [11s
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 115
212.76.127.219 | srael 147.237.77. 233 |atal i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie comnection | oivor 114
50.118. 162. 210 |Whited Sates 147.237.0.34  |tikshuv.idf.il drop First packet ismt SWN drop 102
94.76.10.201  |Rahrain 147.237.76.44 |e.refuah.idf.il Geo-l ocation enforcement  |C20;!ocation inbound drop 94
enf or cenent
. o . Fail ed to handl e connection .
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Block HTTP Non Conpliant |, - monitor |91
Sreaning Engi ne: TCP i i ssi
2.52.60.242  |israel 147. 237. 76. 147 |chi nuch. aka. i of . i mng tngine: 1 Invalid segnent retransmssion. |, 87
Inval i d Retransmission Packet dropped.
84.95.134.199 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWNretransmt wth different oo |7g
T ) ) s T a wi ndow scal e
ream n ine: T i i ssi
176.13.5.169  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 66
Inval i d Retransmnission Packet dropped.
Pal esti ni an S L
5.34.160. 178 Territory, Goeup ed 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 64
212.76.127.219 |israel 147.237.76.30 |ni mush. i df il Bl ock HTTP Non Conpl i ant Ez't;ed to handie connection | pnivor |60
S reaning Engi ne: TCP i i ssi
62.90.193.203 | srael 147. 237. 72. 167 |i shuri maka. i of . i mng tngine: ! Invalid segnent retransmssion. | 60
Inval i d Retransmission Packet dropped.
54.244.22.103 |Whited Sates 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 56
Pal esti ni an e .
176.56.77.78 [ N cupied 147 237- 7. 216 [dover i f i1 Bad TCP sequence monitor |53
84.228.245.88 |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SNretransmt wih different | onivor  lag
w ndow scal e
13.21.125.9 United Kingdom  |147.237.77.226 V“i"‘l""‘Cha”atz'aka"df drop First packet ismt SN drop 48
79.182.64.11  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SNretransmt wih different | oo a7
w ndow scal e
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 46
213.34.206.38  |Kuvait 147. 237. 77. 176 |mat pash. i df . i | drop First packet ismt SWN drop 43
Sreaning Engi ne: TCP i i ssi
176.13.2.0 I'srael 147.237.77. 243 |nobi le.i o . i1 mng tngine: 1 Invalid segnent retransmssion. |, 42
Inval i d Retransmission Packet dropped.
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie comnection | o iior fan
176.13.21.8 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |40
212.76.127. 44 |israel 147.237.77. 233 |atal i df . Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection o vor a0
. . SWNretransnmit wth different .
85. 250. 159. 179 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow Seal monitor (39
94.76.14.202  |Rahrain 147.237.77.19 |lawforumidf.il dr op SMrule drop 38
S reaning Engi ne: TCP i i ssi
213.57.178.72  |israel 147. 237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. f 38
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
85.65.111.84  |israel 147.237.72. 167 |i shuri maka. i of . i mng Engine. Invalid segnent retransmssion. | ., 36
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
176.13.10.186 | srael 147. 237. 77. 243 |nobi | e. i of . | mng Ehgihe. Invalid segnent retransmssion. | . 36
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 253. 203. 1531 sr ael 147. 237.77. 243 |mbi l e. i f . i1 mng tngine: Invalid segnent retransmssion. | 36
Inval i d Retransmission Packet dropped.
79.177.16.23  [israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different o, ;o (33
w ndow scal e
176.58.77.73  |Aestinan 10 537 77216 |dover. i df i SYN At tack SYN -> SYN-ACK -> Tineout [reject 33
Territory, Qcupi ed
S reaning Engi ne: TCP i i ssi
2.52.0.105 I'srael 147.237.0.34  |tikshw.idf.il mng tngine: 1 Invalid segnent retransmssion. |, 33
Inval i d Retransmission Packet dropped.
. . SYNretransmt wth different .
77.125.97.9 | srael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 32
190. 247. 171. 130|Argenti na 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant g;;ed to handie comnection | o fag
31.154.150.95 |Israel 147.237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |reject 31
o SYN+tACXK retransmt wth .
31.154.150.95 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence St erent. vi ndon scal o monitor |31
82.166.97.26  |Israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence SNretransmt with different o, ;o [a1
w ndow scal e
188.161. 48, 127 |FAestinan 147 537 77,176 |natpash.i o i SYN At tack SYN -> SYN-ACK -> Tineout [reject 31
Territory, Qcupi ed
54.244.22.103 |Whited Sates 147.237.77. 176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 31
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature
Sreaning Engi ne: TCP i i ssi

46.121.123.18 |israel 147. 237.77. 243 |nubi l e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 30
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi

89.138.171.77 |israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 30
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi

185. 120. 125. 55 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 30
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

176.13.13.167 | srael 147.237. 72. 166 |aka. i df . i mng Ehgine. Invalid segnent retransmssion. | ., 30
Inval i d Retransmission Packet dropped.




01-28-2016 to 01-29-2016

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Sgnature Acti on ‘Count
87.69.207.136 | srael 147.237.0.19 [madi matal . i df . i ;‘;?Q:nzyo;flége Sane Response Code (404) in Session from Bl ock 631
84.109. 51. 47 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 396
37.26.148.224 |israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 382
84.109. 51. 47 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 351
2.54.183. 196 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 316
87.69.207.136 | srael 147.237.0.19 |madi matal .i df. i gg?ehgzyo;flége Sane Response Code (403) in Session from B ock 304
79.181.184.46 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 300
176.13.17. 20 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 225
2.52.164. 207 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 215
79.176.53.235 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 204
176.13.22.233 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 189
46. 19. 86. 224 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 171
185.32.179.99 |[lIsrael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Code B ock 167
109. 253. 150. 71 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 166
37.26.148.224 | srael 147.237.0.19 |madi matal . i df . i ;‘;?2'\:?4&;29 Sane Response Cbde (403) in Session from Bl ock 159
185.32.179. 99 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 158
31.168. 115. 178 |l srael 147.237.0.19 |madi matal .i df. i ;(1’?1'\6";3’110; tlgg Sane Response Code (404) in Session from B ock 158
216.72.40.185 |[Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 152
213.151.32. 163 |Israel 147.237.0.19 |madi matal . i df. i ;‘ig'ﬁnly ??; tlgg Sane Response Code (404) in Session from B ock 149
109. 253. 157. 2381 srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response (ode B ock 139
109. 253. 214. 162|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 128
46. 19. 86. 221 I srael 147.237.0.19 |madimatal . i df.i|Dstributed Suspicious Response Gode Bl ock 126
37.26.148.224 |lIsrael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response (ode B ock 126
213.151.32.163 |[Israel 147.237.0.19 |madi matal . i df . i |Suspi ci ous Response Code B ock 122
87.69.207.136 |l srael 147.237.0.19 |madimatal . i df.i|Dstributed Suspicious Response Gode Bl ock 122
176.13.13.120 |Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response (ode B ock 119
2.52.3.52 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 117
46. 19. 86. 224 I srael 147.237.0.19 |madimatal . i df.i|Dstributed Suspicious Response Gode Bl ock 114
46. 19. 86. 243 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response (ode B ock 114
79.181.184.46 | srael 147.237.0.19 [madi matal .idf. i ;g‘_)l'\g?ylg_ ;ge Sane Response Qode (403) in Session from Bl ock 113
2.52.164. 207 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response ode B ock 113
79.176.53.235 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Code B ock 111
80. 246. 136. 111 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 111
2.54.183. 196 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response ode B ock 110
31.168.115. 178 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Code B ock 107
109. 253. 150. 71 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 107
2.52.3.52 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 106
2.54.183. 196 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 105
109. 253. 199. 158l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
79.181.184.46 |lsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
79.177.9.111 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
192.117. 101. 230|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 100
176.13.13.120 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 100
109. 253. 194. 127|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 98
2.52.23. 201 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 98
79.179.107.15 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response (ode B ock 96
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 96
109. 253.131. 11 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 92
46. 19. 86. 246 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 90
109. 253. 214. 162|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
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