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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Address

Signature

Attacker ‘Target

Country

167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 89488
66. 249. 78. 146 I srael 147.237.72.166  |akaich.il o handshake violation first packet not g 6417
66. 249. 78. 254 I srael 147.237.72. 166 aka.idf.il Z;]: handshake viol ation, first packet mot |, 5327
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 2109
66. 249. 78. 2 I'sr ael 147.237.72.166  |aka idf.il I;]; handshake viol ation, first packet mot |, 1034
192. 118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 725
66. 249. 69. 93 I srael 147. 237.72. 166 aka.idf.il :;]; handshake viol ation, first packet mot |, 556
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 503
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 298
84. 228. 220. 53 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 109
81. 218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 95
172.56. 34. 44 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
79.181.189. 187 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 23
79.181.189. 187 | srael 147.237.0. 34 tikshuv.idf.il B ock Up Al Nets drop 18
79.181. 189. 187 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 18
82. 145. 209. 106 Eur ope 147.237. 76. 86 navy.idf.il B ock |p Vb In drop 14
79.182. 147. 27 | srael 147.237.72. 156 anan.idf.il B ock Wp Al _Nets drop 12
79.182. 147. 27 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 12
62.219. 224, 61 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 12
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
82.145. 211. 94 Eur ope 147.237.76. 42 refuah.idf.il B ock |p VWb In drop 7
79.181. 189. 121 I srael 147. 237.72. 156 anan. i df il Bl ock Udp All Nets drop 6
79.179. 100. 30 | srael 147.237.72. 156 aman.idf.il B ock_ UWp Al _Nets drop 6
79.178.11. 107 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 6
78.243.56. 172 France 147.237.76. 199 e. nakchal .idf.il B ock_Udp Al _Nets dr op 4
157.55.81.9 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
77.37.221. 223 Russi an Feder ati on 147. 237.76. 86 navy. i df . il JLMPurple Gon_Linit Htp drop 3
37.26.146. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il B ock_ UWp Al _Nets drop 3
109. 66. 204. 68 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3
147. 236. 238. 250 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
222.186. 30. 233 Chi na 147.237.76. 196 e.sviva.idf.il JIMPurple Gon Limt Htp drop 3
109. 64. 67. 57 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

79. 180. 210. 227 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
79.177.194. 230 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 3
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il B ock_Wp Al _Nets drop 3
109. 64. 164. 194 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
141.0.14.73 Eur ope 147.237. 76. 86 navy.idf.il JIMPurple Gon Limt Htp drop 3
31.168. 240. 21 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
222.186. 56. 42 Chi na 147.237.76.176 test.ncore.idf.il JLM Under Attack Con_Tcp drop 2
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock_ UWp Al _Nets drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
183. 60. 48. 25 Chi na 147.237. 76. 38 eeneitav.idf.il JLM Under _Attack_Con_Tcp dr op 2
141.0.14.73 Eur ope 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
1.93.8.86 Chi na 147.237.0.17 Imny' kosher-kravi . 1df.1 1c\ \nder Attack_Con_Tep drop 2
222.186. 15. 95 Chi na 147.237.0. 33 idf.il Frk_Under _Attack _Con_Tcp drop 2
197. 160. 86. 140 Egypt 147.237.77. 216 dover.idf.il SYN Hood out of context dr op 2

8. 37.226. 216 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
77.37.221.223 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2

8. 37.224. 63 Anonynous Proxy 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2




01-04-2016 to 01-05-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry get Address |Site Sgnature

126. 61.247.3 Japan 147.237.77. 216 |dover.idf . il Cl000108: HTTP. Trying to | ocate existing FQkeditor B ock 70
126. 61. 247.3 Japan 147.237.77.216|dover.idf .il 0854: HTTP. upl oad* Access B ock 24
185. 130. 5. 224 147.237.77.216|dover . i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 4
185. 130. 5. 224 147.237.76.39 |nobile.neitav.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 3
185. 130. 5. 224 147.237.77.235|sviva.i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 2
185. 130. 5. 224 147. 237. 76. 147 |chi nuch. aka. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 2
185. 130. 5. 224 147.237.76.31 |nakchal .idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 2
185. 130. 5. 224 147.237.76.200(ei tan. aka. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 2
121. 103. 168. 195 |Japan 147.237.77.216|dover . i df . i | Q008: HTTP: Xenu User Agent B ock 2
37.26.148.245 |[Israel 147.237.77. 176 |mat pash. i df . i | 14170: HITP. B ank User-Agent (descriptor but no string) B ock 2
185. 130. 5. 224 147.237.76.86 |navy.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 2
62.212.73.211 |Netherl ands 147.237.72. 166 |aka. i df . i | C1000106: HITP: naj estic bot B ock 1
185. 130. 5. 224 147.237.0.34 |tikshuv.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
115. 124. 106. 226|India 147.237.77.216|dover.idf .i | 22280: HITP. Joonmha (bj ect Injection Vil nerability B ock 1
185. 130. 5. 224 147.237.77. 205 |prisha.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 32. 179. 243 |Israel 147.237.72. 166 [aka. i df . i | 13840: TLS. (penSSL Heartbeat Packet B ock 1
198. 20. 69. 74 Lhited Sates [147.237.76.199|e. nakchal .idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
80. 246. 139. 187 |l srael 147.237.0.19 |nadimatal .idf.il 13840: TLS: QpenSSL Heartbeat Packet B ock 1
185. 130. 5. 224 147.237.72. 156 [anan. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.0.15 |kosher-kravi.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
198. 20. 69. 74 Lhited Sates |147.237.77.179|e. nazi .idf . il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
82.221.105. 6 I cel and 147.237.76.176|test . ncore.idf . il 13840: TLS. (penSSL Heartbeat Packet B ock 1
185. 130. 5. 224 147.237.77.19 [lawforumidf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.72. 166 |aka. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 1
123.126.113. 80 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
185. 130. 5. 224 147.237.77.226 :NNN chanat z. aka. i df . i 16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.0. 17 n: ITTY' kosher - kravi . i df 16634: HITP:. Apache HITP Server nod_status Request Bl ock 1
89. 216. 115. 6 147.237.77. 216 |dover . i df . i | gs;ii;rgr;az‘sm cious ser-Agent (WndowsND) Wth No g 1
185. 130. 5. 224 147.237.77.74 [lawidf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.72.167|i shuri maka. i df . il 16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
185. 130. 5. 224 147.237.77.234|hal ag. i df . i | 16634: HITP. Apache HITP Server nod_status Request B ock

51. 255. 36. 86 LK!iﬂr:gegom 147.237.77. 216 |dover.i df .i | C1000106: HTTP:. naj estic bot Bl ock 1
185. 130. 5. 224 147.237.0.19 |nadimatal .idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
91.121.112. 142 |France 147.237.72. 166 [aka. i df . i | C1000106: HTTP:. naj estic bot B ock 1
185. 130. 5. 224 147.237.77. 176 |mat pash. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.30 |hinush.idf.il 16634: HTTP. Apache HTTP Server nod_status Request B ock 1




01-04-2016 to 01-05-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 67
80. 246. 133. 204 [147.237.76.30 |Israel hi nush. i df . i | ET DCB Large amount of TGP ZeroWndow - Possible N ller2 17
DDos attack
80. 246. 130. 132 |147. 237 76.30 |15 el i rushL i | ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 8
DDos attack
2.52.154. 196 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 5
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
52. 48. 64. 233 147.237.77. 176 |Lhited Sates mat pash. i df .i | Tehila - Perl LWP with fake user agent 4
185. 32.179. 233 |147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 3
185. 130. 5. 224  |147.237.8.50 e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 3
94.20.219.161 |147.237.0.15 |Azerbaijan kosher-kravi . i df . il ET SCAN Potential SSH Scan 2
109. 253. 193. 204|147. 237. 72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
66.249.93. 145 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
185.130. 5. 224  |147.237.77. 235 svivaidf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249. 78.146  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
222.186.56.42 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 2
209. 126. 116. 147(147. 237. 76. 42 |Wited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 2
94.20.219.161 |147.237.76. 147 |Azerbai j an chi nuch. aka. i df . i ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 2
93.174.93.203 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 2
109. 253. 193. 204|147. 237. 72. 166 [l srael aka.idf.il I NDI CATOR- SCAN nyscan 2
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
62. 75. 236. 76 147. 237. 77. 205 |Ger many prishaidf.il ET SCAN NVAP -sS w ndow 1024 2
66.249.93. 142 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
185.130.5.224 |147.237.77.234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 2
190. 155. 138. 112|147. 237. 76. 86 |Ecuador navy. i df .il ET SCAN NVAP -sA (2) 2
66.249.74.80  |147.237.76.30 |Wited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
66.249. 64. 159  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sSA (2) 2
64.233.172. 155 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
218.77.79.38 147.237.77.19 |China law forumidf.il ET SCAN Rapi d PCP3: Qonnecti ons - Possi bl e Brute Force 1
Attack
79.182.192. 249 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
192.186.95. 178 |147.237.0.34 |Canada tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 |147.237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
12.139.41.189 |147.237.77.235|lhited Sates sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 65. 44 147, 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.108. 116. 143 |147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
207.232.28. 187 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
62. 210. 245. 2 147.237.0.17 |Fance mny-kosher-kravi .idf.il PCLI Cr- OTHER Adobe Col dFusi on adnin interface access 1
at t enpt
185. 120. 126. 73 |147.237.77. 216 dover.idf.il portscan: TCQP D stributed Portscan 1
46.19. 85. 52 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
131.109. 15. 15 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
46.121.121. 167 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
164.138.117. 39 |147.237.72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
2.54.37.52 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
94.230.84.19  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
61.240. 144. 64 |147.237.76.30 |China hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
180. 153. 104. 125|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184.105. 115 [147.237. 76, 147 [ XSS &1 chinuch. aka. i df . ET SCAN Potential SSH Scan 1

Federati on
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|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address |Ste Signature Acti on

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 634

136. 173. 162. 129|Bel gi um 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 248

46.19. 86. 229 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 197
Sreaning Engine: TCP Invalid i i ssi

109. 66. 191. 202 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. drop 186
Ret r ansni ssi on Packet dropped.

94.159. 156. 135 |l srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 185

80. 246. 130. 180 I srael 147.237.76.42 |refushicf.il  |[Bad TCP sequence SN retransnit with different moni tor  [175

w ndow scal e

212.199. 154. 194|l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 171
Sreaning Engine: TQP Invalid i i ssi

2.54.61.76 I'sr ael 147. 237.77. 243 |nobi le.i df .1 9 =9 Invalid segnent retransmssion. |, 159
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.146.142 | srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Invalid segnent retransmssion. |, 144
Ret r ansni ssi on Packet dropped.

8. 37.225. 18 g”;(’;ymus 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 119

. . SWNretransmit wth different .
80.179.37.165 |lsrael 147.237.77. 170 |marachot . i of .il [Bad TCP sequence Vi ndow scal e noni t or 114
8. 37.225. 18 é{”&’;ym’“s 147.237.77. 216 |dover. i df .i drop First packet isn't SIN drop 113

. . SWNretransmit wth different .
132.74.56.194 |Israel 147.237.77. 170 |marachot . i of .il [Bad TCP sequence Vi ndow scal e noni t or 109
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 106
193.105.199.1 [Israel 147.237.77. 170 |nsarachot . i f .il |Bad TCP sequence S retransmt with different monitor  [103

w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 64. 196. 198 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 96
Ret r ansmi ssi on Packet dr opped.
31.168.23.179 |Israel 147.237.77. 176 [matpash.idf.il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni tor 88
8.37.237.35 Lhited Sates |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 87
91.207.90.206 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransmt wth different monitor |81
w ndow scal e
8.37.226. 216 g”;(’;ymus 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 79
8. 37. 226. 217 é{”&’;ym’“s 147.237.77. 216 |dover. i df .i | drop First packet isn't SIN drop 79
8.37.226. 217 g”;(’;ymus 147. 237. 77. 216 |dover . i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 74
109. 64.189. 134 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |72
w ndow scal e
. . SWNretransmit wth different .
79.178.117.69 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 72
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 71
109. 64. 149. 185 |Israel 147.237.77. 170 |nsarachot . i f .il |Bad TCP sequence S retransmt with different monitor |70
w ndow scal e
s SN retransmit wth different .
80. 246. 133. 132 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |69
Sreaning Engine: TCP Invalid i i ssi
37.26.148.142 |Israel 147. 237. 77. 243 |robi | e. i of . i | g =g nvalid segnent retransmssion. drop 66
Ret r ansni ssi on Packet dropped.

e SN retransmit wth different .
132.74.58.46  |Israel 147.237.77. 170 |n@arachot .i df .i| |Bad TCP sequence wi ndow scal e monitor |62
8.37.224.130 g”&;ymus 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 61
8.37.224. 130 g”;(’;ym’us 147. 237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 56
37.26. 149. 180 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op First packet isn't SN drop 55
212.76.127.10 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 54
46.19.86. 1 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 54
158.69.52.102 |lLhited Sates [147.237.77.216 |dover.idf.il dr op SAMrule drop 53
158.69.52.102 |Lhited Sates [147.237.72.166 |aka.idf.il dr op SAMrule drop 53
84.111.37.230 | srael 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with di fferent monitor |48

w ndow scal e
66.249.81.175 |United Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 48
Sreanming Engine: TCP Invalid i i ssi
95.35.207.31  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransnission. drop 48
Ret r ansmi ssi on Packet dr opped.
107.167.109.9 |Uited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 46
Sreanmng Engine: TCP Invalid i i ssi
192.117.105. 73 |Israel 147. 237.76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 45
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
2.54.22.50 I'sral 147.237.0.19  |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 42
Ret ransm ssi on Packet dropped.
2.54.2.215 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 42
149.78.138.192 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |40
w ndow scal e
. . SWNretransmit wth different .
149.78.233.79 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 40
192.114.23.210 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |40
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
176.13.3.213  [Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssion. | 40
Ret r ansni ssi on Packet dropped.
2.52.185.157  [Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 39
81.218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 39
212.76.127.10 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 39
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Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.7.52 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 511
176.13. 6. 241 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 411
46.19. 86. 62 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 401
94. 159. 156. 135 || srael 147. 237.72. 166 |aka. i df . i | ;2?1'\5%?)'150; tlgg sane Response Qode (403) in Session from B ock 350
149. 78. 182. 144 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 340
46.19. 86. 175 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 302
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 263
185.32.179. 233 |l srael 147.237.0.19 |madi matal .idf. [/ M of the Same Response Code (404) in Session from B ock 256
185. 32.179. 233
2.54.50. 189 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 246
109. 253. 158. 52 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 231
109. 253. 130. 170|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 227
37.26.146.225 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 226
109. 253. 130. 170|1 sr ael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 208
109. 66. 106. 70  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 196
2.52.30.178 I sr el 147.237.0.19 |nadimatal .idf. i ;0(5’2'\%%)' 107fgthe sane Response Qode (404) in Session from B ock 194
46. 19. 86. 221 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 189
2.54.51.94 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 186
79.176.52. 82 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 179
185. 32. 179. 233 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 178
2.54.178. 28 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 171
176.13.7.52 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 169
46.19. 85. 91 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 166
2.54. 145, 68 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 165
46. 19. 86. 62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 165
46.19. 86. 175 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 164
46. 19. 85. 115 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 163
176.13.0.1 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 157
2.54.23.69 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 156
2.54.24.136 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 152
46.19. 85. 33 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 142
176.13. 1. 88 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 139
46.19. 85. 218 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 139
46. 19. 85. 244 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 139
176.13.7.52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 134
46. 19. 85. 33 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 129
149. 78. 182. 144 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 126
37.26.146.225 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 124
46.121.24.12 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 123
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 122
80. 246. 136. 47 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 119
109. 66. 106. 70 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 115
176.13.6. 241 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
109. 253. 158. 52 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 113
2.52. 147. 220 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 111
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
77.127.209. 200 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 110
2.54.50. 189 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 110
46.19. 86. 175 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 110
46.19. 86. 137 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 107
46. 19. 85. 133 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 107
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