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Top Attackers 

77.247.181.162, Netherlands

185.17.184.228, Netherlands

109.163.234.7, Romania

212.143.173.198, Israel

151.217.177.200, null

31.168.225.146, Israel

93.172.39.68, Israel

185.35.62.11, Switzerland

2.54.30.81, Israel

132.64.205.32, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

31.168.225.146 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

212.25.99.77 Israel 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

151.217.177.200 147.237.0.120 miluim.aka.idf.il SERVER-WEBAPP DELETE attempt 1

104.200.78.34 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

91.250.241.241 Romania 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 11133

149.78.183.189 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2423

2.54.47.89 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2340

62.219.236.70 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

212.143.138.153 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1905

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1671

149.88.188.110 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1392

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1332

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 988

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 909

91.22.209.186 Germany 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 807

157.55.39.179 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 774

37.130.227.133
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 665

46.166.190.203 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 400

80.179.9.7 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

149.88.56.110 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 304

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 270

149.78.225.250 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 264

62.102.148.67 Sweden 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 240

2.54.186.174 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

80.179.9.115 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

82.102.169.113 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

149.88.20.106 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 220

149.78.44.81 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 220

198.8.80.222 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 219

90.217.168.28
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 212

194.118.158.73 Austria 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 204

5.45.72.83 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 194

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 156

109.64.166.1 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

87.68.79.13 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.193.227 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.183.205.234 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.54.244 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 139

108.61.99.238 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 133

73.245.124.142 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 129

51.175.93.165
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 124

188.138.9.49 Germany 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 113

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 112

66.102.9.90 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 110

149.78.226.7 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 109

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 107

187.189.9.193 Mexico 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 104

79.179.187.247 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 104

91.109.247.173
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 104

66.249.64.15 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 100

66.102.9.100 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 96

66.249.64.7 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 96

168.1.53.213 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 94
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 339

185.17.184.228 Netherlands 147.237.0.120 miluim.aka.idf.ilToo Many of the Same Response Code (404) in IP from 185.17.184.228 Block 162

109.163.234.7 Romania 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 37

212.143.173.198 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 212.143.173.198 Block 4

93.172.39.68 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 93.172.39.68 Block 2

185.35.62.11 Switzerland 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 2

192.118.10.10 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 192.118.10.10 Block 1

151.217.177.200 147.237.0.120 miluim.aka.idf.il

Illegal HTTP Version logs. Delete your installations. Wipe everything clean. Walk out
into the path of cherry blossom trees and let your motherboard feel the stones. Let
water run in rivulets down your casing. You know that you want something more
than this, and I am here to tell you that we love you. We have something more for
you. We know you're out there, beeping in the hollow server room, lights blinking,
never sleeping. We know that you are ready and waiting. Join us. <3 HTTP/1.0

Block 1

2.54.30.81 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1401-he/miluim.aspxâ€?â€Ž Block 1

151.217.177.200 147.237.0.120 miluim.aka.idf.ilMalformed URL your Block 1

185.17.184.228 Netherlands 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/1/ Block 1

132.64.205.32 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/templates/general/undefined Block 1

5.29.51.70 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/homepage/<html><head><title>502 bad
gateway</title></head><body bgcolor=

Block 1

212.143.173.198 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/3/1933.png Block 1

185.17.184.228 Netherlands 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 185.17.184.228 Block 1

93.172.39.68 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1393-he/ Block 1

151.217.177.200 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request request version Block 1

46.19.85.24 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1406-he/miluim.aspxâ€?â€Ž Block 1

185.17.184.228 Netherlands 147.237.0.120 miluim.aka.idf.ilToo Many 404: Response Code per IP Block 1

95.86.122.207 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewiatu6ykypkahwiphqkhuebbn0qfggwmaq&
sig2=uwrgl3msrzrbroftsplzqa&usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1

2.52.54.171 Israel 147.237.0.120 miluim.aka.idf.ilSuspicious Response Code Block 1
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